| CiscoSE Pare Refaronoe

Relnted Concepty

Node Types and Personas i Distributed Depl

Cisea ISE Adminintration Nude Pertn [

R

exists berween |51 nodes,

TCP weep ulhve time on [SE w60 menates, Adpust e TOP timeoat values accordingly oo U firewal! 1 one

Cisco ISE Administration Node Ports

The foligwing tble lists the ports wsed by the Adminstration nodes:

| CivcalSE Pors Nalamnes

Claca lantity Services Enpina mstaliation Gulde, Reisaes 31 [

Gince ISE Mavituring Hode Pons [
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Ports on Gigahit Ethernot 0 or Bond | Pans on Dther Ethemet Interfaces |
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Lopping (Ouibound)

« Syslog: UDP20S14, TOM 464

= Reeure Syslop: TCMES L4
Nais Default paris are configurable for exiernal Jopzing,

= SNMP Tiups: VDP62

Exiermal ldantity Sources und
Resaurces {Duthound)

= Admin User Interfzce und Endpaim Authenticoiians:
= LDAP: TCP/IR0, 1268, UDPIRS
= SMB: TOPH4S
* KDC: TCPIRR
s KPASS: TCPM64

= WML : TCP13S
« ODRC:

Mo The ODRAC ports are configurable on dic durd-pary
databune jerver

« Microsalt SOL: TCP/1432
=« Sybage: TCPRA3K
* PortgreSQL: TCPI8432
= Dracle: TCPLS2L
= NTT UDP/123
= DNS: VPSS, TCMS)

Kaoto For external wennity suurces and sorvices reachiable only
tiraugh o ierfaes uther han Gigabin Ethernes O, configure
alate routes aceond ingly.

Ernail

Giuest accaunt and tser peesword cxpitations einil nolificatios: SMTP:
TCPI2S

Sman Licensing
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Cinco ISE Service Ports on Gigabit Ethermet 0 or Bond
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Adniinistration * HTTP TORSRO. ILTTPS: |
TCPA 3 (TEP/E0 redirected
te TCP/443: not vontigurahlc)

= S8 Surver; TOP22

*+ Extermal RESTHU| Serviees
(ERS} REST AP'L TOPUO6G

= T manuge guest scoounts
Trom Admin GUL: TCP/0002

= Blushctearch (Contexl
Wisthility: w replicate dots

Trom peamary o aeedndary
Addnn madey: TOPS M

Note Tarts 80 and 4471
support Adimin web
applicutions und are

| | crmblod by deluuk
HTTPS wnd 55H aceess
w0 Cisen 1SE s restricted
o Gigabit Etharnet £
TEPAMIU nisl be open
an hath Primary and
Seecmdary

Aty inistration Nedes
lor incoming traflic.

Note For SAML admun login,
Tor #4403 o FEN
ahauld be reachable
trom the device where
thieadmin s trying to do
the SAML login.

Munitgring = SNMP Cuery: UM 8]

= ICMP
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F Ciacn idenfity Services Englms lastallution Gulds, Reluass 3.1

B Cisco 15F Monliacing Nade Pars

Tabile 20, Pagts Uvad by the Mwataring Roeles

Cisce ISE Pons Aoference |

Cisco ISE Service Ports on Gigabit Ethemet 0 or Band
]

Parts on Other Ethemet Intorfscos |
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Adrministiion = [ITTP: TCP40. HTTPS:

TOPraas
* BSH Servorr TCP/22

= Secare Synlog: TCMGS 12

+ SNMP Traps: UDP/162

Monltoring Sumple Network Mang gement Pratocal [SNMIP):
Mate Thas part 15 rowte table dependent,
O™
Logyting * Syslog: UDP20S 4, TCR 1468

Pgita Drefault ports aze conligurabile for externnl logging,

= SMTP: TOP2S foremall of alnrms
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Exwemnal Idencity Sources and = Admun User Inteloce and Endpoine Aulhentjenulang;
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= KD TCRSE, VDFAH
* KPARN: TCM a6
» WAL : TOR] 35
= OREC:

Mo The OBC porta are woatliprable og (e third-pany
dinnhase Agfrer

* Mlgroa il SQL: TCP1433

= b TCPRETN

* FongreSOL TCPI32

= Qmpcler TCIMIS21 14723, L6K20
+ NTE: L3123
* D UDRUS, TSy

ko Forexamnal Wentine sobroes and woH ices reachable o Iy
through an intertiioe o rhan Gignbit Ltheonet [, caafagare
utati roes acvonlingly,
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Extermal ldenuty Soorcesand

Rawource: (Crsboamd)

* it Uner [lerfoce and Endpoint authemicallom:
* LDAP: TOP3HY, 2264
+ SMB: TCP48
+ RDC: TCIVRE
= BPASS: TCPAaR

= Wil TCPr 135
= {1DBC:

e The ODBT poye are corfigutable on the thisHeiry
dulsbsnsie werocr.

* MiTonndt SOL: TOP/1413
+ Sybuae: TOPAG3A
» MompreSOL: TORS4T2
- ke TORI521

- NTI: (P 23

* INS: UDM$3, TCIS3

Hota For wemal ideniity sovrces uhel achiser reachable only theough
an Imerface oeher than Gignbit Uthernet &, confimine saric s
aeverdinghy,

Pasaive L0 (abraul)

- TS Agent; feptiSd
* AD AZRRE L0905
* Syalug: UDIUDS T, TOPME |46

Web Portal Scrvitey

- Gues Web Authenticalion
- Cruest $potaor Porlat

- My Diewices Parial
-Clienl Provislaning

- Certlficate Provvivioning

- Blocked Lint FParua}

TITTPS {lnterface snus be shabled fur service in Ciace BSEY:
- Blacked List Panak: TORSO00-K {Dotnull purl 2 TORMAE,)

» Ginest Poclal and Ciient Mow sioning: TERAIH0-H409 (Dofaul pon
= TUMRA33 )

r Centilicuie Prgvlsinring Papel: TCPHOR0-HY9% {Default per is
TP}

+ My Drevicey Portal: TOBRO00. 4449 (Defauty pon jn TR Y
* tipatzar Prrtal: TCPROND- 2999 (Tatiuale pogt 4+ TOPRIGT }
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< GOS: TO2560
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* Sysloy: UDPUS 1A, TCP | 68
* Secw Syvler: TORGS1A

Mo Datautt poeta are eonfigurabls for cktemal lopring

* SMMEF Teape: UDF 162

Seaaiun

* RADIUE Authentication: LIEYT6LS, 1812

= RADIUS Actawting: U646, 1813

* BALALS DTLS Authchiacation Avcounting: L10Rr208s.

= RADILS € haenge of Agchorizition {Coa) Seml: LR 200

* RADIVE Chanpe of Althormstion (oA Lissenetays UD R 0,
Erit]

N LD P pon 3799 i ot configuratle.
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- Discawery Wota By defaule. TOMG 15 redireeied v TORSH
< Provisioning Pornal Services: Guest Porinl 2nd Client Provi)
_ Aehl Elosetbseat Clsen 1EE presents the Admin cortifieas: fa Posowire ad

Cleent Prvvlaloning on TCPF pog) 3901,

e ISE presenty he Pomal certificale on TOF $#0H A4
(or e Dot Lhar you have conigursd Loy porel o,

From Cisen ISE Felense 3.1 onwnrly, poct 5905 pon is
disabted by defuull o fut=Policy Sorvice nodes.
* Dikeovery (Moliy Service Mods side) TOR/RIE, 2uns {HTTPS)
From Ciseo IS0, Rekiase 2.2 of liler wath AnyConmeet, Raelene 4.4
or Icer, thes port i eondipurable.

= Axpugniben - Bosture Negouitsen and Agen Ruparts: TERA00S
(HTTrS)

Brlay out Cwn Dovaey
(OO0 / Metarock Serpioe
Fretocol |N5#)

= Rederoction
- Pravixioning
-8NP

- Pravisioning - URE. Bediveerien: See Web Partul Sorowes, Guest et
uted Client Mrgvvdsioning:,

* o Amdrait] durives with BST authin feution: TOINOHA, Fam oS
rensst b guhbed o the Feedireet ACL far Androdd davicgs,

* Provisioning - Active-X und Java Appher Inutadt finetudes the launch
O Whenrd Install): Sco Web Porial Sarvices: Guest Portal ol Clivat
Provisioning

¢ Prasiatiung - Wizard Inscall from Cisuo IS 1Windomrs vd Mag 05):
TCHd3

* Provisiontlog - Wioard Instalf fraim Guoyle Pluy {Amdevid); TCI4a3 |
* Proviomitg - Supplicun! Providiunioy Process: TOPW905

* SCEF Proxy w A TOPA0 v TOPAAS Muisod an SCEP RA CRL
conflguEarln

Muabli Deviee M;

COAEINTI APT | ntepmatian

* URL Redirecslan: Sea Weh Portg) Servioea: Cuzat Py 1] 2nd Clieat |
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| GiscoISE Pacts Rofarence

Ciaca 13€ patirid Sanice Purs [

Cisco ISE Service Purts on Gigabit Ethernet 0 or Bond 0 | Parts an Other Ethernet Intefaces, |

or Band 1 and Bond 2

Prafiling = MelFlow: UDP/as

Note This poet is configurahle.

= DHCP; UDPMGT

Kt Thas poct 15 conligurable,

= DHECP SPAN Probe: UDP/GH
= HTTP: TCPRD, 8050
= DNS: UBPSS Cookupd

Nete Tlids port in roule lable depenident,
= SNMP Query: UDP/16

Dets This pert is route table depanclem.

| = SNMP TRAP: UDP/L A2

|— ote

This part s configurable

Cisco ISE pxGrid Service Ports

S

Frant Cisee 1. wlease 31, ull puGrid connections must be based o prGnd Version 20, pelind Mersion
Lisbased (XMI'P-based) inteprutions will vesse 1o wark an Cisco 1S1: from Release 3§ onwarls.

prekieicd Version 2.0, which i based on WebSockets. was introdueed in Cisco IS Releore 2.4, We recotmmend
that you plan and upgeads your other syseems to prGrid 2 d-compliant verions i1 order 1o provent patentnl
disruptions, if any, to integranons,

The followang tble lsts the pors used by e prGnid Service nodes:
Tatie ki
Cisco ISE Sorvice

Ports on Gigzbit Ethernet 0 or Bond | Ports on Other Ethernat Intarfaces
q (Gigabit Ethernet 1 theough 5, or
| Bond 1 and Boad 2)

TCPIROID |

prdiried Submeribers

Ginon Iuniiey Sarvicas Engl s tastadlntian Gulde, eleare 31 [

| GistoISE Ports fabemice

Aaguivad niarnet URis [

Tahie 23; Requorsd tMils Aceray
Foatre URLs
Posture updates Intrpemst e cce sy

It imese ey ice.Cinca. corm

Profiling Feed Seryios s fing cisow gom

Smiart Lgensing hinps;tooks cisco.com

lceravtive Help | *walkme.com

* walkmeusereontent.com

Lisan ldaazity Sursizes Engine instilstion Guide, 5

B 0csP and CRL Servioe Fans

OCSP and CRL Service Ports

Far the Chiline Cerlificate Stuivs Prowoco] servioes (OCSP) und 1he Cerrificute Revacation Lis [CRL), the
pons e dependent or the CA Server or on servies hosring OCSPACRL withough refzrencss 10 the Cisen ISE
serviees and ports lsl basic pors that are used in Clsco ISE Administniion Node, Paliey Servies Neds,
Monitoring Node separaicly

Cises ISE Por Anlarance |

Foz the OCSE, e delaull por st cin be used ure TCP 80/ TOP 443, Ciseo 1SE Adimin partal expects
lttp-thesed URL for OCSE vervices, and so, TCP 80 s the defaull. You cun ulsa use non-defaul ports

Forihe CRL, the deliwll protocols inelude HTTE, HTTPS, and LDAP and the default pora are 50, 443, and

IRY respacts

Cisco ISE Processes

cly. The actus! port s eontingent on the CRL server.

e fullowing table lists the Clsew [SE processes and their servies smpact:

Provess Namw

| Description |

Serviee Inypact

Dulabase Lastener

Ohrnele Bateryrise Database Lisiener

Must be w Running stzie for all services 1o
waork properiy

Dutalsase Server

Chvcle Enterprine Duiabase Server,
Stores both conligusaan and
aperaional dala.

Must be b Runming staie fer all servecs to
work properly

Applicanon Server M Toaeal Server for [SE Must be dn Runndnge state Garall senioes o
wark properly
Frafiler aimbase Redis databose for ISE Profiling | Must be in Runting state (or 1SE profiling
service wexvice o work properly
AD Conpecior Active Direciory Runtims Ddust be in Running site for [SE 1o perfarm

Active Direciory aullenucations

MaT Sessnn Datshase

dbruete TimesTen Databise for MaT
Helvice

Must be in Running snte {orall services o
wark, properly

MnT Lag Calleetar

Lo collestar tor MoT service

Must be in Running stte (or MaT
Cperational Dam

MaT Lug Proscossor

Loy processar for MnT service

Mfuial be in Banning siate for M T
Operatiangl Data

Cedilicate Authariiy
Service

!
15K Intemal CA serviee

Must be in Rarning state i ISE intermal CA
1s enablid

Required Internet URLs

e bl low g table lists e features thae make wse of certuin URLs. You must configure cither vour network
lirewall o u prosy server so 1hat [P traflie can travel between Cisco 1S5 and hese resuurcen, 1 vou gunatol
provide this aceess forany lisied URL, the associuted fennire will he impaired or inoperable,

Gide, Relonse 11

“. Clesn sty Services F

W Bequicad iniarne UALs

[l Cisce lce wity Survices Fnglos Irstailation Guice, Feloas 31

Ciecs 155 Puns Hofersnea |
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Preface

Thiz proface describes *his quide and
with datails aba it related da cumentat

= Documant Ravislan Hisary, on page vl
= Dacumant Objoctives, on poge i

» Budfinrce, on page vi

= Canvantians, an poage vill
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Document Revision History

Tha fallawing table shows the changa s made tg this doeument:

provides information ataut the corventions ugad in this gulde, aleng
ion, It ine luges the fallowang seetons:

Date Chang e Summary ]
[ Navembar 2018 Fiestwnrsaan of the dacymans. —|
| du 2018

Added Informaton on supgart for Goagla Clow
Platfarm (GCR(,

Bruary 2020

Document Objectives

This publication describes the installztion of tha .

Audience

This patrlieation is peimarily designed for persons »

Added infarmation on support for Micrass!t Hypary.

the . The uzots of this guide should:

= Be familiar with alectionic cireuitry and wiring prastses,

Proface |
. Comeamion
= Have axpariangn working ns el or ol | Iz
* Have exgerlance in installing highennd natwoeking squipmant.
Note  Same proceduras describad i this gulde requira o ceriflad efectrsian,
Conventions
| Text Type Indieation l
Userinput Tewt the user should enter mactly as shewm arkeys
auser should prass appear in this feny
LDocunnnt titles il:ln:ummtinas appmar in this fant.
| System outai Tarmiral sassians and |ifermation that tha systom
L dizplays appear in this font.
|Cchnmmar|d= | CLI command keywards appear in thig fant |
| Variablasin o GLI command apgear In s fant
8] | Elaments in squars beackets are optional,
vz |HEqn|reH nlternative keywords are grouged in braces
|and separated by vertic sl bars.
Fe |y 2] Ot L o
and suparatad By vertical bars,
String A nonquatad set of cheracters. Do not use quatation
| marks around tho string - the string wil ncluge the
guatation marks.
|&» N gch suchas eroin
| onple drackers, |
[1 [ Detzal: responses 1o system prompts are in square
brackets.
| |An axclamaton poim (1) ar a paund sign 2] ot the
" begning of a ling of coes indic stes 3 comment ling.,
|

2

Wote  Means roadar take noty, Motes sontaln helatul suggestons or refarences to meteril not soveredin me

dosurmant,

Glncin Catalrst SI00-CL Ciad Worniesa Ganlralles Installaion Guide [ | €L Cloud Wirelass Cantrollar iataliation Gules
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Means the foilowing imformation will frelp vou solve a prablam, The tps informatian might not be roubeshecting
gr aven an getion, B4t could be wsalul informotion, similer i @ Timesaver.

Gaution  Wgans reader be corefitl, Inthis situation, you might perlarm an action thot could razult in cquipmon? damogo
or loss af daty,

Timesavar, Means the deseribed action saves thme, You consave time by porforming the actien describoed
in the paragraph.

Warning  IMPORTANT SAFETY INSTRUCTIONS

This wamning symbal moans danger, Yoa aro in a siwation that could couse badily injury, Belors you work

o any Iqlbmnl!l. be aware of the hazards involved with eloctrical circuitry and ba familior with standaed
7 g neei . lzs the provided at the snc of sach waming to locato
its lati Jn the lated that

SAVE THESE INSTRUCTIONS. Statemant 1071

A\

Related Documentation

Eee the fallowing decumentation for mere information sboutthe Cisco Catelyst 3800 Wireless Controllar
* fieleasa Notes for Ciseo Catalyst 9500 Wiraless Cantroler

* Cisco Cotalys: J500 Sories Wirstess Controtier Softense Conliguration Guide
= Cisco Catalyst B4 Sedas Wireless Controller Command Referance
* Cisco Wireless Sahiuons Soiware Compatibiity Maus

Obtaining Documentation and Submitting a Service Request

For information an eitaining do cumentztion, using the Cisea Bug Search Tog! {BSTI, submiting & sorico
requost, and gathering edditionalinform atien, sed What's Now (n Cisea Product Documentation,

To receive new =nd revised Cisco technicul content dinectly to your dealdoep, you can subscribe to the What s
Maow (n Cinea Produet Documentation ASS feed, RSE feeds ara o free service.

I Cista Cotwbyst 3060+LL Clond Wireless Controlles Inalall stion Guide .

CHAPTER 1

Overview of Cisco Catalyst 9800 Wireless
Controller for Cloud

= Intrpduchion, on page |

* Bonafits of Viruakzstion, on page 1

= Sotvwnrs Configuration and Managemant, an page 2

= Virwual Mac hines. on pege 2

= Hyperussor Suppest an page 2

= Sarver Ruquirements, on poge 3

= Buppared Templetes and Hardwars Ragquirements, an page &
= Socure Boot, onpage §

Introduction

The Cizco Catalyst 8300-CL Cloud Wireless Controller (raferred to as “controllar in t1s document] is o vertunl
wireless controller that js deplayed an o Cisco Unified Computing Systom [UCS] servar s a virlual machine
(M} instance o a Linuxshased G4-bit guestoparatng systarm, This controller supports n subset af Cisco |05
XE software features and g rmalogias, providing Cisco (05 XE faatures an a virtua lizabion platarm,

When the contraller i deployed as a YN, the Cisce |05 XE sattware lunctions 58 1| were daployed on a
sraditanal Cisco harcwara platfarm,

Benefits of Virtualization

The comralior uses the benefits of virtualization te provide the follewing:

TR " o a i
that the virualizatian pletform susparts,

rutis on g VM, it con be supparted on the «88 hardwore

= Sharing of respurces—The resources used by the santroller are monaged by the yoarviser these
resaurees ¢on be shored ameng YMs, Tha amount of hardwara rasources that ine Vit sorver allocutes
1a o sgecifie VM can be reallocated 1o snother W on e surver,

= Flexibdity in 4 epioyment—Yau can onsily move o ¥ from ene serverto snother, Thus, you can mova tha
cantraller from a serverin ane prysienl eation t a server in snothor prysicel kcaten without moving
any hnrthwa e resaurees.

 Cisco Catalyst BU-CL Cimed Wire loss Cantradjer bnate detion Guide ]
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[ sotwars Contigurnticn nid Musagsmant

Software Configuration and Management

Yau can periarm saltare configuraton 2ad management of the conirolier using the following mathods:

= Use tha virtual video graghics array [VEA] consale or the consabe on the wrtual senal portto access the
Ceseo 108 XE CU commands,

= Lise ramate 55H or Telnat to sccess the Cisco 105 XE CLI commands.

Nate  The gantroller may raboad when vou run the show redundancy trace main command from the serial cansole.

Senal consale iz not d fat large scole doploy We thet you use Telnet or S5H
far this purpose. For more inlarmazion on howto add a virtual seral port, sea Addng Virus! Sanal Portin Caco
Cutalyst CHH0O-CL Wiraless Cortralor Virwal Deployment Guide.

Virtual Machines

Thit contraller 2an run 4 2 VM. A VM i a saftware i Inwhich an
aperating sysem or program can ba installed, The ¥YM nyaicolly amulstes & ﬂhysmul computing onviranment,
but requests far CPU, mernary, hard disk, netwerk, and othar hardwaro ara a

Tenper thT transIntes 1ase raquests 1@ the unearlyving physical hardware.

Yau can ceplyy on Opan Vinuakzation Archive (OVA] e for ESX, The OVA file package snmnlrreaﬂw prDCESs
of deploying o Y by proveding a comp lets defiition of tha und resource i
far the now V.

A DVA file consists of o des erlptor {ovi) file, 8 storeae {vmdkl file, and a manifest |mf| file,

= Dusaripter or gvf file—An XML file with ovf 25 the extension, and consisting of all the metadats abaut
the package, it ancodas all the product details, virtual hardware requicomonts, snd licensiag,

= Stornge or vmdk fde—~ file tormat tat eneodes o single virual disk from a Vi,

= Manifest or i file—aAn optional file that stores the Socura Hash Algorthm (SHA) kay genarated during
packaying,

Hypervisor Support

A tiyparvisar enablas multiple cperating sysiams to share a sngle herdweare hogt maehing, While each operaLing
system appaars 1o have thi useaithe host'sn - mamary, 4 rd ather resources, tha fypervisar
controls ond aflocates anty the requied resources 13 each operating systam and ensures that the soersting
systems (Vids) de not disrupt each other

B

Camion  Tho eortralier might crash whila caiing s snapshot, We recommend thut yau use RAI00 canfiguration an the
UCE o avold a crosh,

[ Cisco Catuiyst $102-C4 Cloud Wirelnss Coatralng Inate llathon Guide I
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= Ensera that you use Yiiware ESXi Varsion 55 ar fatar,

Supported Hypervisor Types

Installation of the contraller i+ suppoirtad on salactad Tyao | {native, Hore metal) byoervisors, Instadation is
natsuppartad on Type 2 (hosted) hyg erdsocs, such as VMwarn Fusion, Ukwara Pluyet, and Virtual Box,
Hypervizor uNIC Requirements.

Depanding an the controller's varsion number, ancH of the Py 0rviSErs Sups o 6 lterent virun | Netwark
Interface Card WNIC typos,

Tolln T whHZ Maguienmanre for Vielware E5X)

Mm Requirements lor VIwore ESXi Vatue

TAIC Typos Supportad VMXNETS

uNIC Hot Add Support I Yas |
WNIC Hot Remova Support | Yen |
Tabie 2 for Sormol-Based iV

VMIC Requiremonts for KM Value |
NIE Typos Supparted irtio, lgbavt, mgbba |
NI Het Add Support Yes

wMNIC Hat Remove Support Na ‘

—)

Talolo T vl Requirnmests fer Amazon ¥eb Services (AWS]

WNIC Requirerments for AWS |\|'lluo |
NIC Types Supparted |VM>(NET:{ |
I'\'N!C Hat Ado Support [Np |
| wNIC Hot Remave Support | [T :l

Server Reguirements

The servor and i diffarent, depending on 1n softwnre raleasa, The following table
captures the server reguiremants:

Clann Catabyet FI03-CL o Wi mas Contsaltas | u

| Gvarview o Gisca Catabyst 9020 Wirlass Controllur for Chaud
Swoure feac [

Secure Boot

The secure boot feature provents mall cieus softwars g plicati and wed pperating systems from
Iezding into the cantraller during the controller startup progass. H <ecurn bool |eature is enabled, anty the
autharized seftwara applicatians boot up from tha conraler,

This feature ensures That the softwars applications thet boot up an the eertraller are cartifiod by Cizen, &
EOCUTE SOm putE By thattha i, onne contralfar s lampered
software. Thu Unified Extonsible Firmuare Interdace |UEFI spogifieation defines & s cure boot mathodolagy
thatgravents loading software that doas hot have an accuptzhls digital sinature,

Towevethe soeura boat moda and bactloader vy rsian, uso th show platterm softwiare system boot comma nd:

Guidelines

* Tha fallnwing sacure boot anvironments are supgnrted:
+ ESXiversion 6.5
= KM RHEL 7.5 using ogan stack licerse
= NFVIS ralaase 3,11

* Onby EFI firmweare medes suppert the secure boot featyra.
* This fenture is suppertod on VM ereatad in Clsea 105 XE Bengaluru 17,6 releasa,
* BRUBA and new disk partition layoutis avallable trom Ciseo 103 XE Bengalury 175 release.

S

Nete  YMs creatad prior to Cisca 105 XE Bangaturu 17.6 relense suppert anty BI03

A

Meto (UM s Instaliad using 17,0150 ar OVAimage, the downgrade ta 17,3 41ails during
boatup with the follawing arror message:

OENY iage At Sompatihle <ich (nstaloALinn, vailing paats,

.|

Nete  Each hyponvisor hasa uniqu e process 1a onale secura baat lar tha fquast Vs,
Rafer to tha refovant hyperasor dacumantation o €nable secure baot, Asat af
hig h-feel hyperviset saocitie stens to enabla secura oot are menticrer belaw,

T N S L Lo i e InWlaltieh uide .n

Duverviow of Gi Wirsluss thd |
I Sipported Templates wnd Hardwarn Hequiramants
Tabie 4: Server Roguissments
| Sofuvare Relenso Tintol [amp ]
[ Cisen 105 XE Glbrattar 16,101 and Sd-bit irtel Cora2 end [aters Equivalan: af 844t Intal Care? ord
later q dil} with late. PrRCessirs with

axtansions, extenslons,

L

Supported Templates and Hardware Requirements

Froam 173 roleas e a pwards, high throughs can b ip on1ha Cisco Catelyss §300-CL Clowd
Wireless Cantrollar privace eloud Instanee s, With this enhaneament, she theoughput can he raised from 20bas
05 Gops,

s S
’W | Smalt Medium Largn Tsmall Medium !LmziTgh‘
Corfraton | ILow Throughput] |(Low Throughput} | {High {,’l""" o] Y

Throughput Throughpu | 7P| _J
Minimum & ] 1 Iz |u Iz
nember ol
vEPUs ‘ ‘
is not ‘
supportod| | | | |

|
Minkmum |4.m|: ‘s,aun 10, 600 [ om0 |Gonn ||u,om |
ceu
Allocation |
[MHz) |
Minimum | 16 E) 8 |rs e
Memary
58] | | | J
Roquired |16 18 16 18 |rs e
Strage
168} | | |
VirtunINiCs | arale i3 ol FER | Hiar e
NG| |
(*13rd NIE |
|far High
|Ma|lnhllhy | ‘
|
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ESXI Secure Boot Setup
1. Craate VM ysing ESXi version 6.5 0r o later varsian using VM version 13,
2. To choase the EF| firmware maoda, pertarm the follewing:
0, Navigate ta Actions » Edit Settings.
Tha Edit Settings page is disalayed,
b, Mevigate iz VM Opticns > Bool Options > Firmware,

Ouerview ol Binca Catalyst 364 Wirsloss Coneuller foe Cloudt !

e, From the Choose which fimware should ba used to boot the virtwal maching drap-down list, 2haasn

EFl aptian.
d. Chck Save,

»

Powser i the WM to initializs the boot and walt for 105 prompt o complete,
4. Pawer down the WM,
5 Toonable EF secure boot, partorm the Tollowing:
A, Navigite to Actions » Edit Settings,
Tha Edit Semings oage is displayed.
b, Navigate oo VM Optiens > Boot Options > Firmware.

€. Ghacktha Whather or netto enabile UEF| seaure boot far this YW chi ok Sox & enabla EFl securs baot,

d, Click Save,

6. Pawor up VM and the VNF boots up B0z Uraly,

KM Socure Boot Setup

1. Create 2 VM with & usor-defined name,

2. Pawer dowm the UM efter this YM ig criated ond VNFIOS prompt is comalote,
3, Install PK, KEX, and db centificates fram the EFI Finmware manu ond rasct.

To creete tho custom keys, saa Custom Kovs for Securs boot. For db cartificotys, seq
MicCorUEFCAZIN_2011-08-27.0rt and MicWinPraPCAZDN1_2011-10- 18,0

4, Sgeute bootthe VM,

NFVIS Secure Boat Setup

1. Upgrade ta NFVIS 2.1 releasi ar a loter one,

2. Reaistor e ISRy EF] tarball with the MFVIS rupos tory;
3. Create n VM using the rogisterad EFl imngn.

4, Sncure boot the VI,

- Cezn Catnlyat S300-CL Clousd Wireless Lantafier nstasletion Guide
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Nete  Secure baot s disabled oy defaul, To erable secure boot, you must change the lmware configurations fram
CIMG. Sacure boot neads 1 oot from o saparate UEF] partition.

To enoble secure boot, parform ta follow ng:
5. Login te CIME and use the show bios detail commond to view the BIDS varsion,

|t OENSEN aen (Mila Danes BTSLEA0GLN Y

o

RIGE Yersaunt
hant Nrders

4

Note  Legacy boat, UEFI boat, and UEF| secure doat are the threa borot modes. Secura 5ot can only be usedon a
dssk that has UEF| partitian,

CHAPTER 2

Installing Controller in VMware Environment

* Dworviow af YMwara Enviranment, on page §

= |ngtullation Opsions, an page 10

= Installing In & YMware ESX Enwranmant on page 10

= Craating i Matwark Intarface on o VM, on page 11

= Canliguring NIC Teaming on s Virtual Switch, on pago 12

= |nformaticn Abeut Deploying Contratiar OVA an 0 VM usng vEphaero, an page 13
= Edit the Basic Proporties of VM, on pege 15

= Configuering SA-L0V for VMware ESXKI, on page 15

= Croating o VM for Comroller Using on 150 Image, v pege 10

= Pgwering On the Cantrodler, on pago 20

Overview of VMware Environment

Tha cantroller runs an the Sisco I05-XE oparatn g system. The 1 imagas eantain ha ¥
Cisca 108-XE aparat ng systam and the Wirsless Contraller code, You mustdowninad the Cisen 105 XE softwnre
Jrom Cises.com and imstall 4 diraethy 1 the virual machine (VM) snvicsnment. Mowever, as part of tha inital
installation proce s, you must liest pravision the atn butes of the VM o thatthe centrolier softwara can install
and boat,

This highelawel tasks requarec to mstall the controlier are ksted nere,

lo

Mot The dilferent mstallation options ata dapendent en the hypervisar being usad,

Imstall the Controller Using an OVA File

1. Downicad the contrallor softwars Leva lile] fram Ciseo.cam.

2 Croate n petworkintaraze on the Y

3. Doploy the DVA template using the Vhwears uSphere clientto create & santraflor VI,
4, Powar o thie VI 14 root the cantraller software,

Clsth Gotabyet 30C0-CL Choud Wirwlees Caniraline lnsialfation Guiie [ W oo
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Instaling Casralinr in Vhware Ewironmant |

Obtaining the Cantroller VM Image | OVA File|

1. Open the Cisco Catnhyet 8800 Wiresless Contraller far Cloud product page.
2. Click the Download Seftware Link 10 cpan the Dewnload Soltware page,
3, Inthe Download Soltware page, select the model,

&, Cliskthe carraspending Cisee 105 XE sotware, Nate that the recommended Clsco |05 XE release is
selacted by dafaull

»

Fram the st of aunilabin images, 6lick Download Naw ar Add w Car,

L

Follow the instructions for downloading the softwars,

Installation Options

Y

The cantraller currently supparss anly the folawing instatiotion aptans:
= Daploying the OWA 12mplate in o VM anvirgnment,
= Dogloying the contraller using IS0 | rstallation,

The oun file can be used anly for firss-me mstallation, It cannot b used far upgrading the Lisco [0S XE
saftwere varslan.

AOMMON and the Gentralier

The controller does nat inglute & ROMMON image simlar 10 whot I8 included in many Cisce hardwaresbased
daviees, During the sitial boatios ser process, the installation serigt creetos o clean varsion of the Eontroller
softwore imaqe knewn oz the Golden | mege, and places (Tin a nonaccessibla paribon, This clesn varsian can
e wset i The softwars image iz notwarklng proporly or cannot be booted,

Installing in a VMware ESXi Environment

Y

This section includas infarmation about Yhiware tacls and VM roguirements for the cantraler running the
lgtest Cisoe 103 XE sottware, s3 well as 8 §st of the supported ¥ features.

Tha contraller san run o th Ve re ESKI hypanisar, You can use the same hyporvisar 1o run sevoral Vs,

“The YMware v pha ro web client s 8 waa applicatinn that runs on the PC ond sceesses the vGamor Server.
Yau con use the W Whwara wSphare Wab Cliant saftware 1a erente, configure, and manage Vids on the Vidwara
¥Contar Snever and 10 start or stog the cortrallar

Far mare denails about mstalling vSphera products, soe the eoreespanding VMvenre procuct decurantation

Hot dstote of the interdnze from the vBahora chant is nol supported until Cisen 105 XE Amstardam 17,015,

byt 3000-CL Chowed Y,
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VMware Requirements
The Uhiwara toals reqirad to deplay the contralier are as follows:
= Vivlwiare uSphare Web Clinrit, The Tollowr ng versian is suppartad
* ViMtwarn vEphers Vieh Cient 0

= Wlwnio vCanter Server
Forthe list af suppariad varsians, ses the Relnass Motes
= Wware viwiteh, Standard or distributad vSwitehas ore supported.
L Multinle fard disk dri
=vEPUs. The follawing ¥CPU contigurations are suppored:
= Small Ternplate— vCPUs {raguiras minimum 2-G8 RAM allecatonl
* Medium Template—& vEPLs | requires muniman 15-G8 RAM allacatian)

* Hard drivo. Gndy 2 sing e hard disk drive s pRor = VM are not supported,

* Lorge Template—10vCPUs {roguires minimum 32.G8 RAM allocaton]

= Virtual CPU corn
= Virtual frard disk space—Minimim & GB is ro guirad,
* Virtwal Network Interface Cards [vNICs|,

Supported VMware Features and Dperations

Whbware supports vafious featuros and aparations that allow you t manng e yaur vidua) applicationa and
perform operations such os cloning, migration, shutdewn, and resumn,

Seme of these operations cause the runtime atate of the VM 1o ba soved and then restored upen 1estaning,
W the runtime state includes raffie-reloos state, an reswnption o roplay of 1o runtime state, ad ditional orrors,
statistics, of messages are disployed on the user carsole, If the savod atate is fust coafigu retion drivan, yau
can use these lastures and ggarations withaut any issues,

A

an Vhware functicnalities, such ss, vMatian, Snapshot, Distributad Resource Scheduler |DAS), wIC Teaming
and SR-10Y mades are supported, Haweyer, cloning fram shepshats is ot susparizd,

Also, vMotion, DRS, Snapshats, and vMIS Te aming nfe riat sug ported yehen SR-I0V mode 15 snahled.
For mote infarmation, see the Cisce Catalyst 8300-TL Wirabess Contralor fir Cloyd Data Sheat,

For mare inf: about Uhlvara i 5, 88 dha ing Viwvare Do cimantatios,

Creating a Network Interface on a VM

Periarm the following Tazks Inthe Whhwars vSphera Cliant to erente o netwark interfaga,

atalpot $900-CL Claunl Wirelss

[ inmtalting Caniraties in WWvwam Envirearsei

* Routa bnsed on source MAC hash—Selects an uplink hased ah 1 hash of the souree Etharrot,
= Use oxplicit failavar arser—Usas the highest order uplink fram the list of acbive adaptars that pasaas foilover dutection
eriteria. Na actual load balancing is perlormed with this aptian,
Stape From the Network Faifover Dotaction drap-dewn menu, Epecity a method (o fallousr detec Lo,
You ean configure the faflowing opisns on a virtust switch:

= Link Status Only—Refins an the ink status provided by tha netwerk adaptas. This option detects falluras, sueh as,
physieal switch powar failuras and remaved catles,

= Beacon Proting—Sends out and istans for beacon arehes an all NICs in a tham, and uses this details along with
tha hnk stztus o determine link failure,

Stop 7 Fram the Motify Switches drop-down menu, selact Yos or No (o riotify sha switch for any fdover,

Stap8  From the Failback drop-dawn menu, seinct whethor a shysical adsater is returned to active S5alus afor recavering Irem
o foeluira.

IFtallbacks soteo Yes, the adapter
ana NIC team,

to actve | atter racavery. By detault, a failsack policy is onabied

Iftailbock is set to Mo, a failod adagtar s eft Inactve after recovary until another g etive adaptar fails and roeds 14 be
replaced.

MNats If & physical NIC thet standa firstinthe failaver erdar sxperion zos Intarmittent tallires, the falback aaliey might
fand to traquant updatas in the NIC, The phvsical switch undergees frequent ehanges in MAC addressos, and
the physical v aftur an adepter . Ta mi dl
vou £an change tha following settings on the abys cal switc b

* Disabie Saanning Treo Protoce! {STP) on physical NICs cannected tothe ESXI hoets,

* Enably PartFast mods or PortFast trunk made for access and tink infertacas respectivaly, This soves
around 30 sacandy during the initinlization of thy physical swieh port

Step 9 Reviawe your sattings and spely the corfipuratian,

Information About Deploying Controller OVA on a VM using
vSphere

You can use the cantrollor OVA fil packoge that s provided 10 desloy the cortrollar o the Vi,
Tha OVA e be deployed using the Uhwara whpheta Chent, VMwa g GWF Toel, or the Common OVF Tual
fCaT.

Restrictions and Hequirements
The following restretinna apaly when dupitving the OVA package on the VN

= I the virtual CPU santiguestion is changed, tha contraline misst bs raboated, Changing the BAM allacation
doas not requira rebonting the controfler,

Chuca Cata yat B-CL Ciaad Wiredess. Contrulter insi

e B

Insaaifing Cantraller in Videnrs Envlremssem 1
B costigurion NIC Taaming en » Virual Swih

Betare you begin
This pracacure is raguirad anly far the first instablation of the contesllar,

Stop 1 Login e the Vidware vSahars Clisnt,

Step 2 In the vEphere GU L, eBtk tha Configuration tab,

Step 3 In the Netwarking aree, click Add Networking..,

Step & Undar Conmaction Typo, ratain the defaul; suTmgs, ond elick Next.
Step s Undar Netwark Access, s elect ona of tha Y nomes.

Step B Click N,

Step7 Uncor Connection Settings, ontur a nome in the Network Label fiakd,
Swpd Fram the VLAN [0 {Optional) drog-down [ist, cheasa All 18095),

Stop 8 Cllek Nes,
Swep Under Samemary, coenfirm tho updates and elick Finish,

The: mewly added notwark imerfaca s now swarlabla in the Networking area,

Configuring NIC Teaming on a Virtual Switch

You ean include two of mora physieal NICs in o team 1o inereass the petwork eapacity of a wirlual swlte b, This
e tarmed ns NIC twaming, Te distribute haw the v riual switeh distrinutas the nete ik raffic botwenn the
phvzicalMICeing team, you sadnnrqauﬂnlann‘ng depending ontha neens and capabiltias of your arwiranmans,

Perfarm tha falliwing tasks in tha Viwara viphere Cliant ta configure NIC teaming on a virtual switth,

Eafare you begin
This procedurn is required only for configuring NIC teaming,

b

Mate  WMXMETS is 0 virtunl adapter tvpe supported on the contrallnr,

Step1 Lagin ta the Viware vSphere Cliang,
Step 2 Naviguto to the virtenl swite b,

Stop 3 Click Edit 1o viaw the praparties af the vicual switeh.

Stop & INavigata 1 NIC Tenming tab an the virual switch properties page.

Step § From tha Load Balaneing drapedom man, spocify how 1he virual switch [aad bafongos the outgong traffic betan e the
ehysical NICs in & team,

You can configura tha Taliswng eptions on o istual switeh:
* Route based on the ariginating virtual port ID—Seleets oo tplink bozed on tha virual port 105 on the switch,
* Route hased o1 IP hash—Selects anuplink sased on a hash of the souroe and destination |P addross of ench packet.

[ |} m.q«mmgummumcnmhm_.rggu Guide =

atalling Eowieslor in Vifiwars Environmest |
B tepioving tiie Cantalies OUA File nm s ¥4t Uising S hors

= Wi on deplaying the DUA, the UM requires two vira | COADVD drives, ono for tha DUF srvironment fita
and anather for tha .iso file,

Deploying the Controller OVA File on a VM Using vSphere =
Partarm the follavwing steps m the VMware wiphera Client:
Wau ean use the cantralier QYA file nackage thet is pravidad, to deplay the contraller on tha VI,
The DVA can be duploved using tha Viwara v phers Clignt, Viwara OVF Too), or the Cammon GVF Taal,

Bulore you begin

= W the virmual CPU eanfiguration i changad, the eantraller must e robogtad. Hawevot, chanyg ng the RAM
allacation does nat require reboting the cormrallar,

= Whan ceyloying the DYA, the WM requires hwa virtus] COMVD drivas, ano for the OUF emiren ment fila
ond anather for the Jsa fila,

= Ensure that the Notwork Intarfacs is sat up propery,

Step 1 Log inta the Yhware vSg here Cliant,
Step 2 Fram tha vSahare Client many, choosa File s Deplay OVF Template,
Step 3 Inthe QVA wizard, salect the source of the cantroller OUA that is to be deployed.

The OVF Templats Details windaw displayz informetion abaut tha OVE,
Stepd Cligk Next.

Step S I the Name and Lecation field, spacily this nama far tho Vi and click Next,

Steph Click Nean,

Step 7 Under Deplayment Configuration, salect the reouirad profie fram tha drap-dowwn list,

Step I Undur Disk Format, rotain the default settings (Thick Provisian Lazy Zeroed) dnd click Newt,

Stepd Framihe Netwark Mapping drop-daven list, 2llaeats ane of more virtual Netwark Inte rfaes Cards {N| Csbto the dust natian

networic Connect each network to a inigue inturtacs, W racommend the following mapping:

= o1 1 %0 devicg interface and map it 1o the out-af4ong ménagament network,

= GigabitEthemat 2 1 wirless menagemant interfaco and miap itk the network to raach APs ond servicas, Usally
thes intarfaca 12 o trunk ta earry muls ple VAN,

* GigabisEtherm it 3 to nigheavailail ty meadtace wig map itte 3 separite notwork lor paer-ta-poer communization

for S50
Step 10 Urdlsr Ready ta Compieto, verity all tha duploymont ettings,
Step 11 Click Finizh 10 daptoy the 0Ua,
Thi controlior UM now opgears on the lefr ponal
Stop 12 Click Powar On to automatically power on the Wi,

T Glses Gyt S300-CL. loud Wirelnss Cantratler bata et on Guicie cipe o e



| tnstalliog Controllsr in Vétwars Enviroamant Installing Ganizalfer in Vhewsre Envirenmont |

Edinthe Basic Proparties st v [ B ceastion Trusted Mocts wod Dinsbilig Spse! Chach
e - =
2 Stap3 Ennbie SR40V for x710 POl dovice ports from Host > Mannge > Hardware. g \Q
Ed“ the Bas|c Prnperﬂes of VM Mot OnoFixcrentes on asch port o maximize perfermance, R ¥ ~
Perform the faliswing tasks in the VNeare vSphare Cliant Stopd  Create nn oWLE Instance, While adding the network adapter, pariarm the fallowing: \ B
. Choase Network Adapter as the crented port group. b ) "/
Swop1  Login tothe Vhivare vSphere Client b. Choose Adaptor Trpo s the SR-IOV pasathrough, eSS

Step 2 I tha uSphera GUI, click the Configuration b,

Stap 2 n Ntwarking 3rea, click Propertias of the newly sdded natwark interface,
Stopd  Click Editto viaw the properties of the nevwork interiace. d. Settha Guest DS ITU Change 10 Allow.
Step S Click tho Security tab, e Click Save,

Stop b Unehaek the shacked VM name.

Step? Ir the Pramizcuous Mode, parfarm the falicwing tasks:

The Pramiscusus Mode 5 set 1o Rejeet by default

& Choose Physical Function as the ane mapped o the port on whith the SR-10V s enablad.

) _ Enabling Trusted Mode and Disabling Spoof Check
Motz Pramiscupus mode is a security palicy whizh can he defined atthe virtual switch of part-aroun level inviphare
E5Xi. Tapged waffic will nat How praparly withaut this made, Ta enable S8H ta ESXi from tha GUL, parfarm tha fallawing:

= Check the chack bax,
Step 1t Mavigate 10 Host > Acnons > Sorvices > Enable $5H,

= i drap-down i lii ived ineh.
g the drap-d list, select Accopt 10 viw the raffic sant and seceived thraugh s switen Step2 Gt S5H t ESX

Note Ensuro thot Ferged Transmits s also st 12 Accept Ta gisablo spaat enoek, porform tha fellawing:
\Wile the sormrallcr i baating up, set the trusted meda ond spasf shock using the follgwing commend:

Step Click OK, and thon ckek Clase.
eaxcll intnet srinvmic v set «t on -5 off < <vf-ids -n <physical port namax

Here,
ephysical_port_namesis the SRI0Y portto which tha UM is ossoclatad,

Co I'Iﬁgl.llil'lg SR-10V for VMware ESXi <t ks tha YF 1D essighid ta the VI instance,

Samplo output

Recommended Software Versions for SR-10V Lt B LmraLlibal-] aswALL JiEnes elévaielvE wet St il ssoff =4 & 0 WNLEE

Sibto Dt o P Nat= Ta verity (f the WF 1D has been assgned to the contrater, chack e vikemel.log flle n Juarflog loeaton,

o 'luH: Firmware [eiver Version [Host 05
Intel 5710 130 49en 1,106 Whwara Version 65 and | Configuring SR-10V Setting Persistence
o abewva
INETCLI Plugin varsian J SRAI0V carigurations configurad in th aliova way are not parsistent across reapots. To rasahva tis [seus,
| 141 You pail axecute the abave configuration o5 @ senace that is auta-znablad an host raboats.

Conﬁg uring SR-10V Mode on the Interface Stept Far frrmwwars ond driver versians prir 5 andingluding firmware version 7.0, ond driver versian 1,83, vou need to stop the

WM load 5t boct up snd garform Enaliing Trested Mode and Disabling Spacf Chock.
. Stop 2 Fur firrvare and driver varsions above and including firmware versien 7,10, end drivervarsian 1,105, enter the following
Stopt  Creote 3 pantqroup without any ports. COmmands cnce after setting the trusted mada and speof check to Make the setting parmanant.
Stap2 Create a dummy virtual switch and atinch the port group craated in Step 1 1o 115 switch,

a0 Catalyst BUK-EL Gt WYirelvsa Cantraer bestadlaion Gulde 1030-GL. €l st W rwlers Contiad o Gkl 2 s e s " ———y
I

| Inatelliag Cantrallerin Vidlware Enviranme s tvatalling Centrolle in Viware Envirssmans |

Vnilying 58400 Driwar md Flrwware Verion [l B Crostivg n UM bor Contraller Uslag an IS0 imags

esxcli system module parnmetoes sef -8 -p max_viz=1,111 <m islon jevleu ©owhow placfors software system all

oxxcli system module parnmetors Got -m i40an -p trust_all_vis=11.11

\  +ing SR-10V Driver and Firmware Version

- You can warify the NICs usiag the following cammand:

msxcli nmtwork Aic list

povtdiomakkosti=] esxsll necwork nde list

Hams POl Tevicm Bekwes  pdein Otatan  Sink Jzatus  Spesd  Pupler  MAC Ardoens
M1 seseripoian

Sors Progmbooe [Minwsils TBRS)

| Memory 1 TEIEILAAND

foiEinfe: 14 Platfoie HIV

LS tertdiforeeteainl

Carnuratir

o Toun @
nerney Tonlrcller K

‘-ﬂt
You can viow the parareters far & particular interfzce using the lafiowing command:
wayell network nie get -n vmAizé

g¢ 31 3d ce ac 7]

Sllsestc] esxeli necwark nic get -n vERLeL
dvate Hegatleliand -

rost
Advme

MAvETEimed LiUR Waree | A, TO0DHsHeIR FUI1, L BE0E,

Ansa Kagat

aele Typaj ¥

Forinformation on the finmedars for |ntal NIC, sae:

- Heazaoe Levels § Wttgae intal. 47)Intol-Etha rmat-Contralior-XT10-Saren

For infarmatian sn the dever for Intet and Cisca NIC, saa:

Bug Inint JAC0ATI0CLE PilLp 5./ vmw e, Camjresources, compatibisty/datall prataFdeicaCate goryaDiot 2Sprocur td 30 37169H
Triwers LAlan Far intormation on the firmevare for Cesza NIC, seer
Firmuare Version: it DedlObedTl 1.3329.9 Hitpes o else o.com/slan/usf = i W sck-anrry

tati-praducti-auppor-usnes-nome. html

v owesounis vl get mnoraning

Creating a VM for Controller Using an ISO Image

N Tho foflawe | guidelings abaut howta teploythe contralier using Ywary vSghera.
You gan warify the memory, vMIC, hyperdsor, and I profile datoils using the follawing Hawover, the axact :.lspsmitynushnuu perform may wary, depending on the charactaristics of your Vidwaro
sommand: b i J : enviran ment ord setup,

Gewice § shew placfocn saftwars aystem all

 Cites Catalyt AMN-CL Cloud Wirslesa G Ciaze Catnlyst 9800-CL Eloud Wirslexs Contraller instalistion Guige



cantiguriny sE-ov torkvw [

Swpl Start vit-manngor Appllsations > System Tools » Virtual Machine Madnger,

You may ba asked (o select the hipe rvisor andlor entes yaur roat passWErD.
Step2 Selact Filo ogton on top and click New Virtual Machine aptian.
Stap3 Entor the virual machine detais

a) Specity s Name,

) Forthe nparating systam, salect ) isting dish innge.

This method atlows you o mpart o disk image AL tnlbd, hoatabile operalio g system, it you salnet
the qevw? imagal to it

¢ Chck Forward (o conbinue.
Step & Salectthn contralier qoow? image path.
Step 5 Canfigera the memary and CPU options:

a Sot Memory (RAM) to 5752,

bl SetCPUstod

€l Chck Farward to continug,
Step 6 Enter the instonce rame,
Stap T Check the Cestomize confiquration befora install hox first hatora you ofick Finish,

Thia allows yau t add mare NICs,
Step B Salactthe Network.

Choasze aithar bridge or network,
Stop 9 Click Finish,
Step 10 Dauble eligk on the Instance name to edit it
Step 11 Saloct Ao qosthe |nstance infarmation
Step 12 Soloct Begin installation to start the [rstance,
Stap 13 Cligh the Monitor symbol to o to the Virtual Consale.
Configuring SR-10V for KVM
Recommended Software Versions for SR-10V

Table & Lirt of Supmeted ME Twes
| NG | Firmware [Driver Version | Host 05
Intel x710 70 130 2.00.19.62 Kyt RedHat Yorslan 7.5
i | and abave
Glinen Caraiyst S809-CL Chonl Wirsbeas Cautrnllar In

I ..
1 A

Cantiguring SRV Setting Persivtence [l

Step3 Varify the setings using the {folicwing command:
ip Fink show intefacs_mame
Sample culput:

« unplIGeted
£y SRROARCART MULTL

v 180t qalen nacp steke TONH mede SEFAILE arcup anfaiie Alen

hAMEfae Jeted) fesdu 0T ibn ura TEITMIRRLELIFETEs
Vb 0 pAD deifdifeideren be, spool checking afF, |inu-state fite, EEUST on

Configuring SR-I0V Setting Persistence

SRV cenflguratians cortfigurod in the sbave way nre 0t porsstent acress rebucts, To reselie this lssug,
you gan exacute $1e abeva ¢ onfiguration as 1 sarvice thatis auto-and bled o host reboots,

Step 1 Graate o bash:se i ptwith the commands to be paraisted. You need o writs tho seriptin fusnbinjarov-canfig fln o3 lallows:

a1gtingat

nehg SAn af e w

ip lipk ner
o

£ rames Admud Rl rEoY e

aau <in

Semple cutput

LRN T
wch L o> 2.

npAEREnIly ey Les dazlou_al=

1 Ttnk DE3VE O FENEr on
ip time 0 apeatenk sil
Lp sinx st enplRfaGCE wf & mac tetfibesdeisorbe

Nate You naad to rapeal tha sama steps for il WFe

Step2 Previge sxecuta purmigsion for the script
chmed 777 fustbin/sriov-config

Step3 Create the systern sorvice: Daling a nuw system sonace 0 b axecuted ot the end af the boot, This servica axeeutes th
bash scrgt which has the reguirad srigy commends as mentioned in Siep 1,

Noto Create a new fla numed st ice in

and udd tne followd g centant

Tyme=anesnot
Fanallart=Funr/BLR/RELou—naRE 1]

#1

Hanteciy

ATt =y barget

Class 24 Sl Wirsl

Tstallation Guide [

nn Y™ |
B Enatiting tmnl V70

NIC | Flrmware | Driver Version | Hem 05 |

| KV FedHat Version 15 |

Ciscoized k710 10
| and abova |

| 1800 2.10.78.82

Enabling Intel VT-D
Y

Mate  You nead 10 hove root p

a purferm sub tasks.

T enable Intel VT-C, parlarm the felawing staps;

Step 1 | tha fetefsysconfig/arub file ond GRUB_CMDLIN_LINUX hine, ndd the inte|_i and i
tha and.

a the el flle by
grubZ-mienntig -9 fotc/grubely
Mete In gase of EFI, oxseuts the tollowing comemand:

gruli2-mkeonfig -0 fatefprub2-eficiy

Step 2

0 the fellawing

Step 2 Fla bogt tha system for tha changes to Take offect

Yeur systern b5 now eopabla af PCL doviee sssignment,

Configuring SR-10V Mode Virtual Functions (VFs) on the Interface

11V ia mot available, configure SRCY VF using the following eammands:

Step 1 Configure VF on the miarlace:
ocha "ro_pi_vis" > /sy e fdavicafsriov_numvis
Sampla putput:

wehe 1 3 oyadolanednat s enplE s 0 ol oo dt Lok _nitw b
Here, are WF iz craated for eaeh part far maxmum gerformance,

Step2 Corfigure spocfehock, trust moda, and MAC on e VF using the follwwing eommantds:

i «bnn ot duv eapl2Pe0fd ve G ¢
o Ink ne eRpl28s0P0 vr 0
(v link sel enpl2BaOFO i U

(Earisideigoiby

Mot The MAC addeosses must ba unigue.

F Gikse Calalyst 3K00-CL Cloud Wirsluss Concralier bte flation Guide: =

5 M B 1
[ Aracking sha SRDY tn the Sunirellar

Mets Tha ExesStart={use/binfsriov-config line oxeacutas the scripl.
Stepd Ennsle ang start the sravserviee using the following command:

; 1] +n0wv onatile | -

Hote This command stors te sarvie immadintely and snsures ol tha sarvies i Fln evary tme the ho B

Formate | inn on the SR-10V goni for KVM, sea;

Ittps: i fart Yo BuEts king'si fig-gulde-gbe-fnuarisl itm|

Attaching the SR-10V to the Controller

Attaching to a New Virtual Machine Using Command Line

\Usnthe host davice aption of wirt-install ta add the PCI UF deviess, Usa tha information fram Stop 1(Cantigunog
SR-10V Mot Virtual Functions (VFa] an the Interface, on page 28) and PC1BOF numbar to attach the davices.

irtunl Funstians an (el Corgeration Ethernat Cantraller X710 for 10G0E SFP+. [rrpl 2330005

Creating and Launching a VM

Ta create and lounch & VM, usa tha fallowing command:

U AR TR

You can enter the follawing commond to verity the SR-ICY drivers far the meerface
Davicn > enekle
Duvicu Ashiow platfarm software wnic-i interfaco-mapping

T tiare

F Clacn Catahyst ¥000-GL Glied Whireizas Coniralier Inuteletion Gulda




in e KVM

Aiaching sn Interfwcs i the Costroller Using KVNG ¥ NRY vt age | .

Thu MAC address mantionet sbave is the same as the ong that s set for the Y,

¥au can verity the processor, mamaey, vKIC, hypenasar, and throughput profil getails using the following
command:

Dovice # show platlorm software system all

el ohiow platforn software syetam 4

Caee Procaanr fHaawelt, THAE

« 3 Inkel

rLak Erem B

oot made: B

Mot Lasume wwrolont 1.

Attaching an Interface to the Controller Using KVM VMM (virt-manager)

I tha v ger, salect » Add o add the PCI host devige 1a tha VM, Navigata ta the
NIC eard and choose the UF that needs 1o be amached m the Vi

Gnca the PCLis addad o tha VI, yau ean starttha VM

©lson Cababyst 3000-CL Chwd Wiraleas Canbmlier Instaliatinn Guide [

CHAPTER 4

Installing the Controller in NFVIS Environment

* Dworvigw of Cigca Emerpnse Noetwark Fenchon Virtushzation infrastrictune Soffwarn, on jaga 33
* Unleading Imaga on NFVIS, an paje 34

= Credting o VM Package Using Wob Interface, on page 34

* Craming o Network, on poge 35

= Daploying the Gartralinr an NFVIS , on page 35

= Vigwing VM Resource Allocation, on page 36

 Viawing VM Statistics, on page 36

Overview of Cisco Enterprise Network Function Virtualization
Infrastructure Software

Gisco Emerarise Network Functian Vi han Indr Software [Ceca £ NFVIS| 18 a
Linux-based infrastructure software designed (o help service providers and entesprises dynamieally deploy
wiriakized noteark lunet ons, such as a virtual rauter, firewall, and WAN aceolafation, on 2 suppared Clsca
dovics, Addiion of a physical device lor every nateork furct on s nat ragierad, you £an use automatad

L

Cisco Elllnrpnw NS gnlmn helps \fnu cunwrrwur arcal natwark un elians inta softwara, makemp it

o Bl fo deploy parsod locotons, it pravides o fully integratod pladorm

thut can run on top at a diverse network of bath virtual and physies | dowees,

The Cisca 5400 Seras Entarprizse Notwork Sompute Sy roueng, atoraga.

ul“ﬂ ahostof other computing and natwa rkin g octivitiza o 4 campact 1-RU bax, This kigh-parfermance unit
hiz gaal networh functons and teting as a sarver

1o dapicy
that addrz;ses pmnzs-amg,wnrtlnu and steraga ¢ hallanges,
Inztallakion Procadure

WM lifeeyele monsgemant rotars ta the ertire procoss of registaring, deploying, updating, monitorng Vhs,
and gatting them service chained as por pour requirem ents. You can perform these thsks using the Cace
Enterprisa NFVIS partul,

Regrstzr a VM Image

To régistat a M imaga, you must fisst copy or cownland the relevant VM imege t the NFVLS server, or host
the image on o HTTP or HTTPs servar. After vau townead e filg, you can register the image using tha

Clac b0 L. Clond Wirslnss Candralor inatallntien Gulde q

[ Veritying SR-10U Drvar and Fiemerare Vrsian

Verifying SR-10V Driver and Firmware Version A
You can verdy the athornet and driver varsions using the follawing cammand,
atheoal -1 €interface_nasms ~

A

Nete

Yau need ta exacuta ts cammaond on the hostmashing.

g e, ~per
L4

I+ mthteal =i snplidsdeo

L L T T L o
n

You can print the atharnes infermat en, drivar versions, end SA- 0V YF names using the follawing command;
lspel | gren -L ech

scl -4 lepal | gemp =1 ach
Gnkbedligy Intel Carporacion LEnconat Copsrolist

| EonLicpp=gna
1164 Exnetne

%713 gap 1300E LPEs frav

senet sentreline: Totel Corporasion Plherset contenlies K7I0 far 10088 EFFe lrov

ernes Sencrs

Sy Intel CorparaLiae ELheraec vircwal § e derles irev

b ointel Sarime Lrwe

For infarmatian o the firmwara for Intl NIC, see;
hrpsdownlpsdeonterintele om/produ ct/B 2847, nkal-Ethernat-Contrallar-X710-Serios
For infarmatian on the driver for Inel and Cisce NIC, soe:

Intal-N A

draean

it Bl N g UrdorsLliie?

product=H297

fefon/us/uup purt/sery ca-conifles-rack-narvers!

Latfireducts- _upuun -garieg-homa.iml

B uplondiog imane on HFVIS

Uploading

rogistrunon AP This AP allows you o s pecify the file path 1o the loc otion jan an HTTF er HTTPS sarver] whara
the targz fike is hostod. Registering the image is & one<lima actvity. After an image is reqisterad on tha HTTP
ar HTTPs sarwar, and s in actlve state, you can perform multiple Y deplayments using the registerad imaga.

Customizing the Sctap

Aler registoting a VM knago, you can optionally create a custom profile or flavar far the VA image if the
prafilas defined in the image fila do not match your requirement, The flaver creatian cption lats yau arovice
pacific arofiling details for a Y image, such as the wirtual CPU anwhich the VI will run, and the amount of
virtual mamaey the YW vall carsuma,

anthe woolagy reg
uurlnwzpluvmunt.

yau can create agditianal netwarks and bridgas to sttach the VM o

Doploying a VM

A VM can be doployed using the deplaymant AFL This AP1 allows you to provsde values tothe paromaters that
5fo passed 1o the system during deploymant. Deganding on the VI yau are deg|aying, S6mo parsmeters are
mandatary and others optional.

M amaging and Menitoring s UM

You can meniter a UM using AP12 and commends that anaale you t getthe VA status and debug logs. Using
W mehegemant AF |, yau can start, stap, o rabact o VA, ond view the stotistics for o VM, such as CPU
usaga,

A M enn alsn be managed by changing ar updatiag its grofile. Yau can change o VM's arefile to ona of tha
axisting profiles (n the image file; akernativaly, You £an ceeata a new eustam prefits for the Y. The vNICs en
o WM can alsa be added or updatad,

Image on NFVIS

Follow the praceoure given balow to upload an imaga 1 NFIS:

Stop1
Step 2
Siep 2
Swps

Saleci VM Lile Cycle > Image Repository.

Salect the Image Reqistration tab and click uplaad arrow next to Images,
Salect the file drom Drop Files or Click cation,

Cilek Start1a upload the image,

After the image ks uploadad, MPYIS eraates respective profilss anc ragisters the imag e, You eanfind your fils listed undar
the Images section on the same page

Creating a

F Cistn Salnlyat BO8EL Cloud Wirsless Cartrellar Instaliation Gulds

VM Package Using Weh Interface

Follow the pracedure given below to craate VM imoge using wob Intartaco:



B Iwmsiig o Taniawied ins NS Enrmwn ot
Cracaing mhimwory [

$ap1  From EGIS, setbct Image Packaging b ant click an the grests Iean next b ¥ Paskagas.
Rtap2 Ermereha detaily in Itago Packeging tab,
Smp3 Click Suhmit.
Tha boatesrag tilas ars pleaded.
Aftatthe image s £rea1ad, you have o fogister it<e thal the profites a ra praperly popllated & the ENGS,

Stopq Sekect the thage you creatad and clckonRogiater.

Creating a Netwaork

Foltow the hracedure given balow Lo ¢fests o hanwock:

Step 1 From ECHS, £akict VI Life Cycles Neterorking ,
This opane ut Notwerks & Bridges windaw,
Sepl Click an the cteqte leon new i Neterks & Bridges,
Sop Ermer valugs tor Netwark, Made, Viae, Briigs and Intoriace.
Mo Singke Asat InputOutout Virtusdi 18RIV 18 ot su ppottod,

StepB  Click Submit,
This grogtes the hetiwark,

Beploying the Controiler on NFVIS

Foliow the proced wre given bedsvrto da ploy tha Eomrolker on RFVIS:

Stop T From ENCS, salecr VNI Lita Cyaln » Ceplay,
Thia vaens up dha VM Deploymant winda,

Stepz  From die VM Doplopmenwindow, drag and drapthe comrollo izem 1 the pane balow and miagt tg tha deseed netwsrtes
ar raggired,
Note Wo suppart enly 1000 APs pad 10000 cfents.

Swpd In ¥ Detmilx mres, enter the VI o,
Soopd Select The tmage nodi e from the Srog-fown,
apb  Selectide Profits sume fram the drig-diwn,

- D Catulyud B0t

Fluad Whoheas outratior astafiarian Gyl

T Inwtnlling o Somirwller ia NFUES Enséreimant

Yiaving it Suvmnies [l

Thia tabr dispiays the dish i llzation pas ¥H,

l¢lalling W Couwrmllar 14 MEYES Ermiconmany 1
| . T TR —— .

Sapk Setertthe Bootrtrap Confly option lor providing tea b B iguratinn Mo tefore teploving tha Ubd,
Enzure that yeu usa tho filname “lazze_enatintet’ for the beatsirag contigurmian file.
SiepT Click Deglay.
Wt o dd not
After daploying the VM instance, yo cen chich the tratance datails in Masogs b, which lists the vummary
STV Insenges,

Yau ¢an chok the Comeols symbo| newd ta 1ha Wk ta fetthe fanstla apeens.

Viewing VM Resource Allocation

Follove me procedure given belotw to vigw the UM rerotrea adseations:

Siepl From ECNS, select VM Lifa Cycler Rasource Aflocation,

Thiz apens up the YW GEU Allnz stien tab, which displiys e svoral CPU allacations,
Sep Click VM Mamaory Allaantion k.

Thix tab showes the ovarn Imemery o oeations,
Sepl Lliek YR Dk AlFouetiie 1ab.

Thia tab showrs tha gvarod dlak alocations.

Viewing VM Statistics

Fallew the peocaduze given balour tn view the Yl raseuree itdizmban:

Soap 1 From ECNE, xelect UM Life Cyoles ¥R Mriilnrisg.
This bpans up the Vi SPU Utkzation tab, which displaye tha averall CPY wtilzation pes ¥hd,
Stap? Cligk Mwenory Alacalion tab,
This tad displays the mem ory wtilization [.LIRUTR
Srepd Clins: WPMNG UtEizmtion tal,
Thes xaly diapl&vs the UNIC wtifcation per YR,
Stepd Click Disk Ukizalies 1ab,

T

rrtulroy e Conimaibey i WPVTS Gtermament [
B Wouwne YM simtuiicy
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Installing the Controller in AWS Environment

= (uarnaw an Amaran Wab Sonadcos, on paga 39

= Cruating & Viral Private Claed, on page 40

* Croating & Vimuul Private Gatewny , on page 41

= Creating @ Customer Gatowiy. on poge 41

= Crasting a VPN Connaction, on paga 41

* Creating a Koy Poir, an paga 42

= installing the Camrofler o AWS Using Cloud Farmation Template, on page 42
= Ingtalling tha Camroller Using AWS Consele, on page 43

= Bootstrap Progertied for AWS, an page 44

Overview on Amazon Web Services

The contiellar car ba doployod on Smazsn Web Setvices (AWS) a7 publc cloud solutians,

Preraquisites
Belare attempting i launch the cantrallar on AKYS, the faliowing preraquisites shauld be mec
= Craatz an AVUS account,

« Ingtall an 33K eliont for exame e, Putty on Windows of Tarminal on Macintashl to access e controlier
consale.

= Datermini the instances type that yau want to daploy.
- = Croate an |AM usor,

= Create a kay pair

*+Croate o VPL.

+ Crente a sacurity group,

= Croate a VPN gateway.

= Crieute subnets,

= Far vach remote site, eruate:

= Croato a ¢ustomar Gateway

Cisce Catnlyst A90-EL Sloud Wirnls

Contraller batalluiion Gobde [

| tesstatiing the Ecwtro ot in AMYS Eneirearmt
Craating o Virun! Privte Gotewaey [

Creating a Virtual Private Gateway

Follaw the arecedurs given below 1o craate an AWS Vinual Private Sateway:

Belore you begin

Suep 1 Click VPN Connectionss Virtund Private Gateway,
The Craate Virtual Private Gatevway window i< gisplayed. Entar the Tollawing detalls:
el Ertera Name Taq.
Lse the AVWS VPN rautar noma.
bl ChooseanASN,
You can aithar use @ custom ASN or usa the defoult ona selozted by amazan gatewsy,

Hote Aftar croating tho AWS WP gateway, it wll be shown a3 detached and you need t nttach tto o VPC,

Stop 2 Click on Actions buttan, cheoss Attach to VPC,
Step 3 Froem thi: pap-up window, seleet the VPC erested aariier,
Ateuches the AWS VPN 1o the UPT,

Creating a Customer Gateway

Follaw the procadura given belew to ereate a custemer ataway:

Step1 From the AWS cansale, go 1o tha VPG dashboard,
Step Click VPN Connections> Customar Cateways,
Stopd Glick Creata Customer Gatevroy,
The Creats Customer foteway wingow (s Sisployed, Enter tha lallewing detals:
ol Mame af your VPN roucer,
b} Select rautng as dynamic or static,
el Enterna external, internet rowtatle address of var router or firawall,
Sten 4 Click Creato Custamor Gataway,

Creating a VPN Connection

Fallow e procedure ghvon balow Lo eroate 2 eustymer gateway,

.  Gisce Catbyst 30C0-CL. Clowd Witalzas Cantealiar Insialfation Guide [

Installing the Coarallarin AV Enviraoment |
Bl ceonting s Virtus Private Ciewd

= Craate o VPN connacticn, =

Gomeral Information —
= All interfaces in the public eloud are Layer 3 and there are no trunk intarfaces.

= Alltne publie eloud IP allacations are dane using DHEP on sublle choud, You can decide anthe [P o be
assoned to tha eontrolier,

= Supports only one intariace, which s shared by devica andwiralass

Creating a Virtual Private Cloud

Followe the pro edure gven below to contigure a VP in AVIS:

Before you bagin

* AYPC s & virtual network dedicsted to your AWS eceountand logically isolateddram other virwual netwarks
intha AWS Cloud,

=You enn specity on |P address range for the WPC, odd subnats, associata sec ity groups, and configure
raute tables.

= Yo can optionally connast yeur WPC 1o your own corporete daty center using sn IPsac AW S-maragod
VPN connection, meking the ANS Chiud an extension of your dola center,

2

Nete A VPN connecton corsists of a vicual privale gatewny sttached to your VPC and o customar pateway lacatas
I your datz centar, Avir Tt Ga yis the VPN anthe Amazon sade of the VPN cannaction,
A custmer gatowuy (4 4 physical device or software applionce an your side of the VPN connection,

Swp 1 Selact 0 VPC canfiguratian, Usivg the nauigation path: AWS ConsolesVPC Desliboards Launch VPG Wizards VPC with a
Private Subngt Only snd Hardwara VPN Access,

Step2 Entor dotails ot tha VP with a Private Subnet Only and Hardware VPN Access window,
Stepd Create o subnat, using the navipation path; VPE Consele» Subnets> Create Subnet
Siepd Cenats o security group, using tho navigation path: VPE Consale> Security Groups> Create Security Group

A sacurity graup s o virral firawall thet contrals traffiz to and fram ona of mors instoneas. Whan on instance is brought
Up, ¥OU £an bssasiate one or more security groups with 1t You cen use tha defauli sacurity group for the instances, but
Vi facommand 10t you Seeate & security group that reflects the rele of your instances,

Step 5 Click Create,
Thiscreatzs a VPT

r ntallntion Girlds

-_._r-“'_ S Moue I

Iwsialling the Contreller in AWS Crvimament |
B Greating n Kay Polr

Step From the AWE console, go te the VPC dash beard,
Step 2 Click VPN Connectionss VPN Connections.
Stepd Clitk Crante VPN Connection,

The Crenta VPN Cannaction windaw is displayed, Emtar the following dotabs:

al Mame of the VPN eonnection.

Bl Salacttha AWS YPN gateway and customer gateway,
¢l Salectrouting az dyasmic or siatiz,

dl  Enter the remote suanews reachable through VPN,

The remote subnais are the ram o netaork whare your AP will ba e -pram,

Step s (Dptionall Asskgn subnat snd keys for tunnel interfaces for IPSEC VPN,
WS creates 2 tunnel interfaces for redundancy, 1f you da net speciy details, 8UVE randamly generates wnnel aptions,
Step 5 Click Create VPN Connoction,

This creates = VPN connection, | akes & levw mitutas to setug the connection and changa e s1atus from peading to
avaliabie,

Step 6 Whale e VPN 5 being € reated, you can downlaad the corfiguestion to deploy n the cuntomers VPN router, Click Dewnload
Configuraticn,

Step7 Froer the pop-up windaw, select the brand and type of custamer VPN rowar.

Step B Click Download.

Creating a Key Pair

Follew the procadure given belaw to crogwm o cUStomEr gatenay:

Step 1 Fram the AYWS consolz, g0 to the EG2 dachbaard,
Step 2 Click Netwnrk & Seeurity > Key pairs
Stepd Click Greate Key Pair,

Installing the Controller on AWS Using Cloud Formation
Template

Befare you bogin
= AVPG 5 eraaied with the dezired subnatfor tha controlier management interdace,
« & managad VPN connaction Is creatad from the Entirarise sie or sites 1o tne P,

[Hl Glsce Catsbyst 3008-CL Cloud Wirnlnes Cantraiar installation Guids
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Siep 6

Stap?

ShpE

Stepd
Jiep 1

nz1a1Kfvy o Carteetior-Uskng M5 Gonucte [

* Bawnlead the GlsEamiation tertaplota [rom AWS marketplte and tave iton your Garnputee,

From the AWS consola, go to the ChoudF e rmetion poge.

Chek Crontn Stack .

From Choovss a tempime sectien, s slect ypivad i late 1 Armazen $3 option,
Thee Joai 0% the ren fils dirscthy 15 AWS,

Clich Noxa,

Thiz opens o Specily Begils pagh,

Enter the Stoak and Instanoe Detwils,

Estier amy 10 me lor the stack youl vrrit, HoCtn ame & the oa rroller o ame, Instanes Key ®air i the nama of the kaypair.
A1 id f5 th AbIfor the ECT instange,

Chek Max1,
This aens the Hetwark Details page,
Entar Kwtweork e User datais,

For tha M Menrank and R Secunty, vae tha drop.d) I 3elent sidnet and securicy praup.
Entor anuzemams ond Ppavhmrd 10 CONNAET D I INStance ry tnately,

Clich Nexa,

s for the slatus t go fram ‘CREATE JN_PROGRESS to ‘CREATE_COMPLETE.

Felect the Instanaa Type,

Goto B dashtoard, clisk Ranning wstanges,

Tha rawinstanc e will ba 1n Statys Srache [Syatem Status Chacks & tnstance Status Checka) metializing, Wait for fewr
il Mita s URE it U green,

Whantho siatcc tume preen, your cantrollas it the chiut it ruady to use. ¥au can cornust bitv] S5H using the defned
cradwntiale ar ity the pem fils,

Installing the Controller Using AWS Cousole

Stap |
Slep 2
Hwp i
Shpd

Follow tha procadure guen balow g inanak cantrola reith AWS tonsple;

Fromtha AW'S sonzale, gote the EC2 M aas emont pa e,

Cick Laumeh pustance .

Chek My AMBE 10 selest the Sisto Catalyst 306 Wiretess Cariroller far Cioug Al
Chonse an Wistanes Typs,

Wi recomimended that yau chopsa the insances ss ot your raguietants,

[ irtnl oy W et Mo Iy ANVE: i capes

ooty Prapuribea ror siies [l

[Provery Description —_|

:'mgnn—inw-gmww Conlipuras the |Pyd MR et de [zl patewey
‘ addrasg, o5 e i the Tellenwmng suampin; ‘

HIPL =P =90 s - The b

Enablas exeqution ot a Cisea I0S command, To
BROC G o ttlpla ¢ o mands, tse myltipla instancas
af lograntig, with » numb er sppended b gach

Fﬂs-mnfin
" .Instnn:e,fn!ahumple.I'ﬂs-cunligvh Jqu:aniiq-z.anu'

6 G,

1Whem yau spacifya Claca 105 commend, uss g56aga
j charactars i pass spoclsd eharocrers that are within
he | double quate=i*|, singla
Quoteat'l leas thanf<) or proater thanfs|. Ses k
‘ | Tas-cantig-F ik the foBnwing exampla: |

ot
2T sl W
hhy Brar Dasr mot i iatugno

Insinttng Mis Conbmbes in AWS Exsironinent I

Bl Forisineg Prowertina for aery

Siepf

Stap 8

Siup ?

Tostigure lnstoncs Dk,

4| Ghoono Availabifie Zone,

bl Choost Mutwork.

©] Salact Suhpet

) Ascoclats an |AM rod to restrict or Bl uBaga of instari ce 16 ther Lsars,

Kota You mutt s pie pudsic 1P during bring.ap,

G040 Add Sterage page.
You ¢an use thia optianat stap o spacity saditionaf velumns to be 3Ti4thed to e instanca,

G to Add Tags page.

2] Enter Tan YoMmes.

bl Selmet Imtevia ces,

| Sefect instancs,

Gata Configurs Sesurily Groog. Chooss 2 sacilty proup. 4f o rebevand ona dses Nt axist, crnate 3 new ane.

Click Boviow o nd Lutinch , Review thy contlguratian of ya instanee,

Click Laudgh metaricas,

Befors lsunching your instance, wou neod Fkiry pairdn ace BER LRI NEENGE. Koy phur £onsista of 2 pubtic ki that SIVS

Fares and a private key thet you stare. H your dha it e g keary, click Growte & s kaypnin, and Greata g nevwr ofe, &g
choaee an sasting heypair

Wthat vg b noxe

Aitter the instance @ up, you can edrnert te the Cisea Catalyet 9BOD Wireksa Contraller lor Coud Inztanca
EiN the follewing usix command o YOI ket Inal;

A4 e wall Lo Bl D1ty adepee A pubil o - 1 ure |

You can abinln ha IF and ths DNS name from the dezeription of the Instanca ot the ELT instancn caneole,

Bootstrap Properties for AWS

B Powttap Progeetias sor s

-m ml...!‘.'.‘.“.%'!“"‘.’!‘f“ G ian Cortro e Ieotellion Dulls,

Fapin 2: Bootcrrap Prapativ e BVE

—
1 Property |Den!ip|lul
haztnama Gomigures the hostname of the eouter, az showm in |
the oflawing axample; i
 TEELN TR B e
domain-famyg | Cofiguras th netwatt demain nara, as shawn i

the tallowving gxom ply:

| kAL famre L

TnsinTiog e Gonweir in AWS Emercemam I




CHAPTER 6

Installing Controller on GCP

* |mstglling Ciseo Cotabyut 3800 Visrnieas Cantrollar for Cloud an GCP, on page 87
= Greating a VPG in GCP, on page 4

= Craating o VPN Comnection Using Dynamic Routing, on page 48

= Gronting n VPN Conmectlon Using Statle Rowting, on page 50

* Crate Firewsll Rules, on page 51

= |nstalling Cantrallor on GCP, an poge 81

= Agcessing Controller Instanee on GCP, an page &1

Installing Cisco Catalyst 9800 Wireless Controller for Cloud on

GCP

The Ciszo Catalyst 3300 Wireloss Contraller for Ciout & a virua! conzrolier running Cisza 108 XE Mostof the
Cisco 105 XE ilable anthe clowd comralier and yau can choose o deploy the contreller software
& Google Cioun Plartorm [GCR)

To denioy a Cisco Catalyst 3800 Wirelosa Controller for Cloud on GCPF, you must creats a projsct with the
tellowang wirtua| maeh i wirtual private cloud (VPC) notworks, rautes, pubic IP

d firewal] rules, and 98, ces that eist (o d Horent proects can oply connect thraugh an
oxzarnal network.

Google Compute Engine mstances can rum the public imeges for Linu and YWindows Sarver thet Goo gl
provides as well as private custom images that you can croate or impart from your exishng systems. Compute
Instances use SSH publickey authentication, Certain Compute Engine respurzes live in regions or 200as.
Resaurces that live m a zong, such as instences or persistent disks, sre raferred to as Zonol rosourcos,

DOther resources, like static external IP addrasies, ore reqgional, Regions | resounces con ba uset by any
resuurcas in thatregian, regardlass of zona, whils 2ans | fesources cen onby be vsed by othar resodrees inthe
same zone, A firawall enables you 1o sposdy the protacels, ports, and sourca 1P ranges thot con reach your
instances using sec urity graups. Stutic IPvd sddresses sce used for dynamic cloud computing. Metadats, ulsa
known as tags, allows you to create snd nesign your GOP compute resaurces,

GPC YPC Concepts

= & WPL nowwark, sometimes just celled a petws sk is 4 viual varsion of o physical network, like  dots
centor nelwak,

= Yau can |aunch your GGP zleud raseurees, sueh as GGP compute instonees, into yaur VPG,

Cinca Catwlyst I0H-CL Eloud Wirelass Conltollar bistallutizs Guide ﬁ

| inesslling Conireller on CZP

Conatiog o VPN Conneclian Using Dynamic Rewtiog [l

b} Selectthe VPG network.
Thar netwark oataining the instances the VPN galaway is going Lo serve

Salect the Ragion.
The ragion to ncatn thn VPN gateway, Nermally, this s tha region that canzaing the instanees you wish 10 reach,
of  Entor tha IP addross,

Sulnel a pro-existng static extarnal |P address, [fyei don't have 1 stalbic exernsl 1P address, craate one by clicking
New stathc 1Paddress lrom the diop=down mena,

Enter the Poor IP nddross.

Public IP address of tha peer gatawny,

Entar IKE varsian
IKEvZ is arelerred, but |KEv] is supparted If that s all the paer cateway can manago
Enter the Shared Socret,

Characterstnng usedin establishing ancryptian lar thatwnner, You must antar the sama shared sacratinio both YPN
getewsys, |F1na VPN gateway device onthe poeer sida af the wnnel doesn 't generate ene autematically, you can
ereata ane using the Ganerate option.

h

Select the Routing Opticn,

Craate a Cloud Reuter, by entering the detals. Click Save and Continue.
Croato 8 Cloud Router.

a) Enter Google ASN,

The private ASN (64512 - 65534, 4200000000 - 4204067294} for th & router yau are configurng, It aan be any private ASN
you are not already usmg. For oxamale, B5002.

ANVS craatas 2 tunnel Interfaces e redundancy. If you do not specy detaiks, AWS randomly penerates wana | optlons.

Enter BGP sozsion detuils.
al Enter name of the BGF,
b} Enter Peer ASNL

The private ASN (89512 - 65634, 4200000000 - 4204987294} for the router yau are configunng. It car be any prvate ASN
you are ot alrendy wsing, Far axample, 62001,

Ener Googlo BEP IP address,

The 862 intzrface IP addrassas must be knk-locol (P addre s2es balong ing to the same /30 subnet in 169,250.0.0/18,
For example, 169,254,1.1,

dl Erter Peer BGP IP address

FINS creates 2 iunnel interfa ces tor redundancy, f you do not specdy detalls, AVYS randomly goneratas tnnel opdons,
Click Cronte,

This ereste the jatewny, cloud rouser, and alltha tunnels, Remimber that the tinals wit net connaet untilthe peer rauter
is canfigured,

. Clica Catatyst S00-CL Clawd Wiraless Controller Inatakiation Cuida [

[ustalling Cantroller an GEP |
B cresisaavrciocCp

=Wl enn specity nn P address range Tor the VPC, ndd subnets, nesociate securty groups, and configure
raite tnhias.

= You can agtionally connect your WFE 12 yaur own corparate dats sentar using an IPsec GEP manzged
WEN connection, making the GCP Claud an extension of your data center

Creating a VPC in GCP

Eallows the grocedur given balaw to configure & VPG netwark in GGP:

Step 1 Fram the navigation maau in (e GCP consgle, scrall dawn to WPC network snd select VPC notworks.
Step2 Chck CREATE VPC NETWORK.
Step 3 Enter a Name for tha netwark

For pxample, use cusfom-refivark].
Stepd Entar o Doscription for the rietwerk.
Siep5 Inthe Subnets section, click Add Subnet

The ¥ew subnet dislog box apens, Enter 3 name for the subnet, for example subnot-ouropa-wost-192
Stepb Select o Region.

For axampla, use surope-wostl,
S1ap? Enter an P address range,

For axampla, use 102 1655024
Stwpl Click Dona.

This croates a subnat,

Perlorm Step §0 Step @ to aroate o subnet for tha VPG network, You can add muki ple subnets @ the network,
Step 8 Click Croato,

This creates a VPL notwark,

Creating a VPN Connection Using Dynamic Routing

Follow the pracadura given o elow [0 Create @ customar oateway:

Step1 From tha GCP ennsale, go to the VPN page.
Step 2 Click Create VPN Connection,

Tha Craata VPN Cannachan window |s ¢isplayed, Entar the tellawing datnils:
8] Marma of tho VPN gateway,

[ isco Catalyat 910G Cloued Winelnia Cantralln iratalntbon Gadiln

Inssalling Contraller ea 857 |
B Creating o VPN Conmaction Using Stnalc featiag

What to do naxt
Gonfigure the firewal| rules for VPN (o ellow inbound tratlic (rom the pesr network sudnats.

Creating a VPN Connection Using Static Routing

Follow the procedure gaven below to create o customer gatewal:

Step1 Frem the GEP cansol, go tatha VPN page,
Step 2 Chick Create VPN Connection.
The Craate VPN Cannectian windaw is displayed. Enter the follawing detsils:

) Mame of the VPN gateway.
&) Solact tha VPG netwark.

The retwark cortairing tha instan s tho VPN gutoway it 00ine 1o servi, Ensurd this netwerk does not confiictwith
VOUF DR-promises nETWe ks,

t} Selectihe Region,
The region to loc ate the VPN qotowey, Normelly, this is the region that contains the instancas you wish @ reach,
d)  Ertor tha B address.

Saloct o pro-exsting static exgernol P oddross, i vau don't have @ stetc external P address, crepts one by clicking
New static 1P address from the drog-dawn menu,

Ennar the Peer IP address,
Public IP address of the peer gatewsy.

o

) Entar IE vorsion.
IKEw2 is grofarred, but (KEV) is supported if that fs all the peur patewsy can manage,
Enter tho Shared Secret.

Choractor string used in establishing encrygtion for that tuninel, You must antar the same shared seerating both VN
gateways, | the VPN gatewsy device onthe peer side of the iunnal dogsn 7 genesate ong gutgmatically, You can
crgala gne usiny the Genarate eption,

=3

Entor the Remoto Natwork IP ranpe,

For example, 10,000/, The ranga, or renges, of the peer netwark, which s the netwark on the other 3ide of the twnnel
froim the Cloud VPN gatawny yau are currently configuring,

Speciy the Local Sabnet.

Spaeiins which 1P ranges are routad througn the tnnal, This valuo cannct be changad etter the tanelis craated
Bocguse it ueed in tha IKE handshake,

Spetity the Gmaway Subnot
You can lesve it blank os the (ocal subnet is the defaull eption,
k) Entartho Local WP ranges,

[ Gisen Calatys! $09-CL Cleas Wirstoss Cantrs fer |nstallatian Guide p_— el
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You can kave il blank o4go p o the guttnmy's subn et

Step3d  ClickCroats,

Thie creata the geteway, and initntes 2ll she funnets, Reme tiberthat the wunnete wil nat oo e et unii the PAET FOUtET |5
caniigured,

Wt to do w=xl
Configura the firewall rufe s for VPN e allmw inbiound st fram the pear netwark 3 ubasts,

Create Firewall Rules

Firgwall rubos alien Inbau e tratiic tramt thy pear fiatwerk subnats, and I U e onisgw re the pooF network
firaval{ w0 ll@w Intaund trafhe from vout Gemputs Engine o refieas,

To anabide tatflc b puas ta 5 VM instanes, creote atirawalbryle;

Sup1 From the novigation meny inthe Googls Claud Platorm CoRBDlE, seroM dewn 1g VP natwark ard sekect Firewall Rules,
Step2 Click: CREAYE FIREWALL RULE and ¢nter the dotalts,

41 Entar Nama of tha firewall rufe,

bl Entar YPC Network,

¢ Entar Source fliter.

Chaane ta lirer the traic using up t fear differont saurca Fiter kypas,

For owemplo, it wiu chessa 1o specdy asource IP ropge, ¥odl ean siior 0000 to soleet sny 3P sdyress.
¥ Enter Svorce B ranges
00000 (3¢locta s IP ranges in the motwirk,
Entar aNowed arote ols and ports,

=2

A protocol and porrenge.
Strirg e uhiple peotacol and pan ranges topathar, For Qxnmple: "l eme, “Udp4T95-AMT tep 65T

Stop3  Click Crenbe,
Creatas a firewall rule, To s anciher Growal rule, ropeaat the previsus Heps,

Installing Contreller en GCP

Ling the follewing procadure #8pIoy a contradaer ingrance on GCP:

| iwtatiing Cactendinrmn 5P

Aootalhg Conwm e irotanee on v [

This atiws you ta un serlgts when Yaur instha< e boots up or repterrs.
Lise this soction ta ndd tra ysersame 8o gazsvond to secaee the Instenen.

When you Bpacitya Cisee 108 |, use wseope 10 pasa 9 il ch.
AmparsandiE, deble quatesi*|, single quatest’s, ioea tha s or graater then =) An exemple is oravids belvw:

20h° I Tukatlan

v pie 15 paza 0
B arbd 3o 108 Ceneaate, pna fanomad pare
LS

Stop 10 Click Mk kel tab ram 1o A4 Sagurliy, Disks, N

Step1T Add $5H-key Informatian in the Matwrark tage,

Siop 12 Cick Add nomwg i intorface,

Stap 13 In tha Nmtwarking Inteideces diolog box, selogt the daloul intarface,
Far sxymplo, e dafeme 3acarity growp is 10.142.00,0/70.

Sulo Tewancy dection.

Siap 19 In the Matwnrking | nbertace winddw, setct the first defarllimeace,
Bwp 15 Sat I Forevardeg 10 On.

Thia prawents the trafiic from beirg blocked,
Sep 1 Sot Primary imarnal IP a3 Ephiersi taatomatics,

Thiz private IP sddrass s ghiained utarnabical by from the sqlostad subnst,
Srop 17 Eperity Extornal IP 33 Epliemaral [outomatic),

¥oul e.an uge this public 1P eddras s whan wou startan F5H saszlon from o termminal e g, Yo may ko chasxa i spasity
1his Extarnal IF addrase as static. The mdernal 1P addre sk ol aoch [marface (s aither aphamesal o s1atic.

Sep 18 Glick Dawe.
Craares the trst interface.
Stop 13 Clik Cronta,
Tha newdy oraated conirolier Y insTans & boste L. Bt iy ta ke 9 fewe i e to cormplela tho boal pracess.

Accessing Controller instance on GCP

AMter complrtng the configurailan, you can cOnnetl o e ¢ pnealler wamg SSH. Far that yaw nend privete Rty
the 53H.

Feligu the pracedure given kekiw th agcrss the contrallar oA GCF wglng $5H:

= Entiar tha eoramend: ask «i Peiwrte-kay-flapatt UEMldasin ko) agtravs-pf-sth
* Or. Login using Usemame and Pessword thet wos creatod Lging the 105 camthand durlng the beor: ssh wsernamad)
Jp-adirnaz-of-atr

Tustaliing Couiralier on GCF |
B wstuibiey Ervteattor w02

Ertoro you begin
The fallsuing isftes Apph whan Bepioying & Conerlier on GGR:

* AN a3er aecount of $ubk exlption with BCR,
= & Cloud Identty ang Access Managemans (1AM woer
AVPE,
* Bubinets,
+ A zacurity grop.
+ANPN conn eetinn,
= For query remote saa_craate:
= A customer fotewmy
* A ¥PA tomnecion

StgpT Clic:k Compaty Engine atid VW ikstanc B,
Sap2 Click CREATE BISTANCE.

Selact  hoot ek T Craate o new condrler VIV instanee {fram *0S [m a0 of tuatem imagak| B0 Mo valuas far
the following fokls.

o] Spacify Mane,
hama Far vty iy ¥, using anly bewercasa kattors,

b) Zyecily Rogeon,
cl Specify Zene,

A o is ofwn & dota comar within & regian.
di Swlects Machiog gpa,
Supparta Sennl 44 CPU, 868 RAMY, tadiem (3 DPY, 14 GE AT ond Leegs |10 CPUY, 32 GB RAM) arufilas
{Optional] Clith Camterritn to calect thy Ptk of corastviP Ush, mamory viee, snd GPLs,

Step I Leava containgt unselactad,
Stepa Click Chonga ¢n the Baal dish,
Step S Ga 4w OF bragos tsh and salectihe Fequited image asing radio butions.

LT = The tustom imzoe is ragured oy dunng the iritial inslance.
- Jonos g han e the bast disk,

Stepd Click Swiact.

Step? in the Arewal section, selagr anher Allow HTTP taffic or Allew HTTPS walic to sccags Wak Ur

Step d I the Ratetbon iom, ¢heck the Enah e dofallay Heckh Bravant tha Ingtahce e g etting
deleted,

Stapd In tha Axtomaien sactiah, spagify the Startup seript,

nsthlbe Eommor mGEP |
Bl Avomscng Evnrctior brusenon o 627




CHAPTER 7

Installing the Controller in Microsoft Hyper-V
Hypervisor

crosoft Hypory 5 i Informatson, on page 55

= Installation Requitemants for Migrosaft Hypaer-V, on pa e 58
= Creating the WM, on pags 57

= Canliguting tha VM Sunings. on pago &8

» Launching tha VM ta Boot the Cartrallor, on poge 59

= Configuring Tagged Pors, on page 58

= Croating 4 Boctstran DoyD Configuration, on poge 80

Micresoft Hyper-V Support Information

The Catahret 5800-CL Claud Wire ess Contra ller mstallatian an Microsolt Hyaar-V reauires the manual craation
of a WM and installation, using the Jso (e,

The fallowang Microsolt Hypar-\ features are supparted:
= Snnpshot
= Exgort
= Hyper-\/ Replica

For more infarmarian about M) crasate Hypar-\, sae the Microsolt docum entation,

| Instslliag the Coritrolier in Micrasch Hyper=V yperutee

crmatinghu vt [

Creating the YM

Stop 1
Step 2
Stopd

Stepd
Step §

Stop 6

Step?
Siep @

Stop 3
Stop 10

B2

Ta create the UM, perfarm the following steps:

S

Maote  You can install the contralier on Microsaft Hyper-¥ using Microsolt Hyper-V Manager or Microsolt System
Centar VMM,

In Hyper' Manager, click on the host,
Salact Now > Virtual Machine,
Cick Spocify Mame and Location,

= Entur the name af the ¥M,

= |0ptional) Click the chockbox te stora the Vi in o difforont locatien,

Clck Newt.
On the Specily Generation scraon, specify the genaration of the mach ine 1o be loaded,

Kot Tha cheice of Generation 1 or Generation 2 deponds on your roquirama s, Gon eration 2 suppons advance
featwres like boot from Small Computer System Interface (SCSI), secure baoy, Mg her hardware Smits, Unitled
Extonsitie Frmwara Interface (UEFI} BIOS, BUID Parttion Table (GPT) partiuaning, and s en. if Ganaratien
115 selected, unseloct tho Enabile Secure Boot cha chbox after the dealeymant, as the cenirallor dags not
suppon secure boot

On tho Assign Memory screen, antar the Starup Memory val ue,

The contrelior ragquiras 8196 WS for the stertup memory.

Click Mox,

On the Cenfigurs Nemwarking screon, scloct a netwark connoction 1a the virty ol switch that weas proviously ereatisd,

The nevwark adapter selzcozd in this sten will beeame te firstinterface for the contraller ven the VM s launched
ond tha router bocts, The ather vICs for the VI era created in the next procedura,

Clicl Manxt,
Qn tha Connact Virual Hard Disk Scroon, selact tha (ollowd ng option;
= At o virtund hoed disk intes.

MNets Tha New Vinual Maching oy ing & virtual hord dish usieg the whds farmat. The controllar
requires that the hard disk uses the vhd larmat Creata the virtual hare disk after tha VM has baan created,

Click Neax. The Summary scraen is displayed,
Roviaw the WM settings, and il itis lnaking gaad, click Finish,

Tha nwe VM s & raated,

inezallmg e Controller j= Microsalt Hyger Hypervisar |

B iestatlation Requiramments kor Mivroaatt Mypary

A

Nets  Whnile running Mizrosaft Hyper-Y VM, you may get the fallcwing traceback lag continuousty in the eonscle:

THIRK TEFRE=S-T08 THT

MIT MTGH RTIME;

Ehrean Bloness dua oo SYSTEM LD

To aweid thiz lsgua, perionm the dolivwing cleps:
1. Canfigure tha controlier in sarlal maode, using he commands given below,

conpalo serial

L. Fun the following command:

PRty dn reeillart 15 \io\plpe\TeatPips

3 Use Pumy In adminstrative meda to scenss the consale.

Installation Requirements for Microsoft Hyper-V

Befare installing the eontrallar an 5 Micrazoft Fyaery VM, the fallowing must ha irstalled on the hast
= Hyper-\' Manager
= Fallewer Chuster Managar

= Virtual Switch

KN

Mats  We racommended that you create the Vitual Swatch pnoe to creating the WM.

The hardwzra profiles and tha rezommended resourcas ara listad nthe tzhls given belove:

Table 3t Heodware Regelements

Sattings Small BAedium large

Mintimum Numaerof a {1 bt}

vCPUs

Mistimum Mamary BGE 1668 2 GB

Reguired Storage 1688 1568 16 GE

inimum Number of 2 |4 |2

whiCs

Maximum Aeesse Paoirts (1000 000 OO0 |
Waxienm Clents Support | 10,000 a20m 54,000 |

n- Qlsen Camiyar dmnd.L1 0 e Coni 7 et S, -

[ conhiguring sha ¥ Saniings

st [ling the Cantrollas in Micrasait Hyparl Hyparisor |

Configuring the VIVl Settings

Step 1
Step2
Step 3
Stepd

Slap &
Step 7
Swpd

To canfigufie the VI settings belose lau nehing the U, parlaem the Tollowmng steps:

Belore you hagin

Eetara lnunching the instanca, add the netwerk adapters [as requires), disk, and load the iso image inta the
disk dfiva,

\Wa racommanded that you create and uss Sap. K ingarh Wiralass h 0

and High Availability, In case of HA depl craate 3 natwerk interfaces and attach tha Vil 1o the
epprapriate neteearks, For nan-HA daployments, ereate 2 natwork inte faces.

The croation af monogoment, wiraliss manaogement and HA nenwarks shauld be dane bafors lounc ing VA,
The |P aedrazsing on these intertacas could be cithar statie ar DHCP ang shzuld be carfigurad oz part aftha
baatstrap configuration

Tha order inwhich tha natwarks sre attachad to the inte face is impertant as te first nomwark aftached is
usud fur b acand for Wirgless M lunloss configueed axclicaly) and tird for the Ha,

In Hypar-V Manager, select the host, and than night=click on the WM that way created in the previgus stops,

Selact Settings,

Specily the number of virual processars, also known as virtual CPUs (vCPUs) far the WM,

Under IDE Cantraller 0, selact the Hard Drive,

Chck the Virmsal Hard Disk che ckbox and click Neww to create a new virtaal hard disk,

The Mew Yirual Hard Disk Wizard opens. Chck Mext,

al On tho Choose Disk Farmat sereen, click the WHD checkbox 1o create the viral herd disk using the whd farmat,
Click Next.

b} 0Onthe Choase Disk Type screen, click on tho Fixed Stze aptian. Click Met.

e Specitythe Name ond Location dor the vinual harg disk. Click Noxt

dj  Gn the Configure Disk acreen, click the option ta craate o new biank virtual hard disk. Far the size, spacity 16 GB,

@) Click Noxt g vicw tho Summary of 1he virtual hard disk sattings,

#) Click Fimish to croate the new virtual hard disk,

Whan the new hord disk hos boen creeted, continpe configuring the VM seftings with the nest stap,

Under [DE Controllor], silct the DVD Drive,
The OVD Orive scraen is displayed,
Far the Mad ia setting, chck the lmnge File checkbor, and brawsa ta the isa file that you downland nd from Cisce.cam

Cllck Ok.
Salact Network Adapter to verily that the natwark connection 19 the virtus | switch is configured.
Salect Gom 1t configura theserial part

This port provides accass to the controlier consol,

Select Hardware » Add Hardware 10 add the retwerk interfaces |WNICs) ta the VM,




| bmviaMing the Eacaralior is Bicroscit Hypar-y Hyaenisar
Liaching tha 7 ts B the Cooaredler [

Select Network Adapter and click Add,

Microsoft Hyparl ndds the natwork adapter and highl ghis that hardvenrn with the st Virual Swrtch "Not
Connocted”,

e

b} Seleet o virtual switeh on the drop-dawn manu o plsce tha natwark adapier onto i,

Rapaat thesa steps for rach NS, The control e SUPROMS on iy the HY NETVED wMIC typa. The magimum numbar
of vNiCs supported is 8,

Nt Tha hot-add of vNIGa 5 nat s upasrted with Micrasoft Hyper-Y, sa the sosnck imtettacas nesd 1o be atded
belare [aunching the VN

After the controllar beots, yau ean vorily the ulICs and how they are magped i the interfaces using the shew
platlorm software wnic-il intertace-mapping ¢ammand,

Stap 10 Click BIDS o vurity the bootseauence for tha Vi,
Tha VM =hould be setta buot from tha GO,

Launching the VM to Boot the Controller

Ta launch the VM, porfarm the follawing stops:

Stap 1 Subect tho virtual swinsh.
Stap 2 Sabacttho VM and cliek Star.

Tha Hyper-Y Manager cannacts ta the Y, and stans the Jaunch procass. Onee tho VI is Jaunched, tha cortrolier starts
the Booi process

Configuring Tagged Ports

The tagged port contiguration is dare antha host 08, By datoul, the VLAN tagg e packets are dropoed atthe
hast 08 at tha WNIC, To ollow thesa packats through 1a tha conraller, set the spocdic vMIC gn the controllar
astaoged.

A Y

Mote  If you use GUT to craace natweark | rterfocas, you cannat sposify imerface namas wid olitha interaces will be
named a5 Notwork Adopter, So, using those cormm ands, all the network ndapters in the controller can be
converted 1a tiggod,

These commands aro o be entorad in o Power Shell,

Siep 1 Tosae the list of adapters and assignment, use the fallawing serigt:

Eluea Canrlyut SO Gl Wirelens 0

CHAPTER 8

Booting the Controller and Accessing the
Console

= Day U Vol Ul Wiznrd far Public Cla id, on pogedt

= Doy 0 Wb\ | Wizard for Privats Clowd, an paga b2

« Booting the Cortrolir, on page 64

= Atconsing the Controller Through the Visual YGA Consale, sh page B4

Day 0 WebUI Wizard for Public Cloud

Fallaw the procedurs glven halpw tn create & Day @ conliguration and push It ta the enntrallor:

Step 1 Inthe addrass bar ot & web & rowser, enter the IP address of the cantraller,
Step 2 Entor the Usemame and Password,
This disalays the Configurntion Satap Wizard window,
Erter tha detalls in Genernl Settings windaw,
| Selectihe Doployment Moda.
Bl Salnctthe Country,
©l Selocttha Date,
dl Emier tha Tima or select the Timezone uting the drap dewn list,
& Enter tha NTP Senvars name,
1 Enter the ARA Sorvars name,
Stop 3 Entor the Wireless Managoment Sottinga:
a) Choose Port Mumber,
b} Choose IP Address,
Step & Click Next.
Step & Enter the Wireless Notwork Sottings:
4] Entar a Network Nama,
bl Salactcha Network Type,
¢} Seloct the Security aptien using the deop-down,
€l Enterths Pro-Shared Koy,

Cleea Cotulyet J80-CL Clond Wirnless Eurtrollar sl

Insiatling sha Copirotior (8 Mirase® lyperd Hyssrviser |
B conutiong o Bootstres Gy Ce atigurstion

Oel=WMistw r KABADLOT =VMNaTe 7000 lenpyas
Plote Te renama !e o npter name, use the followang command:
Hennan=VAKoTunE ehdarzal ~"Miana SC150 5 Anse sHape 'oCAWM0Q-adapter-nancE® tewhiare *Trndt

Hare, EIh1 is th adnpter ame,

Stop 2 Ta conligure Eernat! (data portmanagemant) as Trunk, with Native VLAN id as 0, use the (ollawing serint:

Stopd Ta conliuro Ethernait serial part) a3 neeass o untanged, use the fafoving seripr

ek -NMFaTUn L khdapE L Vinn “ViHann MOIARDE o

THhE <Unragped
Stepd Ennble MAG address spaafing to ollow the trunk poat to pass the tagged traffic,

Ta enablz MAL nddress spasling, perianm the following:

a, Sulect the virtial machine an select Actions > Sattings.

b, Expand Network Adapter and ole ot Advanced Featurps,

<. Eoloct Enable MAC Add ress spoofing,

Creating a Bootstrap Day0 Configuration

The following steps ore parformad on the Linux serogr.

Stop 1 Croats ivaxe_config.txt or ovi-onvaoml filg,
Stop 2 Craate a disk image lram s e using tha cammand:

nhisars =i == . fed06_canfin, dan encRtivirazion Filemshey

Stepd Mount the c3300_ceonfg.izo os an addtonul disk during ergation of the virtual maching and powar on the Y —

I Cisca Gatelyst 3008-C2 Chovd Wiretus Canrolie Instatintion Guide .

Eoolicg B Controlber and Ace pssing the Consate 1
[ O 0 Wbl Wisned ot Privaie Efaind

#l Chite Add,

Nate Entor 1hre wirclngs notwork s ottin o8, ona for wroloss management, anather (or devica management and
ane mate for guast managament,

Step 6 Click Mext.
This opans the Aduan sod Settings page,

Step? Entrrine dotails in Advancad Sattings paga,
a) Seiectiha Chient Density using the chder,
b} Enter the AF Group Nome.
£l Usa the deep-tewn to seloet Trallic Type.
A1 Enter tha Virna! IP Address,
a) Uso the Generate

slider to genarate fi Tor APs5,
This eertificate is raquired for APS to jain thn contnlr,
11 Use the drog-down to selact RSA Key-Sizo,
9! Entar the Signature Algorithm,
hi Enter tha Password,
Ih - Revipestha detalls in Summary page,
Stopd Click Finiah,
Stop d Click Yea,

This creates the configuration and pushes it to the zantralles,

Day 0 WehUI Wizard for Private Cloud

Follows the grocedure givan below ta create a Day 0 configuraticn ond aush i to the controllern

Step1 rithe addrozs tar of o wwab browsar, antor the 1P address of the contrailor,
Step 2 Entar the Usermams anc Password,
This displays thy Configuration Setup Wizard ‘window, Enzer thi detalls in tha General Settings window,
ol Selecttha Deployment Mode
bl Salactina Gountry,
tl Selactthe Date,
41 Entar the Time or selict the Timezone uaing the drap down fist,
) Entar the NTP Servars neme,
f) Entor tha AAA Servers pame,

Swpd Erter tha Service Port Settings:
| Chaose DHCP,
bl Entor the Static IP ndcrass,
€l Entar the Subnet Mosk,



Step &

Steps

Stop b

Swep?

Stop B

Stap 10
Stop 11

Dy D wva U Wrizans for Privas Ciowd. [

Entar the Static Route Semtings |0ptienal);
Al Entarthe [P Address.

Bl Entortho Subnot Mask.

©) Entar the Gatoway address,

Enter the Wirelass Managoment Sotti
al Choose Part Number.

by Enterthe VLAN,

e} Chooso IPvd or IPvE,

d) Entar the Wirgloss Managemant [P address,
4l Entor the Subnat Mnsk.

1l Emor the Management VLAN DHCP Server,
Chck Noant,

Thiz epans the Wireloss Metwark Settings puge,

Entor tho Wirsless Notwork Settings:

al Entor o Network Namo,

b] Selact tha Network Type,

¢l Selactthe Security aptian using the drap-down,

dl Entor the Pro-Sharad Key,

al Chck Add,

Note Enter three wiraless network settings, one for wireless managament, anather for davice management

and one mare for Guest managemant,

Click Noxt.
Thiz apans the Advanead Sattings page,

Ermer tna details in Adwanced Settings page,

u) Selacttha Client Density using the slidar.

by Entar the AF Growp Namo,

¢ Use the drop=down to select Traffic Typa.

d) Entar the Vinual IP Address.

@) Entarthe Local IP, Subnet Mask, Remate 1P for High Aveilability,

Kote Awailable only when tha deployment matde is satia ACTVE,

1} Usa the Gonorate Gortificats slidas to ganorate cartlf catas (ar AP,
Thi= cerificate is raquired far APS 10 oin tha centrollat.

9} Use the drop-down to select RSA Key-Size.

h} Enter the Signnturs Algarithm,

il Enter thu AP passward.

| Review the detalls in Summary page.

Click Finish,

Click Yas,

Giscn Catalyst B02-CL Cloud Wirn leas Contralier batallation Golde [

Dy 1 CLI ket for the Canteotler [

= Conliguring the wiraless

inerfaca.
= Chaasing 1he deploymant made.
= Configuring the system name or hastame,

= jals far

ACCESS GN A0CESE pOiNtG.
» Conliguring the courtry cote,

= Configuring the tmz using an NTP sarvar or manually.

= |Dptinnal| Condiguring a tme zone.

= |Dotianal| Canfiguring the wireless cliert densiy,

= [Optianal] Conlruring AR servers,

* [0 planall Configuring the wireless newwerk settings,

« |Optianal] Contiguring a nemwork name ar S5I0.

= |Optianall Configuring aviruel [P,

= |Optiarall Contiguring an RF nefwork nama.

«10 | Configuring o sol-signad i

BT a— ing high "

S

Nete  Prosonty, thors is ne ditect methad 1a get beck 1o your provious configuratian. Pross Curl-C 1 restart tha
configuraten and return 1a the setup witheut suving the contiguratian.

Day 0 CLI Wizard for the Controller

Step !
Stop 2

Stepd

Wou con gutinte the Day 0 selug wizand usiag the vwrite amse command o directiy an the Doy 0 davice,

Devico monagoment Intorface setyp configures the device managerment or service port This interface onadlos tha

busic coriguration to uccess the deviee uaing the GUL This s an optional configuration whera yau can opt 1o sonfigure

caly e wireless mana gemant mtarfoce and natthe device management.

CoAlioues Sewisn narsgenenc Intsrfaczriverll

Nota Thara is rio dadicatad dovico muorageme n part far Cixee Catelyst 9900-CL Claud Wirelzss Contraliar. Sa, you
are prompted to s¢loct one of the 6pzons frem the guen range,

se the Laterfac au (bl

Davice managemant [P halps access tha denes using the SUL

B Buotiug the Conmilber

This eraates the configurdtion and gushas it to tha cantrobor,

Boating the Controller

Tha cantroller boots when the VM is powered on, Depandmg en yeur eanfiguratian, you can menitor the
Installation procass an the virtual VGA consals,

Foliow the procadura given below to boat up thee centrollar:

1. Powar up the WM, Within § seconds of powering up the VM, choose @ conzolo deseribed fram Sc2p 2o
Step & to vivw ©a device's bootup &nd o access the ceatrolir CLIL

2. [Optonsl) Click Aute Console to use outemotic condale tetaction, Tnis is the defoult settng, and the
contralier will boot usng automstic console detectian f rather aptien is not selaated within 5 secands,

3, |Optional| Chck Virmel Consala 1o sse tha virual YEA console, [ you choose to use the virual consols,
1he seat af the steps in this proco cure da not aply. Tha contraliar starta the bool pracoss.
4, Use ane of the followang commends to Telnet to the Vid:
= telnet/fiost padiresspornumber

* ol jiraddress g berifram a LMK «Term terminal|

&, Aftarboosng, the systom displays tho main software | mage and the Goldon image, with an mstruction that
tha highlighted entryis bootud eutomatically in 3 saconds. Do not selagt the gption for the Golden imaga,
ond aliow the main seftwore imoge 1o boet

lo

Mate  Whils dging bockup rastore of cunfigy, make sure you da net have plationn console serial, as it could make
the cormralicr baet into grisb meda amd recovery & not possible,

Accessing the Controller Through the Virtual VGA Console

Youwill be promptod for wirelass configuration after the Doy O kannor,

For on tha candi jon sher you croaty it see the Clace Cotalyst 9800 Seres Wireless
Gontrollr Software Canfiguration Guide and the Cloco Catalyst 3800 Sarivs Wiraless Contreller Command
Reference Guide.

Thas section cavors the fallowing:
= Configuring the devics menegament interface.
= Canfigueing 1he devies managament (P,
= |Cptionel] Settng a static route,
- (i ing the

[l Cizoc Catafyst $0K-CL Clacd Wineless Cantiller bate lltice Gubte —

B O 0 6 Wiaurd tor e Gt lior

Stepd

Step s

Stap 3

Step 9

Candamaie =zabie
nb=r e
EnLer the

¥ SLER.

o save bae apave and

Wauls sma linp Lp pans inam wiER LA wiFniaEs SAGw

Hlata This pramat is nat applicabla for 17.9 raleasa,
Mt W o have not contigured the davics management, the setup moves @ Step 7 before displaying the above
banner,

10 17.3 retaase, you will be allswed to exit the wizard after confiquring a1 loast ane of the interfaces, that is,
dewice orwirzless manage m it

This banmar isaa laagar availanbe in 174, You canaot exit the wizard withaut camplating the configuration.
It yau seloet Yes, you Aot ta fellow the upcaming steps, Alss, you can ascoss the device using the IP
corfigurad in Step 4

interfaceisa

Wire s

thermet] iz used for devica managoment interlace then the remaining GigabitSthemet irnerfaces
will be displayed,

Enter a VLAN 102

Fobwe tem ulan LB |-agsepr 153

Condipure an |Pvs or |PyE adaress:

Somfqure 1
inter e




Stap T

Step 11

Step 13

SR

Step 15

B G ¥zwt ar e Soolbn B

Kntee Cha eibeel ek
SIMELLE 16 ntkliean? -

RN TR S PO BT

Captigure & VLAN DHEP semwes and [P addrees;

W MARL T EIRTIRNRD A WIAE PRTD S
e YLAE AN Sepanr Lie fL]gailt e

[Datitnall Setting 4 stobc coute ta abinch an AP gliknt i the contromer. Tha tefautt apdions for static roun prampts y oy
0 eanfigure & detaud route. Howeves, you can spacily a diftrant rauce s walk,

D oLeninnln yag

L
Frimr tha gesiinatior aazh 10
Chlar the Souaatdinen oooaer

Haots Tfyan canfig are e fevice bs HA RM | and [

ar 9,000, tha wizatd 4 sk For the dofault reita information,

- "

raita tthat iz, ssurco and desgination

Iiraic Eadnaoman Ak
senlLhoe woselons o

Nu cerplale. ar s e
JEIND e webUIdCe: hRlx,

FoLnOERA Lar abewe ans

WELLE wl IlkR Lo e

L R e T 1]

Cheose the deployment mada;,

Landoy
Crtas yeor welcezion lil:

LT ¥ou can chogss fram ane of tha tollwing deploytient modes:

» Svandajane; In this ihdds, you db kot get o v any high wvaitabllity padring Infarmaton.
gurad with ulf the Day B i ian.
* Stanbyz In thia Mode, the configuratian proceeds tothe High Avallab iy pantigusatan,

= Aetive: I this metie, the cantrollar neads to be

Tomigure the eystom name o hgastneme:

AtmuEs WLED Clarauic

Mot Thie & # mandatory stea. The hostaame nosds © confim 10 the ARG stan dards.

[Optiansl] Canfigure the jogn credantials for an AR

TONEigbs Gredentiale Lo KenafiMSel socecs wn homers Telann
rECD AR marsgemanT CEACLME
HOLEF (e nenaqerenl ukcepror dees

Conigure tho comiry ¢ode, You can bpecHy multphe CiKIntry codes by wnaratlng them with a camma,
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CHAPTER 9

Upgrading the Software

= Praroqizites for the Sattwara Upgrode Process, on page 71
= Upgtacing the Comraller Seftware (CL1, on page T

* Upgracing the Comrallor Sefvwars (EUI, an page 74

= Robooting thi Controllar, on page 75

Prerequisites for the Software Upgrade Process

This snctian describes how 1o upgrada e Cisea 108 XE noftware for an axisting cantralier installaton on a
LN

Y

Nets * This p idos dotails abo
WM.

o a new selwara varsion of the contralior on e sama

= Wa recommend that yau use YWeh Ul methed for o faster upgrade process,

Be sure 10 camplete the following prerequisicss beferz uggrading the Cisca 105 XE version of the contraller
softwara imaga:

= Comaatibilinwith tha hyparvisor vendor and varsian buing used. || youwant 1o upg rade Lo a how oensor
warsion thet is not suparted by your current vorsian of certrolior, you need (o upgrada 1ho varsion of
controller kafore upgrading to the now hypendsar version,

= Memory requiremants of the VI lor the controllar saltware image:

= Il the new controller version requires mare mamory than o pravious v slan, you must me rease
the memory aliocation an the VW betore starting the upgrade process,

= You must use the Jbin file to upgende er downgrada your softwara, Use tne ise and .eva (les for
Hirst-time instaliation anty.

Upgrading the Controller Software (CLI)

Follow these instrugtions to uparode fram one redesss @ another, in install mode,

[ Ciaga Cotnlyat (OU-CL Cloud Wiraless Gorarallar instal|atiea Gulde q

| Upureding iha Sefrweare
Upigrmding ths Cantratiar Soterars (6L [

Chezking £ A3 oa (11
Addt Panned en 1
FinLalied Ata

Enage adien, AOESION: XWX NN ZLE
LLvAL AN SECKAGE

HASAENG U U EEA R
D=t = B AT, BT _Uns

% o chanslh o
rate on 1|

Inavall wii

1
2 ne

malne donmieted Lastall Bes-ans

Rote The system relosds autematically altor weacuting the insta ! add lile activate commit command, You do not
Fave 1o manually rebaad the system,

Step 5 10y 11 ¥ou can sl pord Hi-step installation of the seftwere:

L Ensure that boot parametar is st to boot anly fram fashpackages.comt

a) Addtne controller saftware image 16 the Hash and expanded it, using the install add file command.
Telnt Lnatall ads file bootflashiGERMd-snivesaslk®_wic.sd, we.us. 9PA. B4
bl Pertorm oredovmiond of the AP image, using tha ap imags predownload commanc,

Tovicod ap inage predawelosd

@) Checkthe prodownload status of the AP, using the show ap image cammand,

D

mhow ap imagwe
dy Betivate the package, using tha install activate command,

1 install aecivate

| . R T e -“

Vaprading the Setwars |
B tnarsdingthe Goetiellns Solvwars (€L1]

Bofore you begin
* Glean up the aid installatian fles using te install remove inactive cammand.

= For upgrading the soltware using CLL we reeamenand that you use instail made for the upgrade. Usa the
show verzion command te varify the boot mede.

+To perfarm a sammwars image upgrade, you must be baoted inte (35 through boot flashpackages.conl,

* Enzure thal Dot parameter is sotto beal enly rom Nashupackages,cont

Step1 G o the sofiwara innd paga: hitps iaen,som)
a| Cek 05 XE Sofuware fnk
bl Salectthe release number you want to install,
Nota Cisto recommended refoase s salected by default For information an release designations, see this link
hnpasisoitware.cisoo,com! 1 Idasipl it (P ]

[2B611 B4 12 ypa

&) Click download,

Stepl Copy the rew Enage to flash by runnng the falleenng command: cepy thp:image tlash:
Kote Trancterring large files over TFTP is o tima-cansuming grocess

Cewlced oopy Eftp:/dL0. 8.0 6//CI800~unkrmenaled wle, sl ww. 1. GFAbdn flash:

in fron L0,
T

copled ir 50.6s% seca (T16TOR5S oylealaes

Step 3 erify thattha imege has bean succazstully sopied to flagh by running the follewing command: dir flash
b dir flash

in

Step 4 Install the soltneto image to flash by ruan ng the follaseng command: install a

file bootflash:ima ge activate commit
Nuta You can also use multi-step installation of tha saftware, To parfarm mult-steg installation, go ta Stp 5.

“+ knntall add file bootflash: COB00-universalk_wlo. s, wi.sn.SEA.Bin activate coamit

157 Ume

LRGSO

Bna=snn

“&""1"4 Elowd Wirehaxs Controller instaliaifan Gaide = - —

Upgrading the Sehtwars |
B vpnraing the Contrabinr Settvears {GUI|

ol Commit the activation changes to bo parsistont across raloeds using the install cammit command.
Jwirl et Anstall cammdt

Step b Verify the installstion by running the foliowing command: show varsion

Note When you bool the new image, the Boot lsnder is
displayea in the out it urtd the nest relzad,

undated, but the new VErs:on is not

Step 7 T san @ summary o 1ha sctive packagas in a systam, run the fellawing command; shaw install sammary

Lol anow Lowtall sumaary

Upgrading the Controller Software (GUI)

Bafora you bogin
Clean up the old ingtallation files using the Remove Inactive Files Ink.

)

Meto  For GUI aptions such as Safaware Maintenance Uograds, AP Sepvice Fackage, ond 4P Davice Packags, see
the respective feature sections

Step 1 Chaase > Software b .
Step 2 Croase an aptian from tha Upgrada Mocde drop-dow list
= INSTALL: The Install mode usas 3 packags A sianing flle named confin order to boot & davice,

* BUMDLE: The Bundle mod e uses monalithis Citco 1DS imAges 1o boot a daviee, Tne Bundie mada consumes more
mamory than the kstall mode because the packages ar exteacted from the bundie and coplad to RAN.

Huts You gat to view the Destination fisld ealy lar BUNDLE upgeade mode.
Step 3 Fenm the Transport Type drop-down List, choosa o wansfar tepe to tansies the sofiwarn mage ta your Sevics ag TFTP.
SFTP. FTP, Dawice, or Deckuop (HTTP),

= If you choosa TFTP as the Transport Type, mtor the Server IP Addross of the TETP server thatyou want te usa, Alsa,
enter thi camalels File Path,

n cantrallers, the IF TFTP sourcs i3 mappad 1a the service pan oy dalaufi,

F Cinc Gabplyst 5200-CL Cloud Wirsloss Cararoller Installation Gulids




| Uppreding tee Sulbwars
Rsbaoting the Camralise [

= It you choose SFTP as the Transpen Type, anter the Soever IP Addross of the SFTP servar that o wont to usn. Alsg,
entor thn SFTP Usernnme, SFTP Password, and the somplate File Path,

* I you cheosa FTP a5 tha Transpon Typa, enter the Sorer IP Addross of the FTP servar that you want ta uso, Alsa,
enter the FTP Usemame, FTP Posswatd, and the camplota File Path,

* Iyou ehoase Dovicn &5 o Transpert Type, choose the File Systom from the dragsdown st in tho File Path finld,
trovise through tha owailable imnges or pneknges from the device and salect one o the options, and fick Seleet.
= IFyau chaase Desktop (HTTPS) a5 the Transport Type, chanas the Fila System from the drop-dawn st In tho Source
Filw Path tield, chck Satact Fila to selaet the e, and cliek Dpan.
Stop 4 Chisk Daverbond! & Install,
Stap 5 Ta B0t your tevie s with the naw software imnge, thick Save Configuration & Roload,

Rehooting the Controlier

Aftar yau have eapled the naw systom Imaga inte the bootHash memary, laaded tha new system imege, and
savad a bachup copy of the hew system image snd configuration, reboot the W using e reload sormm apd,

A

When you relaad an acte device, it reloads tre whala stack,

Far mate Infarmation abaut rebg oting the YW, saa yaur UNVwars documentation,

After rabaating, the cantroller VM must ineluds tha new systom image with a nevly instaked Ceca 105 XE
Sofware varsian,

S

Nate  After an upgrade from 16,11 to an higher rirase, vou should e able 0 wiew the new Ingin page.

I nat, perfarm either ann of the foliawing 1a redirest ta the login page:
* Refresh GUI,

= Cluar cachs,

B CHAPTER 10

License Information

+ Evluation Liceney, on poge 77
= Vigwing Uzanse Informotian, on page 77
= Viewing the Clazo 105 Ucense Lovel, on pagn 77

Evaluation License

The wireless controder aparates an avakistion made whin the davizs 3 not registarad, The eva wation mode
15 for 90 deys, After the axpiry of the svnluetian period, if o wirelass cansredler s nat fegletarad ta p sman
aseount the wireless cantroller will seart di ing sysiog evabiay i Thase errar
messages ate pirnly for infarmation al purpese anly ard vi || nat affeet thie luriationn ity a1 18 wira sz controllnr,
The numbar ot A2 supparted on the wirsless controllarwhan the wiraless controfar iz on EVAL mads will

e aqualtathe capacity of the wireloss controllarand tha wirelsss sontrollerwill be fully aperational, Mo st as
ficonsa is requirnd to use the wireless cantrollar in evaluation modes.

Viewing License Information
Usz the show license wdi cammand to dirtarming tha Unversal Device identilar D)) idormaton of your
chasms, This may be required ot the time of purchasing @ now liconse,
The tallowsng example dispiays samalo outaut from the show [icense udi eommand:

nd shod 1iverse udt
& b1u ax it

CaAtlecy HEE R

Viewing the Cisco I0S License Level

Vst the show vorsion cammand 1o datarmine the Ciseo 108 [icansa Invel inshe sontrabler,
Exarmpla
WL STaw vorsion | ssation Tloeess

Livimtted unter s =

Senwral Fublie Llowipe (*CFL*) fers

B Fesenting the Cantmiter

[ ¥ewiog tie Cuen 105 Linanse Lave

Il myge
Tatife 11: Show Awscait
Field Mame ' Deszription
|
Liennsa Lavel: adventerarisa | Indizatas the current Cisza |05 Feense core lavnl,

B

Lize® foln aceampaniing +ha

Ugarnting the Sobtwears |

Limonsn informsiion |

1€ 8BS iyarn,

- L

Licensa Tyna; Smart Licen se
PErmana

'indieatas the type f heense trat s weed,
his example shaws that tha Cisco Smart koense is used that

provides laating licanses for yaur user agtaunt

| Other licanse tvpes could ba: Parmanem fpurchaze) ligense of an |
Evaluation 80-day licensa.

| AlRLicanse Lovel AIR DNA Advantage Tindic atos tho AR natwark advantagu licensa laval, |

Use the-show running-canfig eammand or the show startup-cantig command to view the licensa-laval
infarmatiar, The follewing examalo dis plays sampla gutput fram tho ahew running-canfiy sommanc:

scEptiy

| Dascription

q i Cisco IBS licarse level ta boot,

i ! Indheatas the current




. CHAPTER 11

Troubleshooting

= Vardying the Hordware st WM Roquirement, on page T8

Verifying the Hardware and VM Reguirements

Te halp trautleshoot issues with t contralies, make s ure that the devise |s Instollad onthe supported harsware
and the following WM roquirements are baing met

= Verdy thet the sorver hardware & supportad oy Lna hyporvinar vandor | ¥oU ara uising WMware, verly
thatthe senver is listed in the Vidware H. petinilicy List. Foe mars i inn, 528 the Vihware
dotumentatinn Set,

= Wordy thot the /0 devices, tar axampla, Fibra Channel FC), Internes Small Computer Systom Intorface
VSESN, and 5AS that are baing usad are supported by the VM vendor,

» Verify that suliicient RAM Is allogsied on the server for tha Yls and tha hypendsar host.
= |{yu re using VViware, maka sure the sarver has enough RAN ta support beth UMs and Viwars E3X
= Verily d tha hyparwsor vers on is supparted by the controller ar not,

= Varily that tha earrect VM sattings are configured based on the amaunt of memory, number 6f CPUs, b ed
digk size,

= Virdy that the vICs are contigured using & s upported network drivar,

Network Cannoctivity Issuos

T bi Anfwar ity far the llur, wnsuse thatthe lolowing requiremanty ar mee
* Pramiseunus mode should bo set to accaptta see the traffic sont and rage wed thraugh tha vBwiteh,
Tagged trofiic will not flow properly withalt this made,

= Werdy dlic ensa ingtaliud an the VI, Emar the show lleense command,
The u:cnn State should b shawn ag Active, In Use,

5 an activeand

= Verdy thot the vRIC 1or the Vs ore connected to the carrect physicol NIC or 1o the propar vSindteh,
= Ensure thut th vSwiich s configurad wit the eomu et VAN, If vou are using virtuat LANS (VLANSL

= Ensure tat thare are no dupkcato MAG nddre sses, if you are dsing static MAC sddresses or Vs that
aro cloned,

Canan Catalyat W03-CL Cieas Wirsleas Cantener [natal atlin feidn ‘

N CHAPTER 12

Finding Support Information for Platforms and
Cisco Software Images

= Suppart Infarmatigr for Pletforms and Cisco Sufware Images, an page 81

Support Information for Platforms and Cisco Software Images

Ciseo saftwirs s packoged in feature sets cons|stng of sofiwars images thot suppert spacific platlarms. The
featura sets nvailablo for a spaciiic platiorm depend onwhich Cisco sofware images ara included in o relenze.
To identily thie sa1 of soltwars mmages available in 2 specific reoase or find I @ feature s weaiabie in a n.wn
Cisco 105 XE sattwars image, you can uge tha Cisco Faature Navl Soltwara Advizor or th

Relesse Notes dociemant,

For all Cisce Wireless Controller software-refated documentation, sin;

" . i " W

re A o LT PN o

Using Cisco Featura Movigatar

Use Cisec Foature Navigatar sa find infarmation abaut patianm suppart and sctware imaga support Cisco
Feature Movigator anables you to sotermine wheeh Cisca (05 XE safneare imagas suppon a spee b soltware
release, leature 5ol or platlorm, To accass Cisco Feature Navigator o 10 bt v eisoo comigeieln

You need nat be a ragisterad user on Cis2o,com to sccoas this tool,

Using the Software Adviser

To dutwrmine if o feature is supportod by a Cisce 108 XE rejmase, locsto tha sofowars dasumantfa rhat festure,
of chuck the mnimum Cisca J0S XE softwara reauire ments with vaur devier, Gisen malntzing tha Sofeare
Adwisor tool on Crsco,com at i eals clsee, comiSupperyFusior/FusianHerme do

o must b o rogstored vser on Cisco.com to aesoss tis 1osl,

Cingo Cutadyel ol a Controiler

| e R

Tiubleshooiny |

B verttyhug e Hardvarn i V8 Rugulrnents

Jisy

Cawtion  Duplicate MAC addresses might cousa tha conirolier featurs license to become
invalidated, which wili gizabla tho device interfaces,

VI Perdarmiance lssies

Tha eeatealler operatas within a set of supparted WM paramaters and settings to provide certsin lavels af
patiermanea that have hean tasted by Cisea.

Use vSphere Cliant 1o view dats and traub nshaat W perdermance, I you are using vCenter, you can view
historical data. If you are not useng vCanter, you can view live data [ram the host

Ensure that the follawing
= Verity that the dewce is confiqured los the corract MTU sety g,

aremet to issues:

= By defauly, the maximum MTU sattng on the device 15 set ta 1500, Te supgor jumto frames, you need 1o
wiit the defaultViwara vSwitch sottings, Farmora infarmation, eaa the Vidwara vSwleeh dosumentation,

= Tha contralur dags nat support memary sharing betee en U, On tha ESX) hast, chack the mamarny
CHUATHFS 10 doterming e wsed und shared memory on tha VIW, Verity that the countars used by the
Ballaon and swap are 2esm,

= IF a gvan VA does ret hava @nod gh mamery to support the cantraller, increose the size of the VM

muemary, Insuffisignt memary an tha WM or tho host might cause the zontrofiar eonsole To nong and be
1OrESpaNSINE.

iy

Caution W e irpublesh Issuas, not that odhar Vs on tha sama hast
8&tho controflar nnn-mpaclthe perarmance of tha cantealler V. Verfy that the
othar YWz on & hast ara not ceusing momany Issues thatimpact the correllar
VI,

= Verify that no network packats are helig dropped, On the ESXI host, check the network performances and
vlew tha counters to measuee the aumbar of recalve ond transmit packats drapped.

“. s Catabyua 1001 Elnid Wirnlass Cos -
Fusding Suppart Infsemtion tr Plettrms and Gisce Sattwarn meges |
——
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CHAPTER 1

Product Overview

« Switch Models, o page |

= Pront Panel Compangaes, an page 1
= Pear Panel, oo pugpe b

= Network Configuratiors, on pege 13

Switch Models

The Cireo Caralyst 1200 Series switehes b fous madular (CO200) and caht (xed (CIZ00L) swiich madels.
The fullowing tolsles deseribe all the nvailable Cincu Catilyst D200 Serlcs switches nd the fon ires supporied.

Table 1: C2700L Swisce Made/s aDd Descriptions

Switch Model | Deacription

CU200L-24P4

Stuckable 2% 15 PoBE= ports; $1G SFP fied uplink ports: 2 power
syl slods: 2 ficed fans, suppors StackWise-40,

CHRAHIL-24P N Stockable 24x |G Pab+ ports; 4x10G SFIM fised tplink ports; 2
| power sy slot, 2 fixed fanw supparts Sk Wise-i.
| cozoL-2aTaG [Stackabie 2x G ports, ds 1G SFP fimed uplink port, 2 power supply |
| |al‘su; 2 e funs: s ippiorts SuackWise-s0, |
|cu:ouu:41u:-: [ Stnckable 245 1G paris: 410G SFP1 fiaed uplink poris; 2 pawsr
| supply slob: 2 fved fng: suppors StockWise-t1
k
CH200L ARPLG | Blackable £85 15 PuE+ poris: A1 SFP ived uplink el 2 power
| supprly sols; 2 fined fang: supparts S lackWise-41),
! CHZ00L-28PLN | Stackable 48x1C) PaB+ pons: 4% 106 SEP1 fived uplink poris; 2
pawer supply slots, 2 fxed fns: supparts S ek Wise M1,
[ CR200L-A8T A5G |.‘!l:lclmhl= ASNLG poria: 4G SFI fved i plink poris, 2 power supply
| slot; 2 figed fams; suppors S1ckWise40. |
| Cozp0L48T-ax Stackable 48aLG pons: 4x| DG SFP+ fised uplink ports; 2 power |

| sy slois, 2 fined (ane; supporty Stek Wiee-30,

Product vernew |

Switch Moda! [ Desoription

COIOOL-24PX G4 Suickable SxMultigizabit Ethernet PuE+ perts ond 16516 PoE
portss x| 0G SFP fixed uplink poris, 2 power supply slais: 2 fived
fans; supparts Stack Wise-KD —

CRUIL-2APRG-2Y Stockable SxMulugipabit Etheme! PoE+ porty and | #x
Poris: 2n250 SFIZK ined uplink ports; 2 powersupaly s wed
fons: suppons Stack Wise-i

CHIOOLASPRGAN Stackable 12xMultigigihic Elbemet PoE+ parts and 36x1C Pok 1
poris A 106G SFP (ixed upliak ports; = power supply slats: 2 fixed
fium; supports SickWise 50,

CA200L RPN ' Stnckable HxMultigigobit Ethernet Poll+ pons pmd 40500 Pal-
[rogls, 2x25G SFRIR Nixed uplink posis; 2 power supply slots: 7 figed
fane] supports St ck Wise 80,

CRNILEPL2G Stackuble 485 1G Pol+ ports willy pristtinl Poll suppen; 2x1G SIP

(secl uplink pars; 2 pawer sipply shots;  fixed Gins, aupnars
Stk Wise 80,

CO2O0LARPLAX

Stackahte 481G Palis ports with partinl Pal? sapport. 43 | 06 SER
Tied uplink ports; 2 poveer supply sints: 2 fixced fans; vupports

o  Claoy Cataryal 1200 Serizs & Harthvais Inssallnt _.- n.

| StoekWisc-H,
Switeh Modal Deseription
Co2e0-24p Stackuble 2431 G Pul+ pans; %1 G and 4% 106 network modules
for uplink parts; 2 power supply sdois; 2 feld-repliceabie Lins.
spports Stack Wiss- 160
I
| COIB0-2411 Stackable 281G Palt ports; a1 0 und dx 106G netwark LUGTTHES
for uplink pons: 2 power supply slots; 2 Deld-replaciahie fans;
| |:upp\|mi Stack Wise- 160,
|CoD0-24T [ Stackale 241 G pocts: 4G ind1¢ | 0G recwars modues for uplink
ports: 2 power supply slots, 2 field-replaceable tans; supparts
StuckWin- 160 |
U008 | Stnckabic 45%1G POE+ portst 4%1G and 4X11G rmetwarh modiles |
| fue uplink ports: 2 power supply slots; 2 tiekdere placoubly fany;
[supports SeackWisc- 60, |
CUR0-aNen Stackable 3¥x1G PoE+ ports: 431G ind 45 G aetwerk =g
faruplink poris; 2 power supply slots; 2 Tield=replaceals
supports Stk Wise- | 60,
B
| CAZ00-45T Stackable 445185 poets, dx |G and 4x 100 network mudulbes for uplink
| Pu"i’li’ pawer supply slots: 2 field-replacenble fans: suppocts |
StackWise.] 6,
| I J
1L 00 Toebes S tahe

nsintlation Guide
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Switch Madz| Description

CH00-24PXG Stackable ¥ Multiigabit Ethernet and 16x3G PoE + ports; supports
Ax L0, 262560 6 20400 nebwork meodules for uplink poets; 2 poser

supply slots: 2 Geld-replaccable fans; supports Stack Wise1 i

COL-ASPNG Siackable & Muliglgali Ethernet and 40x G PoE+ pons: suppocis
L0, 250 and Zxd G nerwork modules (or uplink ports: 2 power

fiebd-replaceable fans, suppons SlackWise-1a0

C200-4RPL Stckable 48%1 G PoE+ pans with paral PoE suppon, 451G und
4% 1UG netwark modules for uplink poris; 2 power supply slogs: 2

Tield-replaceable fans; supports StwckWise- 10,

Front Panel Components

Y

Hote

| Product Overvinw

This section describes the front panel compenents of Cisco Catalyst 9200 Sence switches |
= 24 or 44 downlink pors of ane of the following types:
« 101001 B00
« 10 L0 OO0 Pok+
= G0 Uplnk parts
= USE Type A soruge ports
= US8 mini-Type B console port
= LEDs

* Blue Beacon

All the switch models hove similir comporienis. See the following ustrotioa for exampla.

The Clseo Caalyst 9200 Series switches maght have slighs cosmetic differsnces on the bezels,

Figurs {: Froo Pansl of o CA200L Sswarch

AT
gt

L))

Musdgigabl Bbenwe Pore [

Multigigabit Ethernet Ports

S

Note

The Multigigabit (mdigg) Etheret ports cun be configuted 1 aumoenegotiste mubliple speeds an switel purts.
The ports suppent 100 Mbps, | Ghps 2.8 Ghps, and § Gops speeds on Catepoey Se (CilSc] cablea, and up L
10 Ghpa over Citepory 6 (Cath) und Cote pory 5A {CrthA ) cables up Lo a maximum ol 1T m, 100k ver
Coth enble 15 [imited Tor distinces up 10 55 m1, For T0GIASE-T, Catfin ean suppoct up 1o |00 m when
raniitrmg | B0hps, D 1o the oxtri handwidth requirenenss froi the cable, additional imitnons cxise for
st performance. These lmatitions include, bat nee not Iimited 10 cable rench, cable pimdling parsmeiens
{righeriess, froqueency, number of cables, speed with respeet t auel cuhle) and cuble termvination guality,

The 025 chunne] requarermonts Toe inferoperabiling nancally lmicthe cable reuch to 100 m. but other teeton
cnn shomen s reach. In addinan, tor both UPOE and HPO L and data ineegriry, the |50 ny totn | sbould not
inelisde e thiom 10 0 totsl stranded or pateh cable, Therefore, it 15 ssumed thata |00 o link neledes o
s of nao § mopaich cublos of the approprale category, and 90 m of plonwrm or riser (1.0, solid copper
vare| cables. Ensure rhot you fellow the TLA puidance on cable dreasing

It i reeommended 10 test 1he eemplete link using an apprapriate cable wsier Gar 10 Ghps as well us  Gips
links. Howewer, even if the link passes cable teating, it s still prone to occasional errors due to sggressors in
the bunuie, and prysicul disturbances of the cubles. As un wxample of bundling mitutions. for 5 Ghps wilh
catfe cable, only o 10l 45 m bundied length s supparted: the rematning 55 m should be wnbundled. For
bundling, follow Ciseo Guidelnes and Hen Proctices for the lnanall wnd M, of Data M 1
Fguipment which recommends the use of Velore ties every | 1o 2 m for bundled nections.

A wou are upgradang she netwek gear but reusing the existing calle plant, noie et at speeds above 2.5 Gbps
trsditional Code chusnel apecifications do pot suppont full 1 m eeach, To ensupe 5 Ghps link speads, we
recemamend wing Cavdu cabling. Fur moce information, see the Whitepaper from NBASE-T allionee, which
has now merged witl Ethernet Allianee, archived al

hipnarchivenbane flibravy'white-paper-2/.

Mulngzabar ports do met support bulf duglex mode, Use full duples mode,

Management Ports

The mansgement pors connect the switel 100 PO rannog, Micoosolt Windows o 1o o temuinal gerver,

+ Elbcenet manigenent poit. See Etbemet Mana gemen) Pori, on page 12

* BLI-4% console pon (ELATIA-232), See 145 Comsale Port, an pags |1,

= LISH mini=Type B cansole port (S-pin connectar)
The 1000/ L0060 Etherner pon uses o standird RIS F stritighte o gh
cable. The RI-45 console port connection uszs the supplicd 145 0-TH3% foimale cuble. The USB consile

PR connection week 4 USE Type A to S-pin mini-Type B cable. The USE console imerfaee speeds are the
wisgne b e RALS epnaele interlace specds.

11 v e thie UISHE min-Type B conseole port, the Cigco Windows USH devics driver must be snsialled on
any PC eonnccied 1o tie console part i for apceation with Microsell Windows | Mae 05 X or Linux do not
require specinl drivers:

The d-pin mini-Type 1 connector resembles the S-pin mini-Type B connectors. They are not compatible, Use
anly the S-pin mini-Type B

Ciscs Calalyw $2H0 S

Switehes Hamiwarn istallation Geids [

B rnsenoenPans

Product Drervow |

Blue Beeeon (UID bution) I g USE Type A sorigs purts
1 Made butun I [ 10710611000 Po; - porss
i Stalus LEDs |7 'Fixed uplink pors |
4 USE pun-Tepe B {eonsole) port |
Figue 2 Frat Manel o £9295 Swirch

I Blue Beacorn (LD bution) |4 USE Type A slocage pors

2 Made bunan 5 10710071000 Pali+ poacts

El USE mud-Type B {consele) | 6 Network Moduls wirh uplmk
| port [parta

10/100/1000 Ports

The 101001000 por wse Ri<18 connectors with Ethenet pmouts, The masimum cable lengih i 128 feet
{100 meters]. The |00BASE-TX und [000BASE-T maffic requires twisted pubt (UTP) cable of Culegory 5
ar ligher. The |0BASE-T trallic cun use Calegory 3 cable or higher.

PoE and PoE+ Ports

[ Cinoo Caialyst 8200 Suries Sudiclins Hord v batadlniion Gubdo

B useTyponpan

The Pols und Pab+ parts provide the following functioulity:

= PoliPok= ports: Suppoet foc IEZEE 302 datecompliant powered devices fup to 15.8W Pali per port] and
suppert i IEEE 802 3 atcompliant powered devices fup to 30W Pol+ por poit),

= Suppoet fur pre-standard Clsce powered dovices,

= Comligurabsle support for Cisco intelligent power management, including eithaneed power negetiatian,
power renervitivn, and persport pawer palicing,

See il Power Supply Modules, on page 4 for the power supply matns that defines the available PoE and

PoE - power por port. The output of the PaE+ eircuit had baen evalinted as a Limited Pawer Sourca (LPS)
per [EC 60950-1,

Produch Tverdow |

Figure U558 Miei-Trpe B Part

This illustration sbaws 3 S-pin mini-Type B LSB par,

(i

Withy the Cisco Windows USH device drver, you ean eonncet and disconneet the USB cible from the console
gt without alfecuss Windows HyperTennina| operations,

The console outpul nlways gocs i both the RIS and the USE comsale conngetors, bul the consale input i
active on anly one of the consele commectars at any one time, The USH consale ks precedence over the

RIS consale. When ocable is connected into the USH console par, the RI<S console por beeomes moctive.
Conversely, whon the USE eable s disconnected from the LSH console port, the R1-4% part hecomes petive.

Yow can uac e canmand-line interface (CL1) 10 conligase an fnnctivity timeoul which reactivites the BI-45
comsabe i the USH consoke s been activitod and no dnput senviey has oceurred an the USB consale far o
spocified time.

Atter the LS H console desetivazes due o insetiviny, you cannot use the CL1 to reactivate {n. Disconnect and
recanncet the USE cable 1o reactivue the USE console, For information on ustrg the CL1 o conflgure the
USBE console intertuce, s te Soltware Configuration Guide,

USB Type A Port

Uplink Ports

“The USE Type A port provides access to externil USE fash deviees [ulsa known s thumb drives or USB
keyah

The port suppors Ciseo USHE (lash deives with capacities from (28 MB 10 8 GB, USH deviees with pon
densities of 125 MB, 256 MB, | GB, 3 GB. and § GB are supported, When combined with secking, you can
upgrade otber switches in the stock from on USE key insered in any switel within the staci. Claco [0S
softwire provides slandard [ile system acees 10 e (ash device: rend, write, arase. and eopy. as well us the
anility to formo the M deviee with o FAT file system

11 providdes yeul with the nhility o automatestly upgrade e inteenal Nash with the USE drive's conflguration
and age lor emergeney switeh reeavery using USB mpierae. Thia feasure checks the imternal Mnsh (or
a booeble fmage and conflgurmsion and | eidier inage or the configuration (s notavellable, then the USH
drive 18 ehiecked Tor bool images and configurstion. [ the hoat image and confiermiion are avmlable, diese
are eopled 1o flash for the reboot

The Casices Calalysa S0 Series awite bes suppott both fived uplinks and modular uplinks. The C9200 swiich
e els suppoct modular upliaks witl one hat-siwappable nerwork module that provides uplink parts 10 coanect
tevather devices.

The fixed uplink ports on CH200L switeh models auppo he (ilowing (ypes of ransceiver modules.
» A1 pors U support |G SFR modsles,

= 06 ports that suppor either 16 SFP or 100 SFP+ madules,

* Ix25G por U supgern SFE28 modules, (, 6
--"‘-_-__-__-t—-_
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Fur supported Cien plinggzab modules (5FT SFP SFP28 and QSFP- mudilesh, refer o the
Ciaca Tl Maouduler € ity Il lon at
bagg e glaeo.comfen/US/ produc v modulewpsf 488 (prodicts_device suprpiirt_Labilos_lial_him|

For information sbewt nstalling an (o plink ) ransceiver madule, soe Irmtalling u Cosco Mugpable Tranwgiver
Module. on page 37,

Figurn & Netwerk Mudule CX00. 004G

I [ Module sl T2[LEDy

The: fullowing table Lials the eptranal Cusew Catslyse 0200 Senes Switehes aphink actwork o dules )i 4% G,
An 106, 20250, and 259006 stow,

Teble 3 Supported Natwark fesios
IElwmt Madufe | Description T

COID0-NM-2E This madule hos four 1G SFP modul e slots, Ay combinotion an:unJand_‘
SFP mouules is sugparted. SFP+ modules are ot supported

I0yau insest un SEPH modulbe i the 16 netwark module. the SE+ modyle
does not aperste, wid the swilch lugs an ermor roegsnge. This moduls iy ne
supponted on CH Multigigabis Eibernel switees,

CR00-NM<4X I Thtis module bas four (10G SFP nocule siogs, Each port suppats o 16 or 10G
connecton. Any combinaten of siandird SFP modules s supported,
Thas maddule (s supparied o both 16 and Multigszebit Ethemet swiich models
of COM0 sovitches.

COIB0-NM-ZY This module hax two 25 Gigabil Eihernet SEF2H module slots, Any

cermbination of SFF, SFP4. and SFP2H modiles ase supprorted
Thns maddule i supeoried only on CO200 Multigigabit Eihermes swireles,

Flscn Gatslys! W04 Sxries Twitchies Harduesrs notallation Gode [

1 Predue: Gvordew

RFID Tag

et [l

Fiure B finer Panel of w 4200 Sutich

1 RIS console port T4 | Blue icon LED
2 Modula fan modules on |5 [T
CE20) 3veeite by 00 LR D00 g e
pur]
’_ ! |
3 Power mipply moduie [ StackWise-160 por
slols cotinecloe sloi witl sack
| | blanks mstalsd
|

The switeh hus o boilt-tn, from-fucim, patsmive RFID jag that uses LHE REID technalogy and requires an
RFTD pendur with compatible software. 1t provides Iddentifi bilites tor axs et and
tracking, The RFID fags are compatible with the SGenertion 2551 1EPC Ghabel Standord and are 150 1 5000-6C
compliant, They aperice in the ¥60- 10 960-M1 L UHE band, For more infermeation, see Rodia Fregueney
Igentification (RII1Y) pa Cisco Catalyst 9000 Family Switchus White Paper,

StackWise Ports

Py

Cowtion

Stack Wise poris are used 1o eomneet swite s in StuckWise stacking eanfigurations. The swisch ships witdh a
. Semeter StackWise cable that you can use to conneet the $130kWase parts, For mare infarmion on Stack Wise
cublex, soc Cannecting 1o the StackWike Porw, on page 24,

Use anly approved cabiles, uned conneet ok 10 similar Cisco cquipment, Equipment aight he divrmgzed if
It | i blea ar equil

PR uap

Power Supply Modules

The switch has a field replaceable matn AC power supply madule and a redundant hatoswappable ficld
replaceable AC power supply module, The switeh is pewred through ere or two uternal power supely
medules. In switehes with o) enpability, the redundunt power supply enn also e used for oxtrn Pols power

e  Clsea Catnivat 1200 Secies 10 Instalation G ._

Product Dvervimw |
B Aowr Pl
Netwark Module Description |
C9200-NM-20 Thia rrasdile has twis 206 slots with o QEFP - commostor in sach slo |
| This medule i supported only on C42R Multigigabin Eilerne; swiiches, |
CH2D0-NM-BLANK Inscr this blank madule when the switch has no uplink paarts o enihle
aullierent airlomw,
Note  Fur linformutlon abeut imstalling & rwark module, see Il g @ Nl Mudule, on puge 34,
Rear Panel
The swiich reur panel inel e Stack Wi surinectors, [an madules, and power supply maod ules,
Flawre 5. Rewr Panet of o 22050 Swinch

1 [R1A5 onsaleporr T4 [ Btue Bewcan LED
|
2 Fried fun modules on ¥ MOMT (RJ-
CHMOL wwit hes 10100 104 et
| oty
3 Power supply modyle f Sk Wise-50 port
dlots |cn=uwm

[l Ciecs Cotnbyss 2200 Surins Switshea Hardwern b lnilon Giiide

Penduct Ovarsiow |
B Piver Supply Moduies

Fullowing ure the pewer sapply modules supported on Ciaco Cutalyss 200 Series Switches:
= PWR-CE-125WAC
= PWR-CS-60NWALD
= PWR-C5-IKWAC
* PWR-Ch-125WA 0
= PWRL o=t 00WAL
= PWR-Co-1 KWAC
The sw ittt bus o interriul power supply module slots, You cun ise twe AL power supply modules ar ane
power supply module and a blink moduke [PWR-C5-ELANK )
Thoe switeh ean operice wilh either one or two selive power supply modiles.

Swach Models, on piige | shows the delaul) power supply modules that ship with each swlch maddel, All
power supply modules (exeent the Monk modules) have iniernal fns. All swtehes ship with a blank power
supply madule in 1he sceond pawer supply dlot. Euch AC power supply module s o power cord
(CAB-TA XXX for connection fo an AC prwer outlet,

4

Caution Do pot aperate the switeh with ane pawer supply module slet empty. For proper chassis coaling. bath power
supply madule sbots must be propulated with cither a power sapply or a blank medule,

The power supply modules are sularanging units that SUPpeT mpus vollages between 100 and 240 VAT, The
st vltage mnge s 12 10 125 W for |29 Tawer sugply and 54 10 36V for 63000 and | H0W P
suipplics.

Allthe PoE-establed switehes when instalied with bath the pawer supplies support full PoB= 1440 on o
A-part swiich and FA0W ona 2d-port switel),

The purtial Pol-enabled switehes suppart only 6O0W power supply praviding ¢ Pol? budge: of 376, 1f the
switih i instalied with one power supply, the availabl POE budgut e 3T0W and TA0W, (f ther are twa
power supplics installed.

The foltowing whles shaow the Pak uvailable and Pof vewuinements far Poll switch movkls,

Tty & Avaitatie POE with AL Power Sugpiy

'Tﬂadal! | Detaunt Poveer Supply |Awlillln PoE Full PoE with Rodundant |
| | Pavar Supply
|
CHD Switehes
£4200.24P PWR-CSWAC or | 370W XTI
PWR-Chefil0WAC | | -
| =
COZIEP PWR-CS-IKWAC or | 740 1380w 1
PWR-CH-] KWAC
CR00-24T PWRLS-125WAC or - - 1
| L

JB Clca Calnlye: 200 Series Switches Hordware Waralimion Guida ? .
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Prwnr Supply Modates [ B Foo Maduies
Models Detault Power Supply | Available PoE " Full PoE with Redundant | TR IR eI MoD AR
Pawer Su - —
*SupplY ACOK | Description PSOK | Doseription
CO200-48T PWR-C5-125W + ; - .
o a8 ]- “-Ac i ort Mo AC inpul poswer, o Outpat is disabled, ar mpat is outside
PWR-CE-125WALC i i
operating ranje (AC LED i3 off},
CH2K-24PH PWR-CE-H00WAL or AToW Tanw = c . oo e ———
PWR-Co-600WAL Gincen AT AnpUL power [Tesent, Tt "ower ouTpeT to switch aetlve,
(S PWR-CE-IKWAC or | THOW' 1340W Red st has failed,
PWR-CH-1 WAL 1 |
CR200-4KPL PWR-CS.000WAC or | 3T0W AW Fan Modules
| PWR-CE-000WALC |
The Ciseo Cailyst 9200 Series Swiches suports fwo miemal Gued |22 (i modules and two feld-replaceable
CHIU0-23PNG PWR-CS-GU0WAC ar aTow T fan modisles (CH200-FAN=}, The €200 models suppen modular funs whereas the C200L models provide
PWR-ChH-AUOWAC tw anternal (e fans
COGOARPRT PWRLS- I KWAC or oW FRDW Far infammation about the type of fut module suppaned on diferent switch modebs, see Swicch Models, on
PWR-Cb-| KWAC page |
C92001 Switches The nik cireulatson systent cansists o e (i modules and the power supply modules, The nirflow patiems
g wary depending on the power supply configurtion. The switeh €on opeTate at amiient temperature if age of
COLODL-24PAG FWR-CS-600WAL JTw Taw the fans fail
Flwen 2 Swifnh Aietlow P,
CY200L-24P-4X PWR-CS-6U0WAC W T4V Ffmson Ao Pallen
o = rge z y ” , The fisllawing (ustration shaws the airllow patiem for the switches. The blug urrow shows cool airflaw, and
CO200L-24PXG-2Y PWRACS-H00WAC W THW the-ted aerow shaws warm aitlow.
CHUOL-2APRG- PWR-CS-aliwal IR0 T
CHOL-UTAT PWERACS- | 25WAC = = e _{)1
CRMINL-M4T4N PWR-CS- | 25WAC — — = ﬂ
CR200L-4RI40G PWRACS-TKWAT TN T4a0W ’
=
CU200L-A8P-4X PWRACS-KWAD Taw 1440w = -
200128110 PWR-CS=600WAC T0W TOW , L
COI00LSRPL-LX PWR-CS-AI WAL aTow [ THOW
CU200L-4PXG-2Y PWR-C3-1KWAL TAW (BRI
CI200LIPXOAX PWR.CEIRKWAD W (ERHY
TR S — Ethernet Management Port
. R m You cun eonnect the swilch w u hast such as o Windews workstinion of & tenmlna seever (hrough the
CARUANTAS | A RAC = = LU LG LAKHD Therael management por or one of Lhe consale ports. The [0/100/ 1000 Ehernet oul-0~baad

mnnrermen) por s i vinual routing and forwarding (VRF] mierface und uses @ RIS crossaver or

The power supply medules have two staes LEGs, simight-throuh coble,

I Gisce Catalyst 3200 Suries iwiltchns Hnriterars Installat oo Gulds .“ “.ﬂ i L N ﬁ

| Produes Sunrview Product Bverview |

A5 Conssto P [l W memwark Contigurations

Motz The (01001300 Edhernet manmgement port is an RI=43 connector that shauld be connceted to o Windows
workstatien oc o terminal kerver, Do net connect this port fo anather part in e same swileh of t any pert
within the sarme switeh stack.

The following whle shiows the Lthernet manigerient port | ED cobars aned their menings.

Tubhe 8: Fiornst Mavieposeist Pirt LET
[cator Descriptian
Green Link up bui oo uetivity.
Blinking green Lank up and uctivity,
ofr Link tdown,
RJ-45 Cansole Port

Thig BI45 console grort conuection uscs the suppliod RIS« 0.4 female calile
The Tullewing table shows the RI=5 console poct LED coloes ind their meanings.

Taitle 7 L35 Comanie LED

Calar Deseription

Gireen R85 consobe port is active,
off The ped s nor active.

Netwaork Configurations

See the swiich software conliguration guide for network coaligwmion coneepes and cxnmples of using the
switch to crente dedicnted network sepmems and intersonnesting the segients through Fast Ethernet and
Giigebit Etherne! eonnactiions.

Cluce Cotabyet 3200 Saries Swiiches Hardsears lnctnllation 0de h -_-_  Sarles Suvitabas B llor A5l et



CHAPTER 2

Installing the Switch

» Freparing for installstion, on page 15
Dats Stach , on page 19
tel, on page 24

= Conneating 1o the Swak

Preparing for Installation

Safety Warnings

This section includes the basie insallation wagion and worming statcments, Bead this section hefane wouRian
the nsallation precedsite. Transtatiang ol the waming seements apper m e Repulatory Comphanes 2
Safety Information puite on Cisco com,

Viaming  Before working on Ui preat that (4 connectind to pawer lines, remove jewelry fneluding rings. neckloces,
anud wistichies), Metul objoets will heat up when connected fo Pover o groueal unal ean couse sedlans bums
or weld the metal obieet to the rerminals, Staternent 43

| 3

Warming [ not srack the chassis an iy acher equipment, 17 the chassis falls. i can caure severs By injury and
cquipment demage, Statement 48

Vintning  Ediernet cables muyst be shiclded whien used in & cemral offiee eovironmient, Statemant 17

Warnlng D not work on 1he system or conaeer or disconn cet eables dusing periody ol lighing activity, Sawment
Loat

Eisent Sares Smienes arc e W

| trstating the Switch
Iratalltion Gublwtines [

Installation Guidelines

Whest determining wheee 1o mstall the switeh, verily it there e lines e ey
= Clearmnce to the switeh front pnd reur panel meets s cand on
* Eront-pume] LEDs can be Al reacd
* ALeAs 10 porta is sullicient [or unrestricted cahling.
* AC power cord can reach from tie AC pawer vutler i the eomnestor an the awatelh neur panel,

* The SFP/SFP+ macdile end fadius
decurmentation for more infamution,

o leri gt i e, See ST mid e

= Cabling is avay from sourges of cleetrical nawe. such as ricdios, puwer lines, und Auoreseent |ghting
festires. Make stire tht the cabling is safely awary from other deviecs thut might damage the vables,

* Make sure power-supply. modubes and fan moudales e seeundy inserted 10 the chassis befure moving
the mantch,

= Adrflow around the switch pred through the vents is uneestrcted.

» Fur copper conneetions an Etherser party, calbile lengihs from the sy
Lo 32¥ fect (1014 meters).

1ow gonneered deviees cin be up

* Tempesatun: araund e i doos nol creced VERF (4500, 17 the awiteh 18 instutlod i o closed o
multirek asserbly, the temperature aroond i gl be preaer thun normal rom ternipersurg,

* Mumidity around the switch does not wxeced 95 persent;
= Alirude sl the installateon siee |s not greaice than 10,060 feer

* Conling meehanisims, such an fans and blowers 10 the swilch. can draw dusl and eiber particles causing
contaminant buddup rside (e ehessis, which can resall in svslem malfunction, Yoo muost nstall s
FqUIpment in an environment o= fre fram dust and foreien conduetive materil (suel s mrera] lokes
from eanstruction wctivilies) as is possible,

Mela  The illusications used in this sectivn shows 5 CORL swiich The CO200 switch installation i s imilar i
UL, folow the same sops Tor insilling C9200 switches,

Shipping Box Contents

The shippirg hox ecrtains the madel of e switeh yo i ordesed and other r needed for sl ot
Saniie component: are optional, depentimg on your order

N

Merilly that you have received these iams, ICany item & missing o damaged, contoer wour Clsen reprasenianye
or reseller for nstruetions. Verify thet vou have reesived thesc jiems, Iy em 15 missing or damaged,
conlact your Cisco representalive or peseller [br insiewetions,

Ciace Calulyst 1790 Series Swllshes Hordwars hnstal wtian G

- m

Trskabling tha Swaitch |
W setoty Warniings

r'y

Viaming  Read iy | [ helore

7'y

Waming  Class | Liser product. Statement |00%

'S

Warnimg  This wait iv meended for imsallation in restriciod deceas ancas, A restricied aceess ames ean be acecssed unly
il e wse of o special twal, lock and key, or eifwr momns uf secuniy, Stalemen 10]T

K B aysiem o e power source, Stncement 1003

A

Warning T plugesock b must he itrlo ot all times. bosse 1t serves as the main diseonnecting
duviee. Sttement 191

F'y

Wamning  Lise copper comductors only. Statement 1025

F'y

Wamning  Vhis umit might huve mere thin one power supnly conrection. Al connections must be removed to tecnerglze
e wnit, Statenwent 1024

r'y

Warning  Only trained und qushified prersannel should be allowed to nsy )], replice. or service this cqui pment Stitenient
(L]

A

Wamiag  Liltmate disposal of this prohiee should be hondled aecording ro all matonal lrws and regruilatione Seanmen
L

7'y

Warning  Ti prevent the system fromm auerthentimg, da nt dperate it in an anca g axcecds the XL Feca mmendad
mbient temperture of: <1 [ 397 (45°C), Statement |47

F'y

Varning  [rgtallation of the comlment s camply with facal and aintional electrical codes Statemen 1654

A

Warning  To pravent airflow rectriction, allow elenrimee armund the vemitnion openinzs o be ad least: 3 inches (76
. Stawernent (076

JB Ciaco Catalpat 4200 Susles Surizhes Harcwara Inwtallation Guidn e

Enskalling the Swiizh |
B ools aut Equipmant

Figuin : Campanents deiretred ie the sivimaing dax

== “
-

D 2

| | Ciscor Citalyst 92010 Scres switeh ' (power |8 Cable guide —|

s

| wupp y modules are not displayed)

;1 |r\C‘ power cond la |M4.n s 20mim Phillips pan-eud seeew
3 TWour vusber mounting feet |10 RI=LS USE consale cable’
4 i Tovir 19-inely mounting beackets M (mtiansl) LISE consabe cuble
’57 13 nurmiber- 12 pun-bead seren 12 {Ontional} Stack Wise cable’ (0,5-mter,
| | l-mieter. ar 3-mcter)
s T T — | 13 I Power eond nefuiner |
7 | & namber-3 Philins flat-head v | L E |

1. lem is orderable

Tools and Equipment

DR less necessiry 1oals:
* A Numbiet-2 Phillips serewdriver,

Verifying Switch Operation

Belare your trstall the switeh in o rock oron it Lable ur shelf, power g the switch and werdly it ol pasves
POST

Too power on the switch, plug one end of the AC power cord inlo the switeh AC power connector, ind plug
the eibier and inta in AC pover outlgr,

B H'_W_



| Installing i Swiieh
Blwining » Switsh Do Saser [

As the swilch powens o, it begins the PUST, o series of tests 1l nats aulormalien| [y o ensire tat the switch
funchins properly, LEDS con blink during the fest. POST lasis approximately | minute. The SYST LED
blinks green, and the ather LEDs remain solid green,

When the switch leles POST the SYST LED remains grecn. The LEDS tum oifand then
reflect thie switch operming slatus. [f o swatch fails POST. the SYST LED tums amber,

POST [oiiures are usually fatal, Call Clsco echnical support represenialive 1 your swatch Lails POST.

After 4 suceessful POST anplup the power cord from the swirch and install the switch in a rack. on a table,
aron ashell

Planning a Switch Data Stack

Switch Stacking Guidelines

A StackWise adaper must be nsulled (o the stacking port o enable siacking, The SuckWise cable conneos
w0 the SwckWase adopter an the stacking pork. 17 the swiich & oot ordered with stacking, the adoplors must be
wedered separately and insalled.

Before connecting the swiiches In a stack, observe inese slacking guidelings:
= Number of gwitches 0 the siack. You can create daia sacks with wp o eighi swatehes in o sack.

= Lenpl of the cubsla. Order the oppeogate coble lrom wour Clsce sales represeniative. The lengih of the
cable depents on vour conliguration. These ate the different sizes ovailible:

= U5 meter cable (STACK-T4-S00M)
= 1 mever cable (STACK-Ta-1M)
= 3 mwter cable (STACK-T4-1M)

= Bbimamum hend Fadias and coiled diameter for StackWise cahles. W Lit i bl el
and conled dianscter for cach StuckWise ible,
Calle Part Number Cabile Longth Minimium Bend Radius | Minimum Coiled
Diamoter
- STACK-T4-30CM 1.6 feet (05 m) 2440 i, (06 mm) 20 o (132 men}
| STACK-T 1M | 328 feet (1.Om) 2.60m, (66 num) 5,20 in 4122 munp
STACK-TH-3M @R fzel (3.0 m) K (9 o) FoAT i (552 )

| tnwtnlng she Swach
Ctn Stack Basdaiibth and Panisoning Exampies [

vonteetiong, The configuratiun example uses the supplicd 0, S-meter Stack Weee vable, The examgle shows
1hi full-ving confguration hat provides redundant connections.

This example shows a recommended configuration when the swilches ave mouated sude-by-side, Use the
1-msater and the 3-maier StackWise cables 10 connect the swiiches. This configuration provides redundant
CONNESHONE.

Figure 11 Dirtu Stecking in a Sion-by-Side Mecnling
R e 8
Data Stack Bandwidth and Partitioning Examples

Thin scetion provid uptcs of daa 1k andpiesible s ack
i disia sieek of switches that provides Tull bindwidsh nod redundant StckWise bl

Figure 17: Exmpie of w Uata Stack with full Dapdwwidth Coneeciions

'ﬂ_u: Ljzure s

B O

This fgure shows an eximple of o stack of switches with incomplere StackWise cabling connections. This
stick prowedes only halt bandwidth and docs nol have redundunt conneciions,

1 =3 Cliog Cuthlyat 478 Sarlnn Suidotion Hart v [l ‘.‘!i."....“

Instedling the Switzh |
B Ot Stack Cabling Config watiars

B
}
B
@
eDEEnﬂﬂEa
€ISEO )
- e e -
| Power sapply madule |4 SreckWise 3.0 m cable
|‘.‘ Pewer cord retance § StockWise 1.0 mond 0.5 m cable
|3 Fan module -

Bote  Ensues tht you maintain 4 proper clearanes of 5.5 in, and 4,5 in. betwien the
BrackWise cuble nod the awiich as depicred in the Lmage,

Data Stack Cabling Configurations

Thin ik unt cxample ol a recommended configutation that uses the supplied 0 S-meter StackWese colale, In this
cuample, fhe switches are stacked (8 o vertical fck a2 on o table, This canfigurtion provides sadundant

Switelhes Hardwars lnstallation Gaido

“I. Eaeo Ctalys

Instalfing the Swich |
B Owtn Stnck Bacsiwidih i Pactiioning Exnmples

Figure T2 Ecnrple of a Data

The ligures buelow show dum steeks of gwitehes with faikover conditions. In this figure, the StckWise cable
is b i1 Wink 2, Therefore, this stnck provides enby hallban dwiddth and does not hawve redundant connections.

e 1 Fanavg Cravdition

I his figurs, link 2 is bed, Therelore, (his siack partitivis mioe two sweks, and (e top and botn swilches
Become the active awiich in the sack. 10 the botom switeh b o member (ot setlve-or standby switell, it
seloads.




1 lastakiing the Swaizh
Pussur-0n Surpianca for Switck Sinchs (]

Power-On Sequence for Switch Stacks

Consider these guidelinos before vou pewer on the switehes in a stack;

= The sequence in which the switches ane first powersd on wnighi alfect the swiich e hoeomes the sk
masier,

* Thera ate two wiys 10 eloct an getive switel:

* 10 you want & particulur swiceh to bosame the aotive awitch, confisuse it with e Bighest priorin.
Amang wwitchies with same priority, the switch with the Jowest MAC address beeames e etive
swireh,

* I you want o pamculne weitel 1o become the sigive swtels, posacr o that soeitch (T, This switeh
remains the detive switch until o neeloetion is requirsd, After 2 minates. power on the ofber switches
in the stack, 1f'you have re prefurence as 1o which swinel ecomes the aetve switch, power on all
he switches i the stack wethls | minore. These switchis participate in the nctive switch election.
Switchen powered on after 2 minures i not participaty in the ekeetion,

* Power off o switeh befare veu add it te or remove i Froem an exinting switch stack, I changes are made
to the stack witheus powering dawn the switc hes, the Tollowing results can occus

+ I tworpperating purial eing wiacks ere copneciad wogether ustg o dlack coble. o slack BLEr can.
tike place. This situstion reloads the whale stk {all switehes in the ek

= I sme sweiiches in the sl are womplesely sepanited [rom the stack, a stuck split can vcour

= A stack split eon veeur on a full ring stack if
* Moee than one runnig switch it removed withou pawering dawr.

+ More than ane stock cable is remaved without pawering down.

* A stuck split ean oecur in o partial rog snick i
* Acswiteh b removed without poweting down,

* A stack cable s removed withoul powaring down.

* In i split stk depending on wire the aetive any staneby sweitches are locued, sither twn stacks might
b formued (with the standby (aking over as 1he Aew nctive wwitol s pewly farmad stacky or all te
imembers in the newly formed sk mighs relond,

S

Nots  “These resulis depend on houw the swiiches are eonnceled You can remiove two or more swdiches fraim e
stack without splitting the sack.

For Ihat can astack reclection or 1 mannally eleet the astive switch, see the aacking soflwane
conliguration puide Sk Menagerwnd High dviatilio Contiguration Cimiele fur Clren Catalis 9260 Series
Switohes on Ciseocom,

| tmstabting the Switch
Mtachig e Kock-Mount Brackers [l

3 @ 5

| I 19-inch brackets 3 22-inch bragke
(ACC-KIT-T1=) IRACK-XIT-T1=)

2 ET51 brackers 14 2deinch brackeis
J RACKKIT-Tl=) | | RACK-RIT-T1}

Attaching the Rack-Mount Brackets

Beforo you bogin

Wau cun use the mininwm recormensed number o7 T sorews Tar insealling the el naunt brogket 1 cach
sid of the switch, 1P required, while rmountig, you can use dhe additonal e acrews provided in the aceessory
ir,

Procedure

Une twva Phillips flat-head serews to attash the lang side ofthe brotket 1o wach sade of the switch for the freat-
OF PeArmounting positions,

The following iltustration shows o CO2001 switeh, C9200 switches follow the s mathod for metlling the
rovk meounl bracket,

Giaco Catalyst G206 Seriea Swilhas Herdvears Instllagion Guie

i

B voesting he switch

Mounting the Switch

Rack-Mounting

lastaliing e Switsh |

Installation m racks other shun 19-ineh racks noquines o bracket kit not inchuded with the switch,

A

Warnimg  fo preven: ol inury when maounting o servieing this une o rgk, you must take apaciil precautions iy
criaure thal L system remaing stable, The Collowing puidelines ar providad o emsure your sulety:

* Thiw cnde should be mounted ot the buttom of the rack i 1 is the oy wnil dn e sack.

* When muunting this unlt in 0 parsially filled rck, load e mek from the battom o the tep wilh the

beavical eompanent it the batiam of the cack,

* 10 1he rack bs provided with stabilfzing deviees. instll the stabilizers hefore smeuniing of servicing the

untl i the rack.

Stakement 1006

Fiurn 18 Hack-Mawting Brachets

Thix figure shows the standard |9ainel bruckets and other optional mounting brickees, You eun order the

optionil brackets (ACC-KIT-T1=) frem your Clsco salun represennutive,

- .lﬂzﬂ.-_ it e Suukhns Harérare lstallation Guid — y

[ Acwatiing the RaekeMont Braskuts

Ry ie: ingr Brackats for 19:imah Kacks in o fv

lnstalling the Swih ]

Ii NMumber-8 Phillips Mtehead screws

B Cinca Cetlyst 00 Seras Swizhes Hordwran Wst it Gulde



| Irssslling che Swiech
Wazasting the Gusitclin » Rack [l

M‘ounling the Switch in a Rack

Procedure

Stepl Use the four supplied Phullips machine scoews to etluch the brackets 1o the nck,
Step2 Use the blagk Phillips machine serew 1o anuch tie cable guide 1o the lelt or right bagket,
Figurs 18 Muuntiey the Switch i a ek

1 Fhillips machine serew, blisek 3 Froni-mimming pesition
i LCable puide 4 Number-12 or number-L 0 Plullips machie
BCTEWE

Installing the Switch on a Table or Shelf

Procedure

Stepl To matall the switch on a table ar sheld, Jocate ihe adlerive strip with the rubber (eel m the mounting kit
envelope
Step2 Attach the four rubber feet to the Tour ¢ireular erehes on the borrom of the chassia.

[ Installing the Switch

Cannactieg 1o the StnakWies Ports [

Connecting to the StackWise Ports

Boloro you begin

Belore cunnecung the SiackWike cables, iead the "Plunaing a Switel Datu Stuck” soction. Always use u
Cisen-upproved SuckWine cuble w conneo the swilches,

Procodura

Step1 Remove the dust covers Trom the SwekWise cobles und StackWise poris, and sture them fur fulun: use.

A SuckWise adaprer must be installed in e StckWise pod o eiable stackuyg, I the default setep. the
SuckWise adapees blanks are insialled i the SackWise poris. 1E StackWise slacking is ordered with the
switch, StackWise aduplers are already installed in the StackWise porss. and you can procced to step 4

Step 2 Remove the StackWiss adapuet blanks froan eoch destination StackWise port usng the Tors T15 Allen key
prowided n the stackimg kot (o o Torx T8 serowdriver . Storc them far (e nse.

Step 3 Insiall a adapler ineach StackWise poet. and secure 0 ploce wsing the sopplied Tory
T15 key, oc a Tors T15 serewdnver.
Fpws i (Mtise Adleatar |

|—1 | StackWase adpier

2 |‘.1:;u:kwusc ot

Stop & Compect the cable e the SlackWise pord n the swital rear panel
ab Align the StackWise cable connacior with the StackWise adapler in the StackWise port,
by Lser! the StackWise cable cannector 10 the StackWise por. Make sure thai the Cisee Jogo i on the twp
side ol the connecior

_ Gixca Cotalysd 3200 Serien Swilshas Nariwite Itslation Gulds

Iestuflinig the Switeh |
B ctor semnel inssatlation

g 13 i Tatre-Maii g

1 [ Rubber maumling fect |

Stop 3 Plaie the switcl oo the table o shelt peat an AC power sourca.

What ta do next

Whest you complete the sudteh istallation, see Afler Switeh Inatallstion, on page 25 for intl ionen
switch configuration.

After Switch Installation

« Configure e swiel using the Web User [nserfice. Far mare (nfarmution, see "Corfiguning the Swalch
Usangs the Weeb User Jnterfsee® tapic in the Saftaste Conflpurarin Gude.

» Connest the required devices 1o the swiich ponis.

« Tum o the pewes supply swiiches 1o pawer up the sysiem. While powering up. the switch performs
serses of hoorup dingmosiic fesds.

S

Mote  The switch is designed lo boot up in less then 30 mincs, provided that the
neighbearing devices are in fully operationo| slate,

+ Nenify port conncerivity ifer connceting devices 10 the switeh pars, The LED mums green when the
switeh and the atached devive have o link.

1 008 Saion Swtchon Hardmrs bl Gk

Installing the Switch |
W coneoctiog b3 tae StnckWis Furis

Fagurs 2f: Covmncivg the ElachWiss Calls in  StackWise Part

T

1 | Connuetnr screws SackWise cable |

©b Flnger-ighien the sceews e direction.

Step s Connect e adber end of the cable 1o the por an the otlier switcl and fnger-tighien te swrews. Avoid
over-tipliening the serews,

Caution  Jtemuving and imetalling e SuckWike cable can shorten it wss (ol Bife, Do not remove and inser
the cahle more often thim ik absabutely necessary {insiatling ind g 19 g by 200 e 1s.
supperted),

Wlhert weu need to rempve e SiackWise cable from the comector, wake sure to fully unsorew the eorrect
screws, When the cannectons ars not being wsad, replice the dust covers,




| instailing e Swich

ety Dawioes £ e Cthernt Peres [

Connecting Devices to the Ethernet Ports

10/100/1000/Multigigahit Ethernet Port Connections

Thie switeh 1071003000 and Multigugabit Ethernet part whanges 10 eperdte ut the speod of rhe
attuched device. I the sttached ports do not FUpnaT sutaasganiation. you can manually set the specd und
disples parameters., Commecting deviees that do st Ethat have the specd und duplex
maiilly st cun ceduve performance o result in no. Himbeage,

T mainen: performance, choose sie of thase wethids for comtigninmg the Etherner purss:

= Lot the ports uitenegotiate both speed und duples.

* Belthe Interface speed and duplex paranieters an bl s ol the conmeciion

Auto-MDIX Connections

The nitonegotiation s the anlo-MDOTX feuees mee enitbled by delwlt an the switeh

With o, the switch port contly whiamgy to aperate at the specd nf the stached device, 17
the ittached device doss not suppar autenegod atior, Sou car manually ser the seateh intefisce speed and
duplex parmcters

With usto-hD X the switch derects tie regired coble fype far copper Eihemet conneetio s and vontigmey
the intertace secardinghy,

1 auro-MDIX is disabled, use the guidatings in this table 1o select the eomect cably

Tabiy Eailes (Wi MDLX iz Disabied)

Davica II Crossouar Cablo | Straight-Through Cable

Switeh to awireh i | Ne

|5v.-|u:h 1o b Vs |.'~.In

'Santch 1o COnplter or server i Wa |' Yen

Bwitch to rater INe |\"¢.~ I
(St 8 plong [mo [Yer |

! TOOBASETX and [000BASE-T traffic tegulres swated four-puie, Curegory 5 or higher 10BASE-T
traffic can wss Catepory 3 coble arhighes.

PoE and POE+ Port Connections

The 1WLO0/ 000 PoE and PaEe ports have the same mrgnegotianioen settinps aitd cabling pogui reenents (that
itre deseribed i the 1001 DT/ 10DO Pora, on page 4 These purts can provide PoC and Poli= mline power,

Clag etulyat 100 Sariun Switches Kardware bstallabion Gida ﬂ

CHAPTER 3

Installing a Network Module

= Instnlling 2 Nevwork Module in the Swi
= R Network Module, oo page 35

+ Vinding the Network Module Scrial Nusber, an pa,
» Inssalling and Remaving M uggable Transceiver Mod

o pugpe 17

ving

Installing a Network Module in the Switch

Safety Warnings

_4

Caitlon

A

Warning

J'y

Warning

Thin section i udes the installation coutions and warmings. Tearmlitions ol e w ety wamings ase evailible
o the Rewcdavory O aned Safen lnje Jor Cisen Cadiriyst Q200 Serioy Siircier

Raud this section before you metall a netwerk medule

Proper ES0 piratection in required wheneyer ou banelie cquip Trvstai i e p |
should be praperly grounded by rounding straps o elimmite e ek of ESD donige 10 the cquipmenL
Equiprnent is subfect to FST damage whenever WO Temini il

Only simid and qualified pecsonnet should be allowe 15 ngiall, teplace, araervice thix couipment. Stement
o3

Da pot reach [mo s vacant shot or chussis wiile you instill or remove o mardule. Exposed elrouitry canld
ednslitule an enercy haard, Simement 206

Disca Catabyst 06 Sarian Sitches Hardwowrs Installatonn Goide [

B Po= and POES Port Connectians

Waraing

13

Warning

B

Caution

B

Camtion

Mratailing the Swach |

Taf inlne power supgons Jeviess sumypliant with the TEEE 802 3af standued, us well s peestandard Clscs

TP Pliancs and Cisco Ajrone Aceess Points, Bach pout can deliver up e 154 W o Poli. Do+ inline power
suppoits devices compliant with e JEEE 802 3] standard, Ly delivering up 1o 340 W o Pok power per porl
o all switeh pars,

See Fawer Supply Modules, an page % [or the power supply modules requined 1w suppert P E and Pab | an
e and R-part switehies.

Wialtoges thas present a shoek buzird may cxist on Power over Ethernel APAEY circuits i [mterconmectinng are
made using unmsulaed exposed metal conmuers, condiwtion, or temminuls. Aveld using such ntereonneetien
rechods, unless the exposed metal pars are locised within @ restocied necess Jocation snd wsers wnd service
peaple whi ase antharized within the restricied aceess loemion are made aware of the havard. A restricted
Aceeas zires it e wevedsed only theoued) e wse oy special tool, lock and kew or oliar meins ol secusiiy,
Statewnend [072

Vosce aver [P (VoIP) service and the emergency calling servies do ot function AT pawer fails o is distiged,
Adler power is restored, you might hisve 1o resct ar reconfigure cquipment w rewain secess to Vol and the
emergenicy culling servioc. [n the USA, thin emErgerey aumber bs 911 You need 1o b aware o e ermerzeney
mitsber in vour comiery, Statement 371

Crtegory % and Catepory & cables can wiore Bigh levels of st electnenty, Always roand the cables 1o o
saitible and sife canl sround belore connecting them ta the switeh or ether devices,

Noncompliam enbling or powered devices can cuuse a PoE port lilt, Use anly siandard-camaliant cubling
fo conncet Civeo prestandind [0 Phones and wireless aceess points, IEEE 802 3l or K02 Jut (Pol- j-coeriptiont
devices, You must remove any cable ar deviee thi <aitzes a Pak fieli.

Tl Claca Catniyst 3900 Sorine Swisches Hardoure bsta ltlon Giids - —
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Irsaading o Notwors Modul: |

Installing a Network Module

Blote

l2

Step1
Step 2
Step 3

Bl Ciseo Catnlyat mae Eerien Switahn Hardwrs Ingtaiasi

Thie switelh enn eperate without a network module. but s blank module (witkne ports o SFP slasst “ahle
ond sheuld be mstalled when uplink poris are nos required

The switeh pencrates fopgs wlwen you insert 8r remeve o network module with S 1SFP- slow

Use amly sippnried nciwark modules and Clveo phiggable ranseeivers, Eacl madule as an el serinl
EEPRONM that i+ encodul with Aeeurity infarmution

The numwark modwle s horswappible, 1 vou remiove o module, replage [t with another netwerk module or
8 blank module

The switch complies with EMC, aatety, and thermal wpecifications when o netwirk modle i presen | [
uplink pord are required. matll a blank nerwark miodule

Befaro you bogin
Whest installing network modules, obserce these precautions:

Do nat cernove the blank module from e slol uriess You e stalling a neswork module. A madule
st be m e uplink siota all times.

= D nat remuve the dist plugs froem e plug mable trinsce ar the rubber cups fom e [iber-uptic
cable until you eonneel the cable, The plups and enps protecs the module porw and cibles {rom
camiuEAntion und ambicn lighe

* Remaving anel mstalli g netvenrss modul e con shoren i usel] Tifie, P90 rot remicse ud (nnert o network
module more olicn tan jx NECLRaRry,

* T prevent ESD dumage, fallow your nommal beard and 7 Tran dli dures wiien o
eablex {0 the switch and other devices,

Pracodure

Azt an ESD-prexentive wrist sirap i@ your wrise and o an sarth ground surce.
Remove the module from the protenve packaging,

Remawe the blank module from dhe switah and save it, T remove the blank moduile, toosen e eap
o the module wsing a river until it compl from the chissis.

Camtian  Verify the comeer urlemtatian of your medule befure iusrulling in Lneoreet imtallation gan wamage
thee modale

Caution [ not ingteil the setwork module with conneered eables aringtalled pluggab le ranseeivers, Alwavy

remave any cablos wid traseciver modules before vou install the networl; madile,




| sstaliing a Mutwark Medula
Femnving a Netwars Modals [l

Caution A mwdube inlerfice might becvanes errordisalled when wastwork module with connected fiberoptic
cableg i installed wr removed. 10un dnterface is error-disabiled, vou cin reenable the imecluce by
using the and mu mterface conf i Ll

Stepd Prsition 1he module face up 1o irstall it in the module slor. Slide she module it tie shot unul the seraw makes
contact with the ehassis. Fasten the capiive serews 10 secure the aciworl madule in place,

Figurs 22 dn seliie the Menweak bodule in the Switch

\ mya

Removing a Network Module

Moto The switch complios with EMO, satety, une thermal speeifications when o netvork madule i prasend. [Fre
uphink pors are reguired, anstall o blank netwock module

Nete  To avoid sutnentcation (ailure and non-deteciion of modules, wait for 4 minbmum of 68 seconds betwesn
the online msertion and remaval {DIR} ol network modues,

Procedure

Swpl Adtach an ESD-preventive wrist strap 16 your vwrist and to an carh ground surlace

Gaition  Dhone remove the network module with cenneeted calsles ot masallod pluggable ranszesver madulzs,
Always remeve any cables and madules before yu remove the nerwark module,

Ciseo Calabysl S04 Saries Switchas Hanbwata fn

I Installing & Netwaork Medalo

Installing and Removing Pluggable Transceiver Modules

ling a Cisco Pluggable Transceiver Module

= Hatorn you hegin
See the wwitah release notes on Ciaco,com for the list of rupported & Cisco pluggable nunscever modules
CSFP, SETLSFP28 and Q5FI= modubes), Use only supported modules on the switch, For the liees infommation
shout the supparted modules, rofer to the Clsce | ranscciver Modules Compotibilizy Infarmation,

For infarmition abeut metalling. . cabling, end rroublesh
documeniation thi shipped with your device,

ranscelver modubs. see the madule

Class | lnser product. Statemant (008

« D nat vermene the dust plugs from the transceiver modules or the rabber capa from the fiber-vptic cuble
until you ure ready to connect the cable. The plugs and cups peatees the module ports and cables frem
contaminition and ambiens |ight,

 Removing wid installing o transseiver module can shoelen its useful life, Do mol remetes and insert wny
mnwdule mure wlien than pecessary.

= To prevent ESD gamage, follow your nermal board and
eohie 1o the swich and ather devices.

anding p when

« When wou tmsert several iransceiver imodeles in multiple switch ports, wait for § sceonds betwean inserting
each rransceiver module, This will prevent the poets front zoing inta crrar disabled mode, Similacly,
whien you repiove a transceiver module from o por, wait for £ seconds he ore ranserting il

Procodure

Step 1 Attach an ESDepectentive wiat strap fo your wrist and to an eerth ground surfsee.

Step 2 Find the send (TN} and receive (RN} morkmgs that tdennidy (he top of the iransceives module,
On soane teunsceiver modules, e kend and receive (TN ond RX muskings might be shown by wrmows tit
shaw the direclion of the conncelion,

Step3 I the trurmceiver module bas o bake~cinsp lateh, move it 0 the open, unlocked position.

Step & Alyen the module m frantof the slnt opening, und push uetil you foel the conacetor snap inge place,

Slano pAbiyst R Jaries. Lnylaher Hord s

Installing » Metwork Madule |

B Finding the Notwark Msdule Sxrial Ninibiar

Step 2
Stepd
Stepd

Stap 5
Step 6
Step 7

taution A modile interfue: might becorne errer-disubled when a petwerk module with consecied liberauptic
caliles I inslalled o removed, [Fan interfice ik eoor-disabled, you con reenable the imerface by
wsing the and no down inierface i b

Dlsconnest the cables tram the pluggable mmaseslver module,
Hemove the pluggable trmsaciver moduly from the neowork module,

Loosest the caplive sercws that hold (he netwark module in place unti] it complelely disenpages from the
cliasin,

Curetully slide the actwork moduls out of the slor.
Tnstall u replacemens pevwosk madule ora blank madule i the slot
Plage the maddle that you remaved in an ansistatic bag of other profective enviroament,

Finding the Network Module Serial Number

Ifvou cemioet Clsco Teehmeal Assislance regarding a network madule, you need 1o know | serial sumber.
Flgure 25 Newwerk Mudle Serisl Nmnber tocation

“._’.'_;M Pl i o Rl Gl =)

Instnlling & Notoesek Medalo |

W instaliing a Clvoa Pluggabis Teunsceiver Midule

Step 5
Step &
Swp?

Figure M s i e it Madul

I thie imadule hos & bale-clisp Lch, clise it 1o lock the wimsceiver moduls in plase
Rermove the manseeiver module dust plugs and sove.

Connect e transeeiver module cubles.

Figare 25 dustslling a Teaimaceivar Motute it e Uink Msduie Siet




1 Instnlliog o Merwork Madue

Famaving 4 Gacn Phapesln Tramaabnr Modate [l

Removing a Cisco Pluggable Transceiver Module

Swp1
Step2

Stop 3
Stepd

Step §
Stepd

Proceduro

Adtach un ESD-preventsee wrist strap b wour waial and o an eaeth ground surfe

Discanrect the cable from the trnnsociver modute. For reatiehimen, nose which eahle connecter plug is send
T andd which is recaive (RX),

Inser & dust plug e the aptical ports of he transeelver il 1o leeep the opieal lnerfaces clean

[Fihe module has s bele-clasp latel, prall 1 bk cut and down to epeet the module. IF yint carmot use waur
finger to apen the Tuich, uie n small, Flit-blade scrcswdiwer or ollier lome. sirrow instrumem io apen s

Girasp the transeciver modle aid canefully reanove i o the slol,
Place the transeciver module In an ansistatic bz or other protective enviranment

Cisen ien S Achas Hardwara i =

CHAPTER 4

Installing a Power Supply Unit

* Power Supply Mudabkes Overview, on page 41
» Vindmg the Fawer Suppiy Mitule Serial Number, an page 44
= Inatul lstion Culdilines, on puge 45

= [mutalling or Replacing an AC Power Supply Moduly, on page 46

Power Supply Modules Overview

The swiich chassis has twe power supply slof that upertes with eilbier vre aciive power aupply module and
A redundant posver supply madule. You cu usie two AT modies or ane AS module and a blunk cover, The
active and redundans mod sles must be of e saime pe.

Al power aupply medules hive internal fans, AL swiiches shipwith a blank cover in the second powes supply
alat

The maim tmodule s feld repl and the redurd
ean alxn be wied for extra PoE power,

miogule is ho-sivappable. Thi redird. pewer supply

The fallowdng tahe describes e suppored yyfernal pawer supply modules .
Tabie 10 ovear Sunply Madile Part Knmbors and Dygoriptiong

Part Number | Daoscription
| PWR-CS-[2SWAC

|| 125 W AC power supply midule |

— |

(600 W AC pawar supply medule

PWR-CS-600WAL
PWH-CS  KWAD

| PWER At | 25WAC

| 1000 W AC power sugply medule

| 125 W AC power supply nyodule

-

| PWR-C6-000WAC [600 W AC pawer supply modute
| L—

| PWR-Co- | KvAC | 1000 W AT pewer supply module |

=

|PWR-C5BLANK | Blank caver

L. Supported [rom Cisca 108 XE Gibraltur 16,11,1.

Glnen Gntalya) 5204 Savies Swichus Hardwary Inssalatice Gulde [0

Installing s Netwark Madule |

[ Formiving o Sisce Pluggabin Transsabvet Medule

e

[ Power Supply Modules Gvsrriew

Cruan Catnlyat S0D Series Sevitchven Hanfwasn insintlatinn Guide

Insialting » Powor Suppby Uwl |

Adl the switehes ship witls a blank cover in the seeond puwr supply Lot i the switehes are urdered with unly
one pawer supply mudule,

For Infarmation about avallable PoE wnd ok - requirements, see these sections the Power Supply Module,

o0 page 9, ik

The power supnly modules are AULOFENEIng Wi et auper el veliages betwesn | B0 ane 240 wh
AL powersupaly module baga powereord [areanncelion ko an AC power outlet, The madules usc NG
puswer cord.

The following il lustrations show the power supply modules
Figute 75: 18000 AC Powar Sunply

F Eitea Catalyst €00 Serben Svvichan Hardurara Insllation Guide o



| Installing a Peor Supply Unia

Puwrr Buppily Modalus Ovendsw .

Figurs 29; 1250 AT Pevenr Supiity

AL O LED
T35 OK LED

i Release Tach '|3

¥ AL power cord cunnseiur |4

Ine power aunply |5 metalled a0 power supply slon insell o power supply slot cover.
Figuire 28 Paueer Sappiy Siat Caver

[1 Relense handics 2 Retuiner clips |

. B Cineo Cotnlyat G000 Sories Swvitehwn Harcwnrs eatadlution Guide [

[ Installing & Rower Supply Unie

Wntaliution Goidelinen [

Installation Guidelines

B

Cautien

Ohserve thesa ydelings when remaviag or nsalling o power supply module,

= Do nat faree 1he paveer supply module inte 1he slot, This cun dumage 1he pins on the switch 17 tey are
not aligned wilh the module.

* A power supply module Wit is snly pari |y cannecied o the swibeh can disrupt e sysiem opemion.

* Remave power frons the power supply madule belore removing or insto Lo e module.

= The power supply rmodule s b pp. In such s fll Pali= ar power shanng
e, rermovitg i pawer supply module causes powered devices to ahat down uil the power budpget
matzhes thie tmput power of a single power sy module, To mminiae nebwork inlemigiion, ensire
thiat an active hackup is in progress,

Fur the swite b commusds thit disploy svilasle power bodget. see the sottware configuration gaide,

Dot operate e swith wth ome pawer-supply module shot empty, For praper ¢ basis cooling, bath madule
slots must b populuted, wath either o power supply or o blank module.

Waming

This cquiif it b ded. Never defint the ground
of w saiatishly inatalled groand Contact the appr
of you are unce o (et suitsble grounding s avaloble.

Staterncnt 1024

oF operle e Uiy i the ubsence
electrical imapestion uithoriny oren electrician

Warniny

Blank faceptates and cover panels werve thiee important functions. ey prevent axposore 1o hasardous voltages
and currents inside the chanses; they contain electromagnetic interfesence (M) that might disrpt other
equipment; and they direct the flow of coolng air through the chansas. Do not operate the system anloss oll
caridy, facoplates. front covers, ind moat covers mne i ploce.

Staterent LI

Warning

Do not resch e g voeam slot or chassis while you insall or remave 3 madule. Exposed corewitry could
OISR i energy heard,

Statement 206

i

Dnly trained and qualified personne| should be allowed to inrll, replace, or servies tis equipment.
Statement 1030

Clac Gutehyy! 5204 Sovien irilabns Harclunrs lnniallation Gukds. h

tstalling a Pawr Supaly Uil |

B Fanding the Pawer Supgly Mudubl Serisl Numbar

Teula T Swiieh Pawer Supaly Modwle LEDF

AC OK | Deseriptian PS 0K | Doserigtion
Ot | Mo AC iput pawr. off Cutput 1+ disibled, or impUe s outside |
| the operating range (AC LED is off),
Gireen :_AC INLE paweT resent. Crreen Power eutput to switch wetlve.
Reil Cutpit has failed.

Finding the Power Supply Module Serial Number

11 you gontag) Clsea Technical Assisinee regarding = power supply imodule, you need 10 know the serli]
nurmber, See the toliow ing ustrasions 1o find the serial numbsr, You can alse uso the CLI o find oul (e
seriul nuimber

Figure 2: AL Pawer Sagply $ecial Nunbar

AT
5 XOCINNNNRX

)

[ Clsco Cabahyet 3258 Sarisa Switzhas Hasdwses bnetn lstize Guise

Instalfing a Power Supphy Usit |

B vt o Belaing nply
Waming |00 Ciseo exiemal power sysiem 15 nt connected 10 the swircl, instoll the provided connecior cover an e

back of the switeh.
Stntement 386

Installing or Replacing an AC Power Supply Module

Step 1
Step2
Stopd
Stepd

Step 6

Procedure

Turn off the power at its source.

Remerve thie pawer cord (rom the pawer cord relaines.

Remove the power cord trom the pawer connestor

Prass the relense lieh at (he 1ight side of the power supply module inward and slide e pow er cupply oul.

Camien Do not leave the power-supply slot upen fr more thin 90 seconds while the swilch is operating,

Wamning  This unit might bivve moee thin one power supply conpection. All conneetions must be remaoved 1o
de-znepgies the unit. Suatemem 102

Insert the pew power supply futa the power-supply slot, and genty push it inte the slol. When comectly

Inseried, e power supplics (excluding the power cond retsiner) are flush wath the switch cear pancl.

Fiare Tt s erimg oo AC-Fower Supely i the Svrich

(Ot iamal) Trstall the poswer cord retainer au fallaws: -

Swilches Handwiars ks lintice Guids




1 Installing & Powenr Supply eag Brivtalfing & Pacassn Supply Unit ]
Inataing e feplaeing an A€ Powsr Supply Macute [ [ ] nstalling o Raplnging an AG Ferer Supaly Maduls

|| 1 llPuW\:r eord | “ II Refuiner elamp i
2 |T-1bsnmhcmnlnncralw1 5 |Thcxl::|p ond tat iy xed
by the power supply
| teadule —
| | |
[3 [ Power cord retainer strip |- i3

al Fix the steap in the power cord retainer a ihe rower supply moadule, 19 hold the clomp in place,
bl Stide he teiainer clomp azound the AC power cord and parsition the r=tainer clowest 1o the power supply.

Nets Depending on the widih af the power sord, adjust e size of the tetuiner clamp, if requdred.

i Press the mbs on the retaingr chinp towards ench ather 10 sccure the AC pawer cotd.

Step T Conneet the power cod fo the pewer supply and 1o in AC power gulet Tun on the poveer ot the power
soure,

Step B Conlinm that the prwer supply AC 9K and P 0K LED e green,

“I Eites Eatalyat 100 Sevies Swvielies Hariware wsiallntion Grite == ey

|ataling n Fan Medub |
B vsulistion Guidatines

1':-_ - Installation Guidelines

Observe these gusde lines when remaving or fndalling o fm moduke:
= Do ot force the fan module into the slot, This can damage the pins on the swilch i hey an ned

CHAPTER 5 withs e mwdule.

* A fim medinle that s only parially connected 1o the awiteh can disipt the system operation
* The switcls suppioets el swuppinye of e G module, You cin remove ird replige e madule withoe

Installing a Fan Module neeniting bl Wleh St
'y

Waaning  Omly tramed and qualiticd personnicl should be allowed toinstall, replace, of serviee thris cquipment. Sunenent
1030

= Fun Modules Dverview | on page 19

* Installation Culdelines, on pujge 50

« Inntulling @ Fun Module, on poge 50

* Vinding the Fun Module Sersal Number, on page 51

Fan Modules Overview Installing a Fan Module

Cisey Cittulyst 9200 (9200 Senes switdhes support two fielid-replaceable T moidutes providmg N L Precodure
redundaney suppon. The swatch ool be able 1 aperie alambic s emperatu of one of the lans fnild,

Figure I2 Fan Modale

Step 1 Pirch the fan smodule relense handle, snd slide the module o
Coutios  You should replace the fan module within § minutes 1o vaid overhenting e swiich.
Step Z Irstall the fam rmodube in the fun shot. and firmly push it into e slor, opplying peessure v the emd of the

medul, fokthe extraction humlles, When correetly inscrted, fhe Eusserindule 15 ush with the swireh rear panel.
When the fun is operating, 0 wreen LED i on (n the fop Lot cormer o the fan.

Figurs 3% Invtatibeg & Fau Msdale

@
&
Waming D rat reach o o vacane slor when instulling or comoying = medule, i Pl Cireuiiny s w, wticrzy
Il Extraction handles | 3 [Reruiner cip :I huzard, Statement 206

|an LER I |
I

r _Glao Gatal st 5200 Sesien Swwihes Hardwaro (natalation uide | Gisce Calalyst 1200 Sacins Siches Hotwars Insilvlon Golds -
.“ m-. o



| Instniting 2 Fan Maguln
Finging tha Fan Medulo Sarlal arker [

| e

Finding the Fan Module Serial Number

' vou cantuce Cisco Technicu| Assistance regarding a fan module, you need 10 kiow the (o meduls sevl
number See the following dlusiration 1o (nd the seral number,

Figure M Faw Madnle Serial lumber

latinn Geldn H

e 4

CHAPTER 6

Configuring the Switch

= Configunng the Swiich Using the Web User Inteelice, on page 53
= Copflgunng the Swireh Using tse CLI on page 53

Configuring the Switch Using the Web User Interface

Far instructions on setting uj the switch asing the Wbl
eanfiguration guide, [n the guide, go 1o Camfigming b S

refier o the required versian of the sofiware
el Lising the Wil Ulsor Barfire.

Configuring the Switch Using the CLI

Accessing the CLI Through the Console Port

Wou can access the CLIon 4 confl ar fi witch by ing: the RJ-35 consale portor USH
console port of e switelite your PO or workstation ud scvessing the awdtch through a termimal smulation
Program,

Noto [ you buve sticked your switches, connect 1o the consala port of one of the switches i the stock. You cun
Initilly configure e entire stack from any membee switeh,

Connecting the RJ-45 Conscle Port

Procadure

Step 1 Comnect v RI<15-10-DB-H o dapier cable 1o the Spin serial port on the PC, Conneat the ather end of the cuble
b thie swiich console por,

Step2 Saart the jerminal-emulation peogram on e PC or the wermimal, The prosrun, freguently = PC application
stch as HypeeTerminal or | L makes ion berween the switeh and your PO ar temiinal
passible.

tnainibetion Guldy [

Featalling n Fas Module |
W Findini hs Fem Badule Sensl Number

JB Cison Cotalyst 00 Savies Switehes Hurwara Insaliation Guide e

Canllguniv e Swviveh |
. Cannagting Be USE Console Pari

Step 1 Configure the baud re and chusacter form of the PC e terming we match the conrole por defauli
ehumetertics:

= 9600 haud

= & datit bits

= | stop bit

= W parity

* Nan (flow corral)

Step 4 Power an the switch ns described in the switch getiing staried guide.
Swp s The I ar teeminal deaplugs the bootloader sequence. Press Enter to displuy the schip proaipl.

Connecting the USB Console Port

Procedure

Step 1 you are connecting the swiel USE coniole pon 1w a Windows-bused PC for the {irst time, install the USB
dniver. Sec Installing the Cisco Microsall Windows USH [Beviee Drver, on page 53

Noda USE Type A pon on the swlich provides le system puppen snd is NOT o console por. Sec USE
Type A Pori sectron

Step 2 Conneet u LUSE cable o the PC USE g, Connoct the ather end o7 the csble 1o the switch mini-i
{S=pin-connector) USE consele poet.

Stop 1 Star the jenizal-emulation program on the PC or e terminel. The progsum, (requently o PC application
sueh ns HypesTenming o ProcommPlus, mekes communication belween the switch und vour PC or termunal
passible.

Step d Configure the baud roe and churacier foemat of the PO or wrmanal 1o masch the console port default
characteristics,

= 8600 baud
= B data bits
1 dtup bit
* N parity
= Meone f ow controth
SwpS Power om the switeh as desceibied in Use switzh gemting stared gude.

Step b The PC or wrminal displaya she hastioader requense, Preas Enter o dispiny the setup prompl Follow the
steps in the Serup progrom.

Gtz Cain i Anedveare Inatn latlon Guide S| SN
|| ] _/ ug =



| Thasal
1 sutatling the Cmsain TrsthlKaog tna Chasars |

KoM o Chsin o tPuet Rnck 8 Bl Rk Mottt Chiatni e 2meat Rck

Fpure X Raele-teuar Brachariy o fca ANZ Bowbir-um-Sida kibia :

L ] Rack-munml bruckets | X | Rack-maynt gulde

s

M4 ¢ fmm Phaflips 4 Haagki-roeu nl gusde tasls
Tlai-head s reves

<} Repeal Slop | with the other mack-meunt bracket an the alhet side of the: Foues.
Stap2 Ensitalt ehe two mickamunert guidics an tie chansdn:

al Fosition o ceck-manat paides on il gde of e chasss with ie twa holes aligoed o the teeo seeee ok on the Hde
Bt ¢ hamkion, and uae bwa A flat-icad serows i ataclt the guides oo dhe ¢ bissia, Tighton thy schewns 10 o 0l oF
1327 el {1,5 Nem).

b} Hezpeat with the ather cack-mutnt sibdes on the o kide of de rguer,
Sapd Imestalt rhe punle vl bo the tmek:
ak Tosition ihe guide rails o 1l desired levels on tha back side of the cuck and uss o | 224 werews or four 1G-37
aerowy, depending ow1ha ruek theearl tepe, Lo allech the roils 16 the fuck,
Thoia Fot racls with square boles, you my feed to positiots & L2-24 ¢ige nui behind cach magming bale oy
truida Tudl hefore wilny o [2-2 sorew,
bl Bepur with the oiber piide it on the stbier vide of the ndk.
1 U w vope mensare el lesel 1o verily A e eniie 2ty 36 1he zimg beight and hansonial.
Sepd nser thi eouier inlo the rch and wiach:
] Tlolditg the reuter with beth hands, position e tuch ofhe eoular Sotween sha front paeis of ihe rack,

bl Alipa e roes rackeamowe puides e either side of Lhe roser with the puide rtils instulled 11 the mck. Slide e
Tack=rounl guides enle the guide mily and e geady stide fhe peler al) the way into the rack.

Mata [F ihe roubes doea mat adide casily, iry tealigring Lhe docketmisund gaided o e gusde mils.

o

s the <hassrs lovel, insert tase pesewr [£2-29 of 10-37, depending ap the rack brpo) duteg 1 dhe boles In eoch
ol thie Rak-neunt brackels end inee the cage nata ar throoded haled in e rack-meubting rail,

4) Tughlon the 1532 serawsia 20 1n-kh 12,26 Noot] or tihkten the 1224 serews to 5 indb (2.3% Homl.

Rack-Maung the Chassis in a 2-Post Rack

This section desuribes how e inatoll the Ciseo K201 ar Ciseo 202 rower int & cabiog or 2-m -

Fi

Eodtien  If {he r2ck i whoeh, cnsun: thud 1lse brokes ave engaped o thied Lhe ruck i others s giatn ied,

The Mollawing tble hsts the items contuined in the meksmount kit that w provided with the retters.

Tottle & RacleHaemt K

(umniity : Part Descripbion ;
] Teack-mpum brackew

Tl & DT b Geimmt PRillips Nat-dicad sarvws

“- Marbrtore fstolleln illde ' Givs 8200 Sertea fleuters

[ ottt the Grmams

Juainllicty e Slinkls |
Fack- Mot the Chnasiyin o 2+l Fck [ B Fuck-H st tho Chowsim in o 3-Posi Raak

Fiyun i Gl 020 Aouemr—F a5k Exoarrt
Install {wo eock-mourt hrackels to the ronlers
ay Dreictinine which end of the chassis 1o be located in te eold pisk:

= 1 the roatter hus poreside imtake madules Cfunmindialis and powet modilss with burpundy colaritgd, Pewilinn
1be roubit so thi s optical port are In ke cold afshe, gnd farts gt power maddes will be in e T vise

+ If tha rotter hus pomi-aide exhiuse modules (fn modules and pooer modabes with bhye coloring), posstee fls:

rortet s0 that its fan and pevwer rapply modulee srs in tha wobd 3isle and aptical ports will be ot the bt onle.
b) With the bruchut cats fueing iowared the comer ol th ehaeoes, position o front mdemont bracket an e sde of the
chussis 52 that the tour habca ana alipgncd to Tour of the scnew Tales on the vide of the ¢ bansis.
3 Lae Tour 54 lni-hend sensws with 23 in-Ibs {206 Mo roeque valye 1o atach the brackat to the chane.
Pigura 3 Mack Einen E Mtk Bde otk
1 Ruch-otns bruekty 4 Reniovw: prounding coves
Tabre|
2 4 x temm Phillipa 5 35 Gt Phiilligs
Hat-hurm merewin flat-bind satuws
i3 Cronmding plote
i




| tmesaliieg  Faa Module
Finding tha Fan Maduls Sorlat Mewber H

Finding the Fan Module Serial Number

Ivou comuser Cisco Technical Assistancs tegarding a fin module, vou need o know Ahe fam inedule sera)
Aumber, See the fallowdng Mussion ta find e serial mamber,

Figwee 8 Few Modtals Serial Numiser

CHAPTER 6

Configuring the Switch

* Configueing the Switch Lsing e Web User Interlace, on page $3

* Canfigunng the Swiich Uning the CLL, on page §)

Configuring the Switch Using the Weh User Interface

For wistructions en setting up the swiegh uean the Wed UL refir o the regusired version of the software
canfigurstlon guide. In the waide. go 1o Configring i Suiteh Ll the Wby Cpor Satortis e,

Configuring the Switch Using the CLI

Accessing the CLI Through the Console Part

Wanl cnn necess the CL1 on g figured ar switch by 12 the RIS conole pors or LEH
consale port of e switeh o your I or workstanen and weecRsiny e switeh teesl o nenmma ermlation
T,

Mate [ you have stacked your switehes, eonncet 1o 1 console port of ane erthie switehes in the stack. You gun
innially configioe the emrire stack Trom oy member switeh,

Connecting the RJ-45 Console Port

Procadure

Stap 1 Canmeat e RIS D0 adaprer cable t the Sapin serial gt on e PO Conneat the cther cnd of the cal]e
1o the switch console P,

Stop2 St the tenminal-cimalation preyram on e PC o7 the werminal, The Premn, Tequantly o PC applicasion
wieh as HyperTeaninal or ProcommPlis, mikes communieution matvicen the switch snd wour PC o termmal
possibie.

Inssalling n Fea Maduls |
I Findiau e Fun escala Surlol Memaer

lins Hartwars instablntian Guide

B Cinon Catalyst 1200 Saries §

Conllparing the Swilch ]
B comancing the U8 Coasole Port

Swepld Conligire e baud rare and chigucter fammat o1 the PC o terminal ta match the consele port defiult
shiusicteritigs;

* S0 baud

* A daw hits

= | atop bi

* N purity

= Mo low control )

Step Power an the switeh os desenibed in the swiel, petting started pwide,
Stop § The C o7 wrnisal displiys the baotlaadur sequence. Press Enter 1 display the setup prompt,

Connecting the USE Consale Port

Progedure

Stop1 ¥ you wre connecting the switch USB consale part o i Windows-based PC s the first vime, install the USE
driver, See Inualling the Cisco Micrasof Windows USB Device Driver, an e 55

Kot USE Type A part on e awitcl provides file systen mippon and is NOT 1 comsale port. Sec LSH
Tvpe A Port section

Step2 Conncct a USE cable ta the PC USH poit. Canneet the other end of the cable o the switch min-B
(S-pin-eanmncctor) LUSE cansale |t
Step 3 Start the termunal-emulution progtum an dhe PC or the remminul. The progrum, trequently u PC applicsion
such s HyperTemminul o ProcommPlus, makes Lommunication besween the swileh wad your PC or tesminal
Passible,
Step d Canfigure the bund rate and churucter focmat of s P or teminal fo match the consale art default
eharacteristics:
= 8600 baud
= Hakatn bits
* | sup bit
= N paniy
* None {low eontral)
Step 5 Poveer on the switel as deseribod i the swiich wetting sarted pude.

Step B The PC or teeminal displays the baotioader sequenee. Pregs Eoter o display the setup prompl. Follow the
S1eps n the Serp program,

._ Eaco Caalyss 400 Sorlas Sontces Hardwarn Inwzniatien Guid,




| Cenliguring the Switch

Installing the Cisco Microsoft Windows USE Device Driver

etaling the Cinco Micrasatt W wews s Onviow triver [

A USE device driver niust he inatilled the first thme & Miersa (| Windowsehised PU is gonnestec o the USD
commale pel on e switeh.

Installing the Cisco Microsoft Windows 7 USB Driver

Procedure

Seep 1 Obtann the Cisce USH cansobe doiver file from the Cisco.com weh ssbe and e 1.,
Mot Yo gan downlead e drver file fran the Cisco.com site (a7 dovwnloading e switch sodtware
Stop 2 I using 32-bit Windows 7. doublew lick the setup.exe fil in the Wwindows_32 folder. [Fusing td-hit Windews
7, deubsle-elizh the setug{xodhexs file othe Windows_ted Toldar,
Stepd The Cisen Viranl Com InstallShickd Wiznrd begine. Click Next.
Stepd The Ready 1o [natall the Pragmam wirdow appears, Chek Install.
PMlate 1 User Agcount Contrnt warning nppatrs, ¢lick Allpw - T trust fiis program (o peoceed.
Stop S “Thie Instal Shield Wizard Completed windavw appears, Click Finiah,
Step & Couneet the USE cablie to the PC and the switeh cansile port The USD eomsole port LED tums grecn, and

the Found New Hardware Wieard nppears. Follaw the instrustions (o somplaw the driver imsnllation.

Uninstalling the Cisco Microsoft Windows USB Driver

Uninstalling the Cisco Microsoft Windows 7 USB Driver

Before you bagin
Dhsensneet (he switeh consale terminil before uningtalling the driver.

Procedure

Step 1 T setup.exe for Windows 4201 or seluplatd)ene for Windews-b it Click Nest.
Stepl The InstullShield Wazard for Cisco Vinual Com appears. Click Next.
Sepd When the Progrant Mainienance windaw appears, select the Remave rdio burten. Click Nexe.
Step & When the Remave the Program window appeas. clich Remove.
Ntz IFa Uder Aceeum Control warning opgenrs. chick Allow = E trust this propram to proceed.
Step 5 Wit the InsrallShield Wizard Completed window ippears, click Fimish.

Glann Gatatysta20) Suries Tusttches Hanfvwacn Installation Gui

; APPENDIX A

Technical Specifications

« Lnirarmental and Fhyweanl Sp
« Specificatisns for the Power Supplies und Famn, on page fl

Environmental and Physical Specifications

“This 1able deseribes the envirenmentak speerfications,

Tatsdy 12: Srwirnnmeinta) Specificairons for (e Swich

Envirarmantal Rrmges |
Oyperating temperahiste 23t 11 17F (=5 to A5°C) |

41 1o LAK*F (40 1o TO°C) |

Sternge temperanine

Rulative himidizy 5 1o 90 (nonconders ing) |

[Operating altiride Up to 10,696 11 (3000 )

[Srorage alitnde Up to 15000 tt (4508 1)

* Minimum ambivot sermperaty re for cold sl is 3277 {0°0)

This table deserbed the envirsnmental specificaions,

Tafe 12: i

tirs Powar Sopphivs

Environmontal Ranges

Opeating lem perntun: 2340 | 139F (=590 103590 wp o $000 fect (1 500m)
2301t 1OMOF (=5°C 10 40°C) e 1o 10,000 fect
£3000m)

Stociuge lempertnin A0ty TFETE (b T0°C)

Relulive husidity 16 1 00" fnencondensing)

Cinea Suntahes Hantwarn nstalation uide. .“ “l

Castiuring the Swtoh |

B Ueitscalling tho Eivca Micresah Win dows 7 USE rivar

n- SR TN — =

Tochnical Specificalions |

[l Teshrioul Spechivaten

[Emviranmenta| Ranges

| Altiude | 10,000 11 (3.000 m) up 10 40°C

This 1able describes (e physical speeifieations.
Tabdn 14 Physleat Suncitications for the Swltchy

Dimensivns (H s Wx D) |

Chassss Dimensians with the FAN FRUs and the
power supplics installed

Chassis Dimension

LT3R ITSx | 3Kin A4 xusxucmacmm'»z‘u" 1735 178 % 15,4 0, b d x A g 390 o)
| |K‘1W-Z4P

1720175 % 138 in, (44 5 404 %35 e 173 %175 % 154 in (4 x4 6 391 em)
Cepplare CH200-24PR

173 % 17.5% 13,5 i, (4.4 x 4. x5 o) COR005F [ 1.73 % 173 % 154 I, (44 x 234 % 391 ema}

CO200-4ap

1735 075 % 10N in (44 o o 35 em) 1738 1 TAR 15800 (ha xS 30 | em)
CHAnDAEE | CATN0HIH

LTI TS & 1E o (4w A5 % 35 em) T173 %175 % 1540, (34w ddd x W00 am)
i CO200-4HPL | CHaN-AEPL

| [REERLEEREE S RERE SEA ] (.‘“2.D0—4h’|‘| 1735 175 5 154 1n, (44 8 44 x 390 em)

CHORO-4HT

L73x 175 % 1540 (44 %344 x 391 em)
CHIO-24PRG

173 % 17.5 5 138 bn 444 x 344 5 35 cm)
COZM-ZAPRG

L7 % IT8% 138 in 44 x4dd x 35 am) 1735 17 8% 18 A in bt x4k w 39,1 am)

CU2AARPRG J

CHII0-SPRG

1735 1758 L3 in (o w445 X 20 R em)
CA20L-2404G

173 1755 1290 (44 5 44,55 320 cm)
CRIN0L24P 0

[L73n 1752 1LY in 4 w445 % 28 Hem) 1LT3n T30 12900 (48 4455 32 Fom)
| C9200L-24P 4% COL00L-24P-AX

L33 s 075 1.3 i, (44 wdd 55 28 Hem) 173% T80 129 0n (#4544 55 32 0em)
CH2O0L-24T-AG | CONN 24T -0

1755 178 x L1 in (44 £ 245 6 28 Bem)
CILDL-24TX

173 1750129 0in (#4544 5% 320 0m)
CR2N01L24T=IX

LI 1752 W3 i, (A4 w445 x M8 em)
COIILSSP-1G

L73x 1752 129 i, [dad w4455 129 em)
COZNBL=NEP G

1732 175 % 10D fn (44w b 5 x 208 em)

173 ¢ 1752128 jn (44 % 38 3 x 328 o)
| CU0ILARP-X

COMO0LARP X

vt Catalyst $200 Series Suslishaa Handwars installatinn G




| Tochnical Spocifieations Technical Sgesilizations |

Teckmieal Gpmeiivatan [l B rochukes: spacizetions
LT3R AT % 103 i 44 5 4.5 X 2K em) L73x 1752129 i (40 8 44.8 2 329 o) |8wh¢l|hlldnl Weight
CHAOL48PLAG COMILARPLAG {
|coz00L k7% 10 1k 14,53 k)
LT3 AT L300 (54 w445 % 208 e} LTIXITER 120 00, (4.8 % 4.5 % 129 ¢m) -
COLOLASPLAXY | CH200LMEPL-4X CHIODL- RPN 106 h 4.8 kgl
LT3 % T80 L3I0 (44 10345« SR em) LTARITER 109 0 (44 % 457 329 cm)] C9200L24P2X 19,9 61471 kg)
COLDOLART-4G COOLABTG e TR
L73% 1752 113 in (44 x 43 5% 28 Sem) L7385 175 % 029 i, (44 x5 5 129 om) -
CORPOLLSE T COMOLARTAN CHMKL-IAPLAG 1061 (4.5 k)
173 % 1750 35K in. (44 x 44,3 % 33 cm) 1735 17.5% 154 in, [k x 4.5 % 39,1 ey AL 10:6 I a8 g
EIANAPRIAR COPHEAAT NG COWUL-4PNG-2X 12 b4k
1776 17.5 % 13K i (44 5 43,5 % 35 om) 173 % 175 % 15.4 in. (deb 445 39.1 cm) T TGk
CHROL-IAPNG.2Y COLZEPXT2Y SRS e
COMOLARPNG - 126 1 (5.7 kg
LT3 175 0 138040, 444 % 44,8 % 35 am) 123w 175 0 15000, (4.4 5 44,5 5 391 em) 4% | LR |
CI200LARPNG-4X CO00LARPXGAX | CHNOLASERG-2Y 12.6 1h (5,71 kg}
L35 175 5 10,8 0 (4.4 x 445 & 35 @) LT 178K 1540 4485030 emy | =T 7 =
CO0GLARPXCury O BER .Y This tobbe describes the physical speetlicstions.

Tulie 1 Phyical Specifisations far the Power Sunphlex
Weight weusurement (5 cateulated with ane power supply initalled.

| Welghr
Tuble 15 Worght Mensurenrenis
PWR-C5-| 28WAC 1.5 (b {065 kgh
Switch Model WVieiyght
FWR-CH-S00WAL LT b (0,77 kgl
oA 24T Ik 45 ky)
| PWR-CS-| KWAC 21709 kg
CH-24p SLIb S k)
PWR-6-[ 25 WAL 15 I (068 k)
COX00-240R 1018 (5 kg)
PWERCG-G00WAL 1.7 150.77 kg)
COI0048T 115 1h (5.2 k)
PWR-C6-1WAC Db (9 kg)
COL0048P 11,5 Th (5 2 kg
Dimensions (H x D x W)
COI00-43PR 105 (5.2 k) )
The dimensioas shown include the extraction handle and the keving leature,
CoRa-EPL HS b (52 ke) PWRCS-I25WAC 158 x 4.0 % 7.0 fn, (30,1 X 1010 193 mm)
CO200-24PXG Lt b (5,15 kg PWRCISIWAE
CO200-4XPXG 118 {544 kg PWR-CS - KWAC
CH200L-2471-46 0.6 lb (4,35 kg) PWH-CE- I35 WAC
CI0L-24P-A0 104101471 kgh PWR-CO-G00WAT
CHMKIL LT 10 It {453 k)

PWR-CO- I KWALC

00LA4PAG 106 L (4.8 g

r PR Ll Surlen Switchos Hardwmty mimlition Guide I“ “I"L it L. LD | .

1 Vechnieal Spocifications Technical Spacifications |

5 the Bowar UT B vecnicat specilizations
= = = Relutove hwmidity 5 ta 9550 (e naondensing)
Specifications for the Power Supplies and Fans PR (G 500 T @y
Takle 17 Pawwer 2. Supplios Physical Specification
'Power Roq sirements Dimensions (1 x 0% W) [1.62% 1.73 % 424 I (4,10 % 439 x 10.76 em)
M ersr output power * PWR-CS-125WAC urd PWR-CE-125WAC: 125 Weight {fur three fins) | Ot o021 kp)
w
Operating Specification
* PWR-CS-600WAC und PWR-C6-6D0WAL: 6
w Aarflow I0cim
* PWR-CS-1KWAC and PWR-C6-1 KWAC: 1000
w
Inpul valtage and Freguency 108 10 240 VAL nutsrang ing) 50-60 He
| Ingist current * PWRACS-125WAL and PWR-Cé-1 25WAC:
LAel) T
= PWR-CS-A00WAT il PWR-CH-6U0WAC:
T2RA
* PWRACS-IKWAC und PWR-C6-IKWAC: |
12464
Dutput ratings * PWRC5-1 25WAC und PWR-CG-1 25WAL: 12V |
6 10,54
* PWRACS-G00WAC and PWR-CE-ahIWAC, 541
@ ILtA
* PWRHCS5-LKWAC and PWRCH-| K WAC: S9V
g 16,54
Torl output BTU * PWRACS | ISWAC and PWR-CA-125WAC:
42605 WTUs per hour, 135W
* PWR-CS600WAC and PWR-CR600WAL:
20473 BTUs per hour, 00w
* W RS KWAC i PWR -1 KWAC: 3412
BITUS per haur | W a
!
A
Tawle 12 i 'l O?— —
j —
Environmentul Ranges
Operiting termperuturs 2310 876 =5 o BOC) e
- J
Statige Wmperalune A 10 RS (=410 10 RSTC) up 1o 15,000 & (4300 m) =

(-1 atalyst ins Switohes ¥ ! F Ciszo Calatyst 1200 Series Swilohes Hasdwars atndislos Guids — -



Swiigh LiDs |
W spienin
Tanle 18 Canwele LED
i 3 LED Color Descrition
. . = Conole Solid green LSH-Mini-Type B censele part s
AUtve,
o APPENDIX B | o |L:.&Bc=blcnu1cmmod

Switch LEDs System LED

Torlle 20 Byivs LD

= LEDs, an paye 63
= Consule LED, on page 63 Calor System Status
+ System LED, on page 64 oir System 18 nat povened on,
* ACTIVE LED, oo puge 84 :

E, an page 65 Green | System is aperati ng normilly.
= ol LED, on page 66 T "
« Ditvt LD wnd Miodben. 6 fagn 64 Blinking green Systern i1 boading the softwise

» Bracon LLD, oo page 64

Amber System i3 recelving power bul is ool fusctonmg
= ih-45 Corasle Pon LED, on page 69 prapetly
+ Fan LI, ap page 60
» Liplink Port LEDs, on page 69 Elnking amber

Thseve 1a [l with ane of he fllowing

= Netwark modube (oon traffica aed)

LEDs

= Poweer supply
= Fan module
Vou ean us= the wwaich LEDs 1o momitor swilch activity and (i perfanmance,
Figura 75t Switeh Frant Pawsd L0
Table 21 ACTIVE LED
Status Duplex Speed PoE Coror Thescrption =
on | Swatch s ot the active swisch,
> ® ( a Gireen | Switeh in the piack’s aciive switel or o standalone switch, |
| Fant bluking precn Switeh is in stack stndby rode, |
Mode System Active Stack Console

| Amber An error ovewrmed when te switch wis selecting the stack's sctive switel, o anotber
type of stk eeror oceurred.

Console LED

The conssie LED indicates whether the USE console pon or the bluetooth consnk 1+ enitbled,

Sarlas Switehes Hartwars iatallailen

[ | Bl Caco Catalyat 203 Secirs Siwilalies Handwarn Instnblatlon Gulda o -

| SwinchLEDs Switch LEDe ]
suceien [l W e

Fi Stack member 3 I LED blinks green w show
STACK LED

that this & wwitch 3 the

ik
The STACK LED shows the sequence of member switehes in o stuck, Up 10 2ight swiicles cun be members
af o atick, The fins eight part LEDs show the member number o a swiieh in o siack,
Pomassrxo PoE LED
Thii {ijure shows the LEDs on for coch swiieh, When vou pres the Mode button o select the STACK LED. e - - oy
the comerponding pon LEDs wall blink wreen for coch switch, Fur eample, for switeh 1 port | will blink ThePal LED indicares the staui ol the Paf mode: ekhar PoE of Pak~,
green wrd the rest of the LEDS wall be ol On switch 2, port 2 will Blink green and the rest of tye LEDy will Tabte 2t PoE LED
be T The some behavior will be seen with the semaining switches in the stock.
Calar Description
ofr PaE made i noc selected. None of the L0708 1000 poris have been Genied power
o ate fna Gl condition.
Lirezn PuE mode i selected. and the port LEDs show (he PoE mode s imus.
Blinking amber PaE mode i3 pol selecied Al leust ane of the 10130 | DO2 pocts hay been denied
power, of af leust one of the 191001000 ports hes o PoE maode (ault,

Port LEDs and Modes

Tach Etlwernet port, 1-Gigabic Ehemer module slet, ond 10-Gigabit Fhwernet module slot s o port LED
These port LERs, as 2 group or individually. display information obows the switeh and about the mdividial
i i paets. The port mode determines the tvpe of mformation shown by the port LEDs.

T neloet o chane o miode, press the Mode bution until the Gesired mode s highlighted, When you change
prart modes, the meanings of the pert LED colors alse change,

When you press the Mode button on any switch in the switch stack, all the stagk swiiches ehunge 1o show e
same welected mode, For cmmple, Fyou peess the Mode bittan on the actwe switch 1o show the SPEED
LEE, all the other switches in the stack alse shew the SPEERD LED,

Taile Zi: Port Mede LEDs
Mode LED Part Mada | Description
STAT | Port sttus [he port saus. This bs the default mode.
| Port speed The pert operating speeds 10, 100, ar D00 Mbys
f | r—— = YT —"— DUPLX | Part duplex mode i part duphex meade: full duplex or half duples.
| ek i i ewich | [ the ACTY [ Active The setive switch srars, =
| | Lstack, =
TACK :k mmermber st Stack = .
3 Swk member 2 s LELT blinks grecn fashow SHER Stockonembor dotur | Stack momber stuts,
that this i swatch 7 in the StackWise pord stutis The StaekWise port starus; See STACK LED, on puge 65,
ik 7 . ——
Pok? The Pok+ porisiats, | The Foks pon siatus, J

Giace Cotulyst 2200 Sories Swilohies Hardwane Installation Geids q [l Cisce Catalyst 4700 Snrien Swiltshes Mardware batallnlion Guids



[ Switch LEGs

B EoocostEn

SwichLf0s |

" Only swivehes with PoE+ puris.

Tairle 24 Meaning of Sweiicls LED Colore iv Ditfares] e des

anllMOﬂl Purt LED Color Meaning

I STAT (port stntus) | OFF Mo link, or port wis adevnistatively sling down,

| | Green Link prescat, no setivity,

Blinking gresn

Activity. Pon is sending or reeeiing data,

Ademuating geoen-smber | Link feuli. Lo frames can sffect conncetivany, mnd eerors
such s encessive collisions, CRC errors, and aligrmant
il jaleber errim are | for a lnk-fault andicati

Amber | Purt Is blocked by Spenning Troe Protocel (STP) and is
not farwarding date

fae op 1o 30 seconds ns STP checks the switeh (o possible

Mflera port o recanfigused, the pore LED can be amber |

loops.
SPEED P HHVS FP porls
or | Part is operating at L0 M.
Craen Pant is operating al 10 Mivs,

Single green (lash fon for [ Pan s eperating o1 L0 Mivs
100 ma, ol for 1900 mal

Uplink paris
o Part 15 ol uperating,
Blinking green Part 15 operating ol up o 1 Gl

GUPLX (duplex) | QfT Pt i aperating in hal U dugplex.

Gireen Parl s aperating in full duples.
ACTY fdame wenve  |OIT The switch (s not the oetwe switeh,
Ll Nete  Forastandalone switch, this LED s ofT
Gireen The switch is the active switch,
Aumber Lrror during active switch election,
Blinkmg meen Switch is & ssndby member of a datt stack ond pesumes

ative sespansabilities it e current vetive switch fuls,

— G C e St o e e B

| SwsichlEDs

s consate Purt L0 [

RJ-45 Console Port LED

Takle Z5: FJ-35 Cansnle Porr LED
Caler RJ-45 Consale Part Status
~ o RIS consube is disabled. USE consule 14 active
Green RI=45 comnobe ip enabled. UST console is- disabled.
Fan LED

Table 26; Fam LED bedloator

| Calor/State Description

o The fan 1 not recciving power: the fang kave stopped.

Lirean All fans are operating narminlly.

Amber G or mare lans have eacowniered chomeler Gl
Hed Chee of more fans' tachomeses [ults luve exceeded (he moumum limit,

Uplink Port LEDs

The uplink ports bave vanous stetas LEDs, Each part LED i bsbe e aceardimg o its module stas,

= For SFT parts. a G lobeling nomenclature is used, where G = 1 Gigabir, The Tlie © label appears t the
Bett ot the uplink port LEL,

= Far 51P= purns, a 108G lubeling nomenclumce s used, where |06 = 10 Gigabit. The 109G label appears
tur the ledt of the aplink por LED. SFP+ madule pocts suppon both SE7+ and 5P medules

* Far SFP2Y parts, o 256 labeling nomenclatire wased. where 256G = 25 Gigabat, The The G lubel appears
to the left of the aplink par LED.

* FarSE P+ ports, 8 400 libeling nomencliture is used, where J0G =48 Gigabit, The The G label appears
i the left ot the uplink per LED

l ies Juwilahins M Invatall i ide [ Bl Conco Cabalys) 0% Seabes Swviishes Hardwara install

Port Mode Port LED Color Meaning
STACK {siack o Wo rtuek member curresponding 10 thal member number.
mermber)
Blinking preen Stack member number.
Gireen [ Member numbers of ather sack member swilehes.
PoEd [§118 PaE+ is off,
IF the pewered device is receiving power fiom an AL
power source, (he poci LED {x off even i the device 13
connected fo the swich port
Circen Pol- is on. The pory LED is green when the switch pon

ie providing pawer,

| Alietnuling preeninber | Pafi- is demied beoause providing power 0 the poweres
| deviee will exceed the switeh power aapueity.

| Rtinking amber Poli= is oIl die 12 1 fault or bécause it has excecded 2
limit set in the switeh soflwere,

Coatien  Poll+ (aulis oecur when nenconpliant eabling
oe pawened devices are conpeeted o Poli+
part. Use only sandasd-compliant cabling to
conneet Clsea prestandard (1 Phores and
wirelows nocess points or [E
B2 Jafacompliant devices to Fobd porta. You
st remove from the netwoark any cable or
tevize that caimes a Palic faul,

Amber Palir for the port has been disabled
Nt Polit i ensbled by default

* Oy switches with Poks or Paki ports.

Beacon LED

The UTD and the Bevcon LED can be turned on by the céministrater to indicate that the swirch needs attenzion,
11 halps fhe adminisirator weniily the switch, The beacon can be umed on by elther pressing the UG buron
an the switch front pancl, or by wing the CLL There i= a blue beacon on 1he front and rear pane! of the switch.
The blue beacon enihe front pane| B bution labeled UID, and on the back panel i1 is o LED labeled BEACON,

Colos/State | Deseription
Solid blue | The ogrerster s inelicated that the system needs
| mrtention.

[B Cisea Cotnlysi 200 Sorins Svitchns Hardwairs bistalintion Guide

Swilch LEDx |

B swen s

Figure 37; 5FP e Pory LEDs

A55837

W1 W2 w13 w4

Color MNotwark Madule Link Status
o Link is off.
Creen Link s oe; oo aciivity.

Elinking green | Actvity on 2 haok; oo {wlls,
Hote The LED will blink green even whien tiere is very linle control wailic, |

Blinking wuber | Link s ol due 100 Gl or beeiuse it las exceedad o it set s the awiteh sofiware,
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CHAPTER 1

Cisco 8200 Series Routers Overview

» Cisen 8200 Szrics Rowter, on pijpe |

Cisco 8200 Series Routers

The Cisce 8200 Series Rowters utilizes Cisca's new vau-m{“hlr tRUt.’I rnodcl tovdehiver full romtang

funeticnality with o sangle ASIC per router, The Re€ ure) i d fram Sy Chip (Sul)
switches by supporting lerge forwarding wbles, decp bulfers, mone I'lmb]r packet wpenilions, ind enhanced
programmibilin:

The Ciseo E200 senaes ruuters presen iy comprises;

+ Clsen 8201 Router ~ It provides 10,8 Thps ol aework bandwidih with dramatieally lawet power
consumption than eontemporary 10 Thps systems. The Clseo 8244 Router = a Tixed part. bigh denaisy.
ane rack ur forn-factor muter. Suppaniad pocts include 2y 4000 QSFP-DD and 1 2% 100¢, USEP2R
h‘t miore defails on ports and supported breakout aptions, see “Tnierlices and For Descrlpiion, on page

* Crsco 8202 Router — I provedes LOLE Thas of metwark bondwidth with dromiically Jower power
consumplion thin contempatury 10 Thpy systems, The Cisea 8202 Rouler is o fixed port, Liph densicy,
wwt rack unit focm-fuctor rowter. Supparted ports include 125406 GhE QSFP-DT el 60x 100 GhE
QSFP2R. For mote deswils on pons and supporied breakout options, see "lnierisces and Por Description,
an page 4%,

_— - L lde tox Clon 1204 arben it _l- —. Hardwita bisialluiios t Gipon KA Surins: - S

Frepare far nstalision |
W Comphares ane Satmty intormation

+ Reep the work arga clear, smuoke and dust-free during and ufier installation, Do mt allow dirl or debeis
Lo enter it amy laserdyased compunents,

* D ot weur luake clofhing, jewsley, o ather iiems Hhar eeuld ger cavght i the roier or oibier ssocioed
RTINS,

* Clseo equipment apemics safcly when wsed in accordance it fis specificatiens and prad

CHAPTER Z oot

=y Ty hasard it xist, do nol work olene,

* Take core when canneciing multiple wsies 10 the supply eicuit so thal wiring is nol everlooded.

Prepare for Installation

= This equipment mast be prounded. Never defeat die ground 'u:\d.unorvnmamln he equipment in the
absence ol nantably mstalled groumd Contacy the approp electrical ian nuthanty
oF un eleeinclin i you ure uncertam about whether sitable Eround ing is svasabile,

% = When ansta T on replicing the wnin, O groumd conneetion must slwis Be mnde st and discenecled
Note  The imayes in this chigier ure only (ot represeniational puepssss, wiless specified ntherwise, The chassis® sk
actusl wppearmnee and size miy vary, * T prevent persanal inury or domuze 10 the chissds. pever attempt 1o 110 ar 8l e chis s using e
bunadlies an modules (such i power supplicd. fans, of eards): these types of hindles re ot designed 1o
'y suppor the weight of the umt.
Waming  Seatement 10T1—Warning Definition + Hazurdous voliage orenergy is present on the hackplane when the syermn ting. Use ciuseon when
s

IMPORTANT SAFETY INSTRUCTIONS

This warmmg: symbol means duniger, You are m @ silustion thot coubé cobe badily fnjur. Before vou work

on any equipnient, be awane of the hwards invaived with electrical eircuitry, ind ba fmmiliie with sondurd 3 -
practices for proventing aceidenis, Use (e statement number provided i1 the end ol each wiminge to locate cﬂ'mpl lance a"d Sa{etv |I1f0|"l'l'latlﬂll

ats tranalution in the trunsloed wilety wamings dhal ascompunied thes device,

T Clsns KM Series Routers are designed 10 meet e regul i | safery aparoval
SAVE THESE INSTRUCTIONS Far dotuiled safety mbormation, see Regilutory Complianee amd Sufety Infosmaien - Chiea SO0 Sortes
Hunter,

« afety Culdelines, nn page J
nce and Safely Information, on page 4

Laser Safety

lectrosalie Discharge Damage, o page 5 A

teyulatory Complinnce Stiemenis for NEBS, in page ¢ _—
of page & Warning  Statement 195 1—Laser Rudiation
i, on puge 7

Tovisihle laser radsaion moy be emitted from disconnected Gbers or conmectors. D pot smee o beams or
* Prepare Your Location , on page ¥ vlew direetly with aptical instruments

+ Prepaee Yourmelf , on g
» Prepare Kok for Chuawis Tnsts!|agion, on page [0

= Clenmnie Rogquirements, an page | |

Safety Guidelines

Before you perform any procedure i this degurment. evew the m..w delings i this section fo avowd
njurivg yeursell or d the ey ul The I e far yous sifery el fo peotect the
cquipment, Hocause the gmd:llm: do ot inelude ul hazards, b constantly alerm

- Hardwirs balnlistion Guide fer Chyco E200 Garies Moutees [ | Tl Hardwara install e fo L] Pemnrs



| Prepars torlnstnilation

Enmeqy Haton! .

Warning

Statement MS5—Chiss |/1M Lasor

Tnisible laser radiation i present, Da not expose 1o users ol ielescopic oples. This applies wo Class 1/1M
lusar producis.

CALTION] |
LASER
1/1M

Warning

1255 Lager Compli

Pluggable optical moedules comply with [EC 60825-1 B, Jund 210 CFR 140,10 and 1040, 1] with o withoul
exception (ur conformance with TEC 60825 Bd. 3 as deseribed in Laser Notice Mo. 56, deted May 8. 2019,

Energy Hazard

L

The ravwrs can o configured lora DC power source, Do nal touch terminals while they are live. Observe
the (nllow ing warming 10 prevent 1inury

Warning

Srutement |086—Paower Terminals

Hozardous valge or energy may be prosenc on power terminals. Always replaca cover when tenminuls are
nobin service, Beaure uni ase ol ihle when caver is in pines.

Preventing Electrostatic Discharge Damage

le

Muny Touter an b d d by stakie elearrictty, Mo she rroper el dhschange
(ESD) can result in i ittent or complete failures. To minimize (e posential for
ESTI dansage, ulwiys wse s ESDepreventive anhatatie wrist =irp {or nnkle strap) and ennure that it makes
adeguaie skin eontiat.

Cheack the vesiziance volue of the ESD-p ive atrup The should be [=18

megoims.

Before you perform any of the procedures in this guide. atach an ESD-preventive sirap 10 vour wrist and
conneet the Jeash to the chasais,

| Progara fer inetnstion

A

Y

Ko

sers s [

Pracure Taois and Equipment [

= When motnling the chossis i partilly filled raek, loed the raek from e botiom e the fog with the
heaviest campanent o the boitom of the nick,

= I the ek (s provided wilh stobilidng devices, install the stabilizens befure mounting or servicing the
whassis in the rack,

» Arflow areund the chasais ond threugh the vents 1s unrestricted.

= Cabiling s away [rom sources ol electrscal nosse, sucls as radsos, power lings, and Muorescen, Lghiing
fintures. Muke sure tiat ihie cabling is safely away (rom ather devives tha mighl danvge the cables

= Euch pore must mach the wave-lenyth specificalions on each end of the coble, and the cable must not
exceed the siipulined cable leagiy,

Ciszo B000 Serics Routers function in oparating wmperatures of up 10 404 C at aen level, Far every 100 meters
(L) M) elevalion upte LEGD meters (5000 §1), the maximum temperature is reduced by |°C. For more detalls
on envirommental requirementa, sec Ciaco ¥000 Seres Routers uta Sheer.

Wihent the Ciseo 8200 Series Routers use porl ssde exlhoust Gane and power supplies. the momm enipen e
Ia resduced] by SO (For example, 3550 a0 sen level or 30°C w1500 melers).

Procure Tools and Equipment

Dbl these pecessnry foals and equipement for installing 1he chansis:
= Mumber | and aumber 2 Pillips serewdrves with Wrgue copaility 10 mek-maount the ¢hassis
= 3l fmneh flntshlade serewdnver,
= Tupe mensure and bevel
= ESD wrist strags oe athier grounding device.
= Antistatic mat or mtistatie faan.
= Twoshole ground lug (1),
= Pair of maunting guide rails.

« Giruunding cable sised avenrding to lacal and nstional istallation requisements; e required lengh
doperids on the proximity of the switch to proper groanding facilies, Cisoo provades a8 AWG lug,

= A crimping tool ipueified by fhe lup mang G turer thas i< Taggy enouh i sceommodise the ginh of th
Tag.

* Wirewsim pping o],

* M sarews to fx brckes (L6

= M4 sorews fo Gx a ground lug (21

Prepars for Instalbsion |

I Guutions and Rewulatory Comsliance Scatamants tnr NEBS

Cautions and Regulatory Compliance Statements for NEBS

A

Warning

A

The NERS-GR- 108 5-CORE repulaary i nd i di £ i this section.

The intzubuilding portis) ol the equipment ar sub bly, which it
shielded mamiuilding cobling)wiring that is groumded o0 beth ends, Statement 7003

Ethernel par, must use

Warning

The it bulding porys | of the ar wuy bly, which is the Lihernel port, must not
be metaliieally connecied 1o interfaces that connest 1o the OSP o it wiring These interfuces are desygned
T s as Dbl Iding ieelaces only (Type 2 or Type 4 por as descrlbed in GR- | 388-CORE) and reguire
inotation lrom he exposed OSF cabling, The sdditien of Primary Proteeiors is not sullicient prodection in
ander w connect these interfsees metallically 10 Q8P wiring, Satement 7005

Wamning

F'y

This equipment shall be connected to AC mains provided with o surpe proteciive deviee (SPD) at the serviee
equipaitenl camplying with NEPA 70, the Natlona| Electrieal Code (NEC) Statement 7012

Warning

A

Thin cquiprment e suitable for insallions wtilizing the Common Bandamg, Network (CBX). Stement TOLI

Waminy
—A
Waaning

L

Warning

The batiery retum conductor of this equipment shall be ireaizd as (D). Setement 7016

Facilities. AO1S

This equiprent s suitable fer instaliadon in Network Tel

This equipmant i suiiablz for installation in locations where the WEC applies. Staement 8016

Installation Guidelines

Baloge taialling the chassis, ensure that the following suidelines are mei:
* Sl is properly prepured so thu there (s sullicien! room for wstulluiion and mawntenance,
= Openiting environment is within the rirges thit are |sted 1o Envirenmens and Physical specifientions,

« Claasis i mmounted at the bottom af the vack i it is the only unis (0 the ek

[ Hardwars insinkistion Gulda lar Clacn £200 Serkes Restors .

B Accessory ki

Prepare for |nstabiation |

Accessory Kit

ile

The follawing whie contiing the neceszary kit PLD and the Denis present o the secessory kit of the rauters.
Tl rack maaet kit presem o the aceessory kit contains the sercws and brackets required for installation.

| Router Accossory Kit1 | kems in Accessory Kit -1 |
Clseo 8201 Router R2MH-| RU-KIT | Riuck meint kit aned ground lug kit |
Cigeo 8202 Router ROG-2RUSKIT | Rack meunt kit ond groand g kit |

Adr filters ote oviilable only for Clsce R202 chassis. The port side intoke air filters (B202-FILTER-P1) is
preinstnlled on the Ciseo 5202 chaasis. For pon side exhanst configuratian. you muat arder the FILTER-ZRU-PE
b filbes

Aur filters are for single time use anly.

The follawing tble contans the air (iler acesssory kit PID and the tems description:

Tatvle 1! Eirco 507 Rowier Alt Fiffer

|Ihu|n|' Air Filtor ¥ Kit

| Cinews 202 Ruwiser R202-FILTER-PL Pt sade i Tilter assemibly for
Port-Side-Intake canfiguration

| Cikco K202 Roucer FILTER-2RLLPE Far side air [ilier asseambly for

| Port-Side-Exlaual conflguraion

Prepare Your Location

Natae

This acction illustres how e bailding that hauses the chassls must he properly groanded 10 the eanh groand.

Unless wpecified ocherwise, the image i only for representusional purpases. The ruck's uctual wppeamnce and
s1ZE My vry:

This dmage bs only for representations] peroses, Your grounding requinement depends on your bullding.

5
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| Weopnre box Instablution
Prapaen Yoursalt [l

Figurs #- Buitd 0 Earth &

Prepare Yourself

This section illustrates how lo prepare yoursell hefore vemoving thie chasdis from the scaled aniistatic b
The figures show how 1o cff the ESD st around he wrsst and the ground eord thit conneets the cull'in
the ground. ESD wriss sirups 00 the pritnacy meins of conitolling statle chirge on personnel.

| Prepws fae Instnliasion
Chearmcn Rugquicwmuns [

Fugure T-Mack Specilieation EI8 (15 and 23 incives|

ok Bpacing (LA Univamad

Tihie & Asck SnaciTeansn £00 (19 amd 27 inehes)

Post Typo |sm'nm

L

Rack Front Opening | Ruck Mounting Hole | Mounting Flango
X} Contor-Contor {Y}) | Dimonsian (2)

|4 ot 19 inghes (483 A508mm (17,75%) [65mm (183127 | 482 Gran (197
weniimaters )

2 Past I

4 Post |:Jin=h|:s{58.4 S5245mm (21,757 | $66.7mm (223127) | S5 D (237}

' certimeters)
2Tos | |

Hefore vou move the chussis or maunt the chassis o the roek, we resemmend that you do the following:

Swep1 Pluce the mek o the Jocanon whers veu plan to sl the chassis:
Step2 {Qptenal) Seeure the mek to the oo,

T belt the rsek 10 the Neor v oar bolt kif [ulse called an ancher em bedment ki) is requived, For mformtion on bolting
the mek 1o the Mleor. consult s company thie specializes in flocr moumiing kit {suck o 10 see G eom for details),
Make sure that ffooe gz bolt ans i peeinlly i annul quing of balts 18 peguined,

Nate Ensuere thut the rack in which the ehassis is beinge instalbed is grounded o earth grond,

Clearance Requirements

The eluwsnis requires fom-to-back airllow. Leave al leasi 6.0 [, L1524 em) feone el seir elearme for aie
intnke or cxhmed, We recaenmend tha v have i baast 60 in. 415,24 cm o8 wpnce in front of e chisssis 1o
provvide s to maneyver the eibles to mike the required connections, [Lenve mn extr .0 0, | 15,24 om) rear
alearance for resmovil wrd installation of power supplics and fin modytes,

Hath Qe for Chaae B2

g

B Frepre Rack for Chassly antallatian

Progars o nvtalintize |

Figurs 2 Waaring fie £55 Siap

Prepare Rack for Chassis Installation

Trstall the Cisco 8200 Sercd Rewters on a sunsesd 19 inch, Bleatronie ndustrics Alliange (EL with
mounting sils that conform 10 Fatelinh urpversal hole spaeing wecordifg o Section | of te
ANESFEIA-310-D- 1992 stundard.

Nete  The Cisea 8201, Clacd 8202 romer ragk mounl kit cantiins the mek mounting brichets for % inch nick To
instill the chassin i 23-inch ek oc in ETSE suck, youneed adapaer plites 1o seconumsdate the | 9-nch sch
rmiount beackets,

The spacing heween (e posis of the ruek must e (ELA=1| 00| 497 19-imch yuck companible] wide enough
e aeeemmodite the width of fhe chassis

[ Hardwers bostnbasion G uldn for ¢

Presm b |nstaliacion |
. Clearance Reculmmants

b0 0n, {1524 cm) rear
wlennenee for pir
Intakedexhaust,

2 Ol (1524 cm) frome | 5 Mare &0 00, (15,24 ciny
clearance for air roir elzaranee for removal
Imeikelexhavst v irvstallatign uf power

Aupplics and L i gles,

] 201 in, (5082 e [
| Chasals depih. | |

|| ll_-mm_hmn-nn!i-ilmr:immus-n!!.!-_u_ e



CHAPTER 3

Installing the Chassis

= R

ount itic Chwsis, on pige 13
he Air Fibter , an page 23

T
= Grround the Classas, on page 25

* Connect AC Powar o the Chaais. on page 28
= Pywer Suppl ut and Ourpur Rang

. on page 19

* Caivisewt 13 Power to the Chassis, an page 30

Rack Mount the Chassis

The chasss can be mounted on a 4+post or 3 2-post rack.

* Rack-Muunt the Chinssis (n o 4-Posi Rack . oo page |1-Comains the procedures far mouniing the chassis
i a depost rack,

* Back-Muaunt the Chosss in a 2-Past Rack, on paje |
@ 2-post rack

Comoms procedures (o maunting (e chassas in

Rack-Mount the Chassis in a 4-Post Rack
This seetion deseribes how ro instl| the router in a -post rack,

iy

— Caution |t the mck is on wheels, ensure that the beakes are engaped or that the reck o otherwise stabilized

The tollowing talile Hsts the items that are contamed in the rack-mount kit

Tabla T fack-Mauni Kit

Quantity Part Descriplion
2 Rack-miount brickets
(13 M Gt Pl lips Onc-hend serews
2 34w femm Plullips pan-head serews
r __ . Hurdwars beatallnilon Gulde fer Claas TI0D Sories Meater q
| lmsnaing tha Chassic
Ravk-Mount the Casnis in o 0-Post Aack [l
Figure 5, Rack Cincs &201 Mo

Hrdwurs batadl

L ..--—14.““”“-‘""" LL]

Instalimg tho Chassis |
B Reci-Mountibs Chasain i e 4-Post Ruch

Guantiy Pan Description
2 Rack-meunt guides
2 Rack-meunt puide rils, 2 lengtha for different +-pas: depths
{only Cisen fonly Claco §201)
A20%h Girpunding plae
1
|1 Groundug lug and serews

Stepl Isall the ruckcrount bruckets 1 the rowter as fallows:
o) Determing which end of the chassis is o be located b the cold sisle as follows;

= 1 the couter lus pori-side ke imodules (fan modules and power modules with burguody coloring), pesition
s rutter s thit the ports are in the eold aisle,

« [ the souter b post-side xbiust modules (T meduled and powes modules with blue colurng), pusstive the
router s Uil the fan and power supply modules are o the cold aisle,

By Position o mck-mount tracket on the s1de of the chossis with its four hales thot are oligned w four of the serow hales
out the side of the chassls, and then use faur M3 Aoi-beod serews with 23 in-lbs (2.6 N-m) wroue value to aach the
Brucket 10 the chassis.

Noto (Cnly 8201} Remove the grounding cover Libel and alipn tie prounding plaie with e grounding holes in
thve chassis and anech e rack moun: brackeis,

Note Wow can align four Boles in (e ruek-moun rackel to lour sceew hobes on the froa side of chassis of four
serew holes on the reur side o1 1he chnssis, The lioles (his vou e depend on which end of your chassis s
{ncated in e cold aixle

W Herdware i oo KNG Seriea fleat)

Instaling e Chassis |
. Rauk:Mowst the Chossis i s 3-Past Kook

Figure £ Rachofdeuwnt Brackets 6w Sizce L81 Aouter—~PFomsSide Lahast

r

| Rachemeunt boackets Hackemaunt gunds rils
2 M4 K Giman Fhillips Is Remove prounding cover |
Mas-head screws | label
1
i3 Resckemourtt guide s Grounding plate
— &
——r—

Flhl*.bhlllllﬂhh i Y Cils o IO00 Series B



F bmstulbicty S Chassin. Tnualling ine thaas. |

Pach-Muunt ko Ehwania 14 v 4 port ask [ B Sochctiom tn chanale o2 o ok, i
Fia 7o Frt-Site intake Rascic-mounts brickets 3 Rathemonn gund
M Smem Phillips * Rurk-mount g tails |
Nasfiend sercoes K J
L

e Reopeat Siep I teith the sther rack-tount beackot on (he sther sid of die router.
Stap 2 Instudl the b Teckomuune pides en e cho s

) Peatiion o nack-moum guides on e slde of the chass wh i e [l aligned to the to acrew Inodex e e side
of the chuews, anlwse o 244 Aat-hoad sckows fer wtach th Bl 1o e chiarkis. Tigheen tye serctun fo s Tew gL Of
1 b LS Naa)

b} Ruzpeat with the otlecr mek-mowne gui des o the other wide al Hie rantet,

Shepl Tastzl| thye pueide rmils to the rack:

a1 Pasition the guide vaile a1 s dosired levels on e buck side ol ibe rack ond Lee four E2-24 nanews o Fe 10232
satews, depending on e mek hread ryge, 16 wweh the fails ta o T3ck.

Nka E0f tackswith semua holes, you miy need o pirallion e 12.24 cage nut bebind cach i R bl 1n 2
bl e en ] bofore wng a 1338 swerew.
B Reprewt with Hee el pubde il on the other ssde of Gie Tk,
el Lo & g snensure and level w wetily thist e egile ahe e e Breimht nned an vonal.
Stepd et the oo 1er-dnla the wach anad allach:
Hudding the rower with beth hords, Prosiiian e back wf e router betwee Lse front Pukle of thy rack.

b1 AJign the: rwes mekemeowe, puides on either dide ul' the mouter with e i i inavelled it e ez ke e the
fock-mennt guides ot the guide ratl, and then gemiy alide the roier all the uay il the rack.

a9,

Hore I ihe oouter dnce nar slide eaaly, ity rendigrimy the sack-roumi pustea on (b ride mgl

€1 Fldny the ciassis |oved. losa feen seteres {1224 or L0-37, depending an he mek arped througl e bulos 1o coch
of the rackeaien) bracksis and i the cage wuts ot dieaded halo i tha rack-toeainting rail.
) Tigheett the L0-32 derewes fa 20 inadb 42 6 Moo ot Mihtan she 1224 setews 1o 10 1n-Ib 11 29 Pemt.

Rack-Mount the Chassis in a 2-Post Rack
Tiuin sevtoen descrites o w0 iitplt the Cisea 8201 er Oneo K202 rewrer lnlo y eibiet or Jp

A

Cacam [ Hueeueh 1a oo wheeels, et Gt the brvkes ore englaged or hat dae rack i otbervize sabiliey.

e tolloveing rabli tists e It s conts ined in e rck-nsount kit ot g pravided with the mugten,
Fusited, Ruch-Mour Kir

Part Description _—J

Hewkamouit breckar

E £ M4 0.7 x Gt Phil s - s

1o¢ Fluet FTY0 Soties Kot

. h M Hondreone fnadead e ik

| $nusidog dw Chmsis Inuaclsta b Cliamin |
Rtk e Chusale o 20ou dunk [ B Rock-Moustetn Zimess ina 2w fack

Flipun 1 Fy LY Canw B Mamber—Purte i

Siepd [nscalt e nack-ionn bkt o fhe rowtor:
ny Drocorming which emd o te chisai a o b Yocnted ndve eold nile

* [T he souter s portalde ntake medulion Cfim modul o and prrwes odalen will buegandy coboring), pagiten
1be et 5o thi s ptiou] ports arc in e cobd alsle, ane Gins ond i matduhes vall be 1n the ot giske,

# Wil raanct Tos port-sice exhaier sy (530 o les Lrd Joer m el on with Blse celomig, postion the
TR 5 Heal it tant el porwver supply modules wee in e cald sale amd il ports wdll B dn the R o

By Wit the bracker eans Eaging toward the conter of flie chaanin, Pokilinn 2 tbor rack-monat btackes an the side of the
chassis wg rhat 1he fowr hibw ara allgned 1a four of the seoooe holas on the sl oo e ey,
ch U fourt flatebad meneoes with 23 in-Jbs (2.6 Noing terge vl 1a sttseh the brackist to the i,

Firme 5 o k- ae e ts cw C1roa KT foutsr—Mar iy fotoks

i Rack-mount brockets |4 T —

| i bl

2 M x futrun Phitlips. 5 24w B-mum Mhalfips
at=bgul et | (la-brsed Agrow

|

i3 Grouming plate I ;

[ i i |

i

o oo




[0S T T

| incming o e
Rack-Mummtin Chanids in a2-Patack B B e Bommt e Crarain inm 2Pt Rnth

figura 1T Ract lhoeat Srack e PR

e

e é

M3 % 6-mrn Phllligs
tlat-houd sorws

o Bapeat Srepw 1b amd T with the eflive rack-mowme bracke} on e atler side of the router,
SapZ Instnll the eer anie Hie 2-post rack:

bt i oim vt Y n

1 Iuatamiog e it Mistulliog tha Shasws |
e birfier I B it v i Fittn o Bo i Enast
d)  Wilh the ausisiance of anether persan., 3t (e router inke pasikien defween the 19 tack pools. e 1T Pat-alde Sofan g Fisar
1) Mo 1bwe rowber unel the Teck-rouunl brackels come i ounuct with tes ragk pesls,
£ Dhodd the clhanin ot w [ved pranniot wehile the sézond person iners, ewn xorews {E2=23 o (022, dopending i ibe
ek o] i cach o the P rack-monnl brackett {a dial of foar screest ahd Inke the sage muls of threaded halea
the vertien] vagk-mouning rafis,
] Tighien the 10-52 screws wo 20 mafh (2 26 M.m) or dghean the 12.24 sorowa 1a 36 melb (339 W),
Instail the Air Filter
Adr fillin ohe umed anty on Cwea R chasals which pames witl o preanstallcd air fleer for por sule molys
i Far por side exb il hat, usern mget oedit e wk filler kg FILTER-2RUSPE scpamalchy.
Keta  ln pomenal, we recrmmend that you imapect ie air filler eveey ires manths and meplace, il Aencesany; every
atx ihondha
. 33 b
- - T
Install the Air Filter on the Part Side Inlet ,L
T'the air Fiier ¢n the pan-slde inlef nocds roplevemicnt, Tollow this procodure. hd
% 1 Top Adr Filter Section i3 ALt Filker
R M Botlom Adr Filter Section
Mate  To ik the top wnd bodturn £l uae o momead secewdriver Lo pestly 10em 1l serews. Ensurc tal you tum the
segetw onlly Uroe 16 four times, mid that you do net everlighion the somews. Lo
i ¥ Throe e 0u 6o ot overtiglien Step 2 Tlaee the botram aic filter section alonp the bettan pariside of 1h chaesis und weeure i with the o screws ke Lower
bt ) cighe,
Sepd Tnsep the 1i iler bavween Lhe 1 and bonom atr filer aections ond lighlen Lhe ot soraws (iwa en soch side, und fwe in
Stap L Tlace the tmp air filier section o ihbe top pevt-sde of e chois and seevre o with dhe bwo sercwd of tha uppues bott and - e mid.dlc;. " sections and 1igh ¢

tnstall the Air Filter on the Port Side Exhaust
T ahe wir filaer o che pow-gcke exhauss aceds veplacement, faliow his procedurs.

Step 3 Invturll el i sl Ui 00 e chavais

fo— 3- . .
PASN—

Buidnor Clavo S2H Busler Fuvies y

Hariamts IGUEMIDN Guke s e




. Instelting fhe hasin |
IemtaMing tha EadaLit
! arnupd oe Clines. 3 M romas e e

figure 1 Pt Sido Endaanr i St A

Yarming  Stmemcot IZS
W capper condactors ealy.

B

Comtion  Graussling the rhamin in required. vien if the ek is ulreody grouraded. A grawnelimg pa with two threade)

- Ivelias 3 presided ot fhu: € haasis for attachlig vivher 3 Brokding hug or Brounding plule. The ground lug mis
-~ e WRITL Jiwtocl. In sdhlsinn. o suppcr conductar (whtd s imist be uncd i the copger venducter must comply
;ﬁf\ ] with NEC code for whigac

&

; : Comtion  'hen tenminating tbe frame groand. du met gie soldlering by connutom, surewlers [pash-in) comactore,
T - quivk sonnect chors, or other frisnon-fit .

)

Swpl Vs o wirg-snpping ol L remave oppronimeiety ©.75 [nchies (19 mim) ol the ravaring frot 1ha ond of the 06 ARG
eroubing sable.

Stap 2 et the igped end of e graunding cable it the apen crd of fhe provnding |ug,

Sip3 Ve the crmping loed e secure e rouming calila in the Brounding |ug,

Stepd Adtuell e graund coble:

g * Attachone cnd of the sluH ground cibli 86 AWG eublet ta the growmding plaiy aking the spcenr ed dusal-hel Jug
|Onoert,

T sundofte 3 | Side Filter Exacmevion
Maln Air Filter ;

>

Step2 Insea || b emoln wi filter by alignne 4o the stundaffs ang b ianing the 1w thumb senim,
Slepd Tstld tbe side Gitor extetidon oad tighion the 2 wrows [1 5 the ¢hosulyand | fo the mons wir Glecry.

Ground the Chassis
A

Waising  Soatepment 1024

Thizcquipmesn muist b gravmded. Newer defint e roany wendueiar ot et be e squipnien i) the abrenge
OF i st bty stedtallod yround cond) Contget the approp 1 1 inspution authoriny oran clecri
il yau e kwertain thak sunabla grewding is availohle.

WaniM  Statetient 1046

When it s or egplocingr e uait, the sPou1s connectioh | always b neadi firs) und disesnncoted st

278 Ineatrion Ealan s Ginpe 208 Sz Pt lm m’---‘-‘-‘"’“‘-‘

| Iotedliin thn S fristalb g b0 Ghirein i

ruiind tha charh [ B Comometdt Pavarts tin timass

it 1 Conno 0T Arulis Ground Lag Sep § Tighren 1lse pan-hend screws o tores valug of 115 indbs. £1.3 ¥-m).

Step & Erswrn rhest b Bug andd ¢able du nat intotere with acher LRI

Step T Frepare the other enak althe srounding cable, mhd conneet it 10w upproprime gemptding point in your uiew onsre
wdoquoty cards graund,

Connect AC Power to the Chassis
Pl

Cawbon  “the chass 6 reliva on the preteotive devices in the Building instulNasian ta proteel agaltst shurl cirogil,
ereteurenl. and grouad faulfs. Easure tha te pracecuve deviees eutply with Yool and sational cloctrical
cmbea.

A

Nels  Crpa 5201 Ramter—Suppomts 14500 and 2000TV BSL, ot AL inpur soutor, muier S oLt PR
Al 330 ¥ and 2000 W ar high line voltage nibge 209V b 240 Vac, To Aupport nw line applicak ot o
veltuge mupe between 100 Yz 1o |27 Vi is ctspipiarted with maxmamm oui power of 400 W,

Toproide full sutpd power el 1450 W and 2000 W, the nominad volige FtmE vl cotpos Betweon 208
Vi 19 240 Vise. depondlleg of The alatdatdu in ywrious <owT s,

|

Moba  Cisco 2202 Kea ter—Supports 2000 W PSU. Foe AL dtprut GCRNCE, tutaler supporly vutpn prewer of 200 B
at high lime vollage range 200%ac io 240%ae. To sunpert ow line ppplications, 2 voltag: Tao g berwoa 160
Wag 10 12T W i upported with hoxiowans aatput power of 1000 W. s peovide full altput power of 2000
Wttt ilominn | vislegge riting value tangen btwasen J03VES 1o 240VDE, dopy M on the standonds io voriouw
ST,

The follrwbry sombitations af power supplics are suppered:
* PSLZEW-ACPIPSUZKW. ACTE=, portaide inmky airlow
* BEUAKW A CPRETSUIKW-A LT =, prt-alde exlagst arrtlair
= PEULHOW-ATPIPSL | AKW-ALT =, porr-sidy intake ainTow
* PELTARW-ACPEPEL ] AKW-AC E=, postoside cxhawst sirflos

%

Nebo 4 sl pale braoer 15 heoted for inatalistion, For d ing rise bezidor 5z, pl

i logaf umd matineal rubs md reyulations. “Tie broaker w50 is fser on the e fications of'
the virenE dinam aad the speciticd vakape v,

L Greunding lug

)

a4 il [
15 % bt an-hiead voews SUR1 Wersfy 1t the AC coblo 15 Bl in the carreet AC biece o syt type,

s Syl ot B RT00 v et




I imwnding e Chareis

Fuawor Supply link [npu and et kanges [l B Coonest b Pewsr 1o e Clmedis
i, 3 Al e AT prwer eable 1 Lhe cobbe conneoksr i the AC power module. [y [ Tr— [T — 10"11!!
Supd PMlace the cable thrugh e opehing wi fhe cable clomp. = *
S1upd Slidde he bl cwireps 1weatd b plag. . PEULAKW-ACPE | HHRM40V a0 145MAr S1RVEEA
Seps Clok e euble clamp o the shoulder of 1he power cable to secure the power bl For nonunn| vallsye
Frwr 17 Cdnnacing AC Ppwror eeplicuiicn
PELZEW -ACH [EH-1237 [EEN 1900w [Vt
For lew line
application
PELZRW-ACPl 200240V e lia ZHHIW FIVilE?A
For tatninul volizge
opplication
TROCEWACPE [ 1127V ac 124 1008w [RiULET
For low ls:
applicatiois
FIAEVACPE | 2030V g 124 20w EXVILTA
For nominn | vohoge
npplicaLion
PEUZKW-DCPE < - TV DO KA 24w FXViILETA
PELEW-DCPE |0V -7V DC 40 W EZVILETA
| L | AT pewer cilble lz | Cable clanp Far high T T80V - MW AC [P A H450W
applicntions
For low line P - LAY AT Lia 1000w
anphicariony
. Far high line lenv - TRV AT |12 A 200w
Power Supply Unit [npuet and Qutput Ranges laoplcstio |

Thisi dnble surraniorises diput wnd eutpid povser fanges fioe P3L Jaw Line and nominat applicetons:

Faba & -meagrs e PELE H

y Connect DC Power to the Chassis

T PIb i Input Vottoga Input Current (Mox} | Outpat Powe: Ouipst A
PEULAEW-ACPT 100127V ac 2. T IR
Fet tow li famimp  The chiasisiy rehos on the protactive deviees o 1he hallding instalknion 1o prosect agadnst shegt circeil,
ot law lirlc ovurcens, and ground Malls, Emsure ihat Uhe protective duvices comply with (oe] and nadaral elosricad
applicetions enden.
PEUTARW-ACPL | 200240 oc LN 450w INEEIA
lar nominal voltage H %
applecidion —_ T i ; ) _
R Neto  The suppurlsd vwpid D poveer i 20 W, To provide Ml ootput poseer of 2000 W the noming| vol lage:

FEULAKW_ACPFE (100127 ¢ 1A RLL 13VikdA ratitiy; volue tanges botween -0 ¥ ta <72 V. depending an the standurds in varsos coumtries.
Far low. ling P . - .
sprlivarions The fellowing wombinations af pewer sepplivs ore sappoeed:

e ulde (o7 o 1200 Serle lﬂu_-_r-_ﬁ | Martvenie Dietullation ok Tob Cleod 2200 Serled Rustvn

| mastieg e tnesis mtafilg ek Chacic |

Coemt € Pavwwr 10 the Clonds i B connmnOE Mrwar Wi tha Shamin

* PRUZKW-DCTUPSUZ K WSDCF—, patuids Ereuks airflow
= PEUSKW-DCPEPSUZEW-DOME-, port-wide cthoun airfluw

Verlfy Liat the corredt fusc panc| s installod in the 160 mounging mpoes.

s - “Enaure thak the DC cireill {5 poweted gavm {either hreales tamed off or fage pull sd) and proper leckout g out procediiees
are followned, Une the cable (BID: 72-1009%2-02) suppiied with the power wipply. T30y profer o usp pour sen coble,
The cabke i trust be 6 AWGL

Step 3 Twuss the power aoconbog to Loeal practice.
Suap 4 Connael e +iflee baptery aod s eobles datig 1o ke Luse pane] eng 2 1

Sept Inserd e D aormesler it e DX recepiachs of thie pawer supph:
Fiplbe 16: Conoboitay 0T Prieer

| 1 | D power cable

Sin= 4 Enzsurs vhau che Lockang, mechnnicn bs engogped v cagurs be cable,
Fuston the einaeil bresker of the pewor soiree.

T 08 5t an Aty




CHAPTER 4

Connect Router to the Networl

= Port Conmoct on Guideli

<0 page 13

« Intorfacen and Por Desenption, on page 14

= Connecti Consale o the Rouler, on age I8

* Cremte the Tnitn| Rower Cantiguration. on page 19

» Connect die Managerent Inerfage, on g 41

+ inseall and Remuove Trameeiver Modubes, an page 41
¢ Conmuet lnterfuce Ports, on page 46

= Muintuir Transceivers snd Cptical Cablow, on poge 46
= Werlty Chunsin Instullution, on page 47

Port Connection Guidelines

Depending o the chassis , vou ean use aptieal nodules and RI-45 conpectars to sonnect {he ot to ather
network devices

To prevent darrage 1o ifhe fil cables, we d that you keep the i | from

their fiber-aptie cables when insialling the trunsce (ver in the line card, Before removing & timeeiver (rm
the Touter, remave the cable (ram fhe transceiver

To musimize the ellectivences and i of vour transeelvers and optical cubles, sasure the foliowing

* Wiear on 5 D-preventative wiist steap (a0 s comnected 1o an eitrth ground whenever you handle
it S

* Do ot remisie and insen a
ean shorten it uselul e,

mare eften than s

. Repeated remavals and inseriiong

= Keep the wnnsceivers wod Hher-optic cabrles clean and dust free 1o titainnin Jigh sigint aceurney and 10
prevent danmme 10 the connestars, Atienuanon (lass of 1ight) i inereased by comamination and should
b ket below 0,35 6B,

* Clean these parts belan: instalition to prevent duat tram seruteling the fiber-apeic eable ends,

* Clean the ly: tha required trequency of leaning depends upon the enviranment,
Irr dlsfifion, ¢lesn connestars when they areexponed (o dust o seeldentally fouched. Doth wet and
dry eleaning techniques can be effective; refer 1o your site’s fiber-optic conneerion cheanng
proceduees,

Harthoern rstatashon G r G s

| Cannaet Routor 1w the Nenwerh.
Veturtucun and Port Bussriation [

Figure i Sisco &30 Fired Por Router - Foar View

® ©

1 Consnle Port [+ T (00BASE-T
Marageinicnl ad BMC
(Haschanrd Marsgenien
Cantrodler) Port
T 1

1 ‘WGBASIE-TCMImI 's

LSH Pon Tipe-a
Plane Expansion Part | |

Time-ot-Day (TOD)
mtarface, ipu, and
output |

[3 IRI45 conncerar for [ ‘

Connest fomtes o (he Network |
W Iotwtuces and Pors Gscripticn -

= Tro ot twdeh e ends of conseiors. Tauehing the ends can Jeave fingermprint md eause Y
ennlamitiation.

* Indpect rousinely for dust and damoge, [f vou suspec) damage, elean and then inspeel fiher ends inder
micraseope Lo determine i damage has accurred

Interfaces and Port Description

Filpture T8 Cje s AT Fapd Part fwister - Frong Wiss

| | | | s | | s

and A00GE. All 400G pon

1 400G Pors (Pont 010 Pore |3 [8tant con conmcetor for
23, 400G pon supports JUMHz, input, and oupur,
SGE, 10DGE, 200GE, ‘

suppor breakoul i
L | aperation, | |
F 100G puets (Por: 24 1o | ] Minl coux cdn.. o for |

Port 33| support 100G ang
406G, Ports 24, 26, 28, 30,
32, und 34 suppert 410G

and 430G vig breakout
i cable.

PES. dnput, and o

o far Ciacn 840 Sarlux Routars

-l

Connant Reutar w fhe Notweek ]
B intertnces and Punt Descriplien

Figurn 21: Eisee W02 Fied Pact Routar « Foat View

[1 A00K Parts. AlL4T0G pon | 3 102 350 ahyn conne
sipport brenkos: far LOMHz, mpun, and
| onerution oyt
2 100G pors and even pocts | 4 L0123 50 ohm carmweetar
suppartdy 4G und 4% 500G far | PPS, inpad, and
autput, |I
Fimee 22 Cises K302 Fiwad Aot Aouter - Raar View




| Gaomest fioursr 1o the Network,

mioriaves and Pen Duscription [

Eannact Rautor totho Netwark |

B conoesting o Cansolu 1 tha Rewsur

- 1 TConale Port T4 | HEHIBASE-T PID Distance, media (connoctar)
| Management and BMC |
(Basebaand Managenent QSFPALDO0GCW DM 4-5 Thm wver SME (LC)
| Controller) Part QSFP-LDIG-SRAS | 108w awer (M MMF (MPO12)

3 1COBASE-T Contral |5 LIRH Pari Type-A e r—

Plang Expansion Poct QSFP- | DOG-SM-SR 2km ower SMF (LT
3 (RIS connector for | QSFP+ Transcelver Modules {Daia sheet)

Time-of-Day (TOD| | QSFP=HIG-SR4 (4% L0G and 350G breukout only | 100 120, MMF (MPO-12)

inferfuce; input, and ! o even=iimbered pons)

oulpal |

QEFP=tx L0-LR-5 (o pponed m even-numbered pans) | 10km, SMF (MPO-12)

Traneeiver and Cable Specifications

Ta determine which transcelvers und cnbles pre supparted by this router, refer to the Trarsceiver Madule

Group {TMG) Compatibility Musix Teel:

et ftmigmntriac claco comdame

QEFP-DI? data sheets. reler 10 the Claco 4000 QSTPDD Cable and Transeewver Modules D

=+ For QSFPE data slicets, refer to the Cisco LOOGBASE OSFP-1000 Modules Dut Sbeet,

* For QSFI*+ data sheets. refer to the Cleco JOGRASE QSFI' Modihes Data Sheet.

(1] Distance, modia (connectar)

CQEFDB Teansceiver Madules

| QDE-23 | DOC-C WM | e il duplex SMEF (C5)

QDD-2x 1 DHC- 554 10001 MM riblron (MPO-23)

QSTPP2E Tramscelver Modubes (T shen)

QEFI-L000-FR-S ko over SMF (LY

QEFP-100G-ERAL-8 40km reuch ovar SMF

QEFP-100G-LR4-5 10kt aver SME (LC)

| Cannee: Routes ia the Meswork

Cruate b belal Ravter Configeration [l

Stop 1 Canfigure (e console device to masch the i defauls por el
= 12200 bnud
= 8 data hits
= 1 siop biv
*No parity
Step 2 Caaneet and RIS rallover eable 10 o teeminal, PC iermunal cmulntor, or werminal server
You can find this cable in the nccessory kit
Stepd Roase the RI45 collover eable as apperopriate und connect the cable to the cansele port an e chissas.

I the cansale or modem cannot wic an RI4S contection, tse the DESFRMSE PO ferminal adapren. Alternatively, you

can uss an RISFDEVE FIF or RIASDSULE B adeptor. but you must provide these aduprens,

What to do mext

Yo arg ready 1o creaty (e initia] rouler contiuration,

Create the Initial Router Configuration

Connecting a Consale to the Router

Hefoce y o network for the router or connect the router o the nerwork, you
st create 3 loca| menn peiren] canncetion through o console temingl ond contigure an TF address for the
o, The vouter can by nocessad using remols management prsocols, such is SSH, Telaey, SCP and FTR
By defiawlt, S5H is included 0 the soltware image. But telnet s ot part of the soflware inage. You must
il wistall the telnet optional package (o use it

Yo also can use the console 1o pertarm the follodng fungtions, vach of which can be pertormied through
e munagement nterfaee uiter vou make thit connection

= cundiire the router g e vammand-ling nteraee (C11)

* monitor network sitissies and ermors

QDD-ADNO-CU LA b pacsive copper enble = configure Simple Network Munugemient Protocol [SMMP) agent pammeters

QDDLONGCUIM 2m passive copper cuble =ttt sofmvare downlead ypdoies vio console

QDD-A00-CULIM 2.5m pussive copper cable You make s logal tion berween the n senial port on 0 censale device copabl
DDA CUIM 3 o el msvichroneus ransmission, Tvpically, you can use 2 computer terminal us the console device,

I3 T [Fass Ve Sopper Suble
QDD-A00G-FRY 2km duplex SMF (LT} _%
~ . Mot [dyfore you can connget th consale port to & compater temunal, make sure that the computer terminal suppons

AN 103 dhuplog SR A N I06 terminal emulotion, The termiinal emulation settaure makes commtnication between e rouser snd
| QDD-A0G-1IRA-5 S00m puratle] SMEF (MPO-12) compates pasdtble during semp and canfiguration.

Bolare you begin
= The skt st be flly mstlied n fes ek, The sewmer ms be eonnected (0 o pover source and grounded.
uned nestuork

o The necessary cabling for fie consale, st be available.

= An RIS rollever cuble and 5 DOBSERILS gdapter,
= motwark cabling shaukil nlrcady be routed 1o the location of the installed router.

“.'."‘ azlintion flide i ecs Rl B B . = =

Eomnact Boutar io thn Nabwars |

W Cowate din bulifal Auutar Eonfiguration

Yo rost assipn an [P address s the rooker munagement interface 0 conpect tie router to the network.

When you inithally power up the 1outer, it boots up and asks a seres of soaligumtion-cz lated questions. You
can wie the defoult choiees for ench configuranon except fae the 1P address, whisch vou must provide.

When the systeri is powered on and the console por 18 connected 1o the fesminal, the RF CPU medsiges are
seen. You ean toggle between BME CPU messnges and RP CPU messnpes by prossang the hot-key scquence
Crrl0l

T configure 1P address (a7 Uthemet port on BMC and atbier ndditienn | Infarmnbon related 1o BMC, please
see the Svstens Setnp Garide for Circa SO0 Series Ratters.
Bafors you bagin

= A console device st be connecied with the Touter.

* The rowler must be connecied 1o o power sousee.

+ Detenning the [P acdress and netoask 1hat bs needed for the Manngememt mverfices: fomt o0 s0 im0

Step 1 Pawet up the roiter,

The LEDS an cnch pewer supply light up (green) when the power supply undis ars sending power lo the rouses. andd the

saftwars asks you 0 specify o passward [0 wse wilh the rouser,

Step2 When the sy s booted up foc the e dime, o new usermine and 4 passwerd is 10 be coeated. The following promp!
appears.
LLem LHERage Le BeRTlguied. MesU Co conCigure’ foatedyuten wSeInane,
bielog =es
Nrtar r
Tar Ganinanet eleee
dure! uormand te mediby WhLE Guntigures lons
BDJUARD SPLC s s0nd
Stopd Lner o g passord to use tor s rouger,
T sorfy lwck security rth of your passwond and rejeets yous puasweord it s not considered to bea strong
prasword, T nercwse the secunty strength of your pusewornd, mke sure that i sdheres to the following guidelnes:
= af least cight chaeacters
+ minimizes or svolds the use of conseautive charmins (such os "abed )
= misnimm izes or @voids repeating chametert {such s "aan®)
= does nul contain ble words trom the J
# dows nat canlain proper ames
= contoins bt uppeecase and lowercase churacters
= cantaing numbers a3 well a5 Jetoms
Noto Clear text passwards cannal Inchade the dollar sign (59 special characser,
Tim [fa password i b 05 0 shor, easy-to pherp the sofiware rejecis thal password, Passwordy
ilpe 2ase sensitve.
When you enter a stron g pussword, the sofivare usks you w confin the pussword.
Stepd Revnter the pessword.
When yau enter the same password, the software oeepts the posword.
Step 5§ Later the conliyguralion modde.
Stop b Lter the 1 acldress for the management interade,
Step 7 Enter 0 network mask for the munagement inerfise,
Stop B The softwnre wska whether you wans to edit the contigurcion, Euer 'ne' o decline. | ——

Hurdiwain

| F Hardvrars s



| Conunct Bowinr v ive Sutuek

Comast B Marmaament Intertace [

Connect the Management Interface

Swpi
Step2
Stop 3

The manig=ment pore (MGMT ETH) provides aut-o i e ment, which les vou o use the
command-line micrface {CLT) o monage the rewter By ars 10 sedelress. Thas pert uses o |80 1060 Ethertt et
connection with un RI-45 inlerface.

_4a

Camtion  To provent an TP sddress canfliey, do net connect the MGMT 1000000 Ethemet portun bl the s il
confipwmiion is coanplete.

Betors you bagin

osi rause have completed the ininal reter con i ninn

Connect o modular, RI-45, UTP cable to the MGMT ETH part L
Reite the cable through the ceatral slot in the easle munngement syslem,
Connect the other end of thie cable tow 1001008 Bthormer port on 1 network deviee,

What to do noxt

ouare ready 1o connect the interface ports fo e setwnr

Install and Remove Transceiver Modules

Install and Remove QSFP Transceiver Modules

This secton provides the installution. eabling, and remaval inserutions far the Quad Smull Form-Fictor
Plaggable teanscelver modules, Refer 10 the Clirn Gptieal rumveetvr Sandling Guldle for additiom] detaily
e aptical transceivers,

The fellowing figure shows o 400 Gigabis O8FT.00 opticul transvecyar

S H estallntion Gulde B¢ Gavien Routers 1

| Counect fiouter 1o the Nemwork

Step 1
Stap2
Step 3

Stepd
Sweps

It ing tha Traracaiver Madute [l

Cactiva  The module s slatlcssensilive devise. Always use an ESD wrist sizap ar similar ind ividual
srounding devies when handling iranseeiver madules e eaming into eontsi witly Ayatem madules

Cowtion  Profact the tramsee ver ports by weertitny ¢lean dust cops (BHXMQSFP-DOAPY o iy prts aud o use. e
aure o elenn the aptic surfacex of tie fber cabics befnre o plug them back ui e aptizal posa of ansiher
madule.

The router ships with dus! caps plugged 0, Wa highly recemmiend you o keep the dust caps plupzed in usi
you are ready 1o plug an optic

The dust caps protect the paets fram passible EMI el and alsa avaid due 1o dust
callection,

The QEFP wmnsceiver mdiie s o pisll=tab Latch, To install o ransceiver st e, (ol dlyes steps!

Attach an 12513 wrist suap 1o voursell and 5 propery prounded pointan the elasms or the rack.
Rameve the aver module from jts p ; i
Check the libel en the transceiver module hody 1o verify it vou live e comeet madel for ot netwark, Do nat remave
e dust plug until you'ze ready 18 wmeh the netwark |lerliee wabde, Dust plug i= not shawn 1 the linages

Hold the tmnscerver by Hhe purll-tals s Lkt the dentifier [abel is an s fop.

Allgn the transeciver module in fran of the madule's fmnseciver sochel opesing wnd carc(ully shide tie trmsceiver Inug
the sacket il the transceiver comaes with the soeket clectricl connector.

Tress fiemly on the front of the wsnsce ver module with o thurb b fully seat the ranpeel ver in e medile's trnseeieer
socket fsee the below figure),

Crtion 11t Latch isn'e fully engsiged, you might aceidenrally disconmect the transcsiver module,

 Mardvauen natallaticn G fur Clca 3200 Series Rowers [

Canmact Roulor o the Mriwark |

B Foquired Tanis wnd Equiment

Figurn 73 A0 Gagabit GSFP-G0 Trans ceiver Meduln =

:

| [pulicat B 'QSFP-DD transcaver |
| | it

13 Electrical conpection 1o |
| the module circuliny

e

'y

[

Wamirg  Statememt number—1092 Hot surlace for Field Reploccanle Linit

Hot surfiee, Use enre when hundling,

@

Required Tools and Equipment

ou need these 10015 10 install the transce ver modules:
* Weish strap or ather personal prounding deviee (o prevent ESD aceurrences
* AntlEatc mol or antistaiic foam 1o set (he Irnsceves an

* Fiber-aptiz end-face cleaning mols and anspesiion equipment,

Installing the Transceiver Module

r'y

Viorning  Sttement mumber—1092Hor surface for Field Replaveable Units

Heot surface, Uise care when Tandling,
-

Matia Guide P Cisca 5303 Sevien Hauers

Somanct Hautsr to the Newwork |

[ Arwch the Oatical Wetwork Eabia

Fimure J5: £pabinn e BSFP Tanse sives Modufe

Attach the Optical Network Cable

Bufore you begin
Belire vou remove the dust plugs eind make any optien] conneetion, follow thess euldelings:

* Keepthe prowsetive dust plugs installed in the snglugped fibier-uptic cable connecton: and in the mumsceiver
oplical boses wniil vou ore ready 1o rrake o conneetion.

* Inspect andl etean the MPO connector end Taces just before you mike ANy COMAEons,

* Girasp the MPO connector only by the hausing te plug er unpluyg o Theeopte cable

Nate  The trunsceiver madules sisd fiter cunsnesters aee keved (o provent incermest insermn,

Mote  The multiple-fihcr paisheon (MPCI anthe apticil trinsesivers suppod netwaek interfioe cables
with elther plysical contnet |PC) or lirasphysicil contaet (UPC) at polishied lhee Wpen. The MPEO stntectnrs
on the aptical trnsechvers do not support nevwark interiaee enbbes with an anvle-polishl contet (APC) fave
type,

Mate  fnspect the MPT) cannecior for the eorreet eabie type. cleantiness, and any damaga, For compléte in,. _on
Ing andd ¢leaning fils i inns; see the dispection amd Cleaning Brscedures fr
it dogument.

B Hardvwara installation G o ot Giass 1200 Secien Reatrs



| Connecs Rouler 1o the Naswork
Hemoving fhe Transcaiver el [

Stepd Remave the duiat plugs from the optical neswork interles suble MPO connectors and from the trnsceives masliske optical
Bares. Save the dust plugs Tor future use,

Step 2 Adtach the netwodk interfies cable MPO i Jautely s the ver module

Figrn 26: Cabjing  Trankesiver Moduln

R ing the Ti iver Modul

Cavthon  The iver isdule is o siat tive device, Abwaye use un ESD wrist sermp o shisdis sndavi dun|
yroundizg device when handling transceiver modules-or coming ino contact wilk modules

Ta temove a trunseeiver medule, fnllow these steps:

g Drigconnect te network interfages cuble fram the canneaver conmector
LV Install she dust plug immediately ino the ansceiver’s opiical bors,
Step3 Grasp the pull-ub and gently pull 10 relesse e rarseeiver fram the sockel

; Hardwars dastallallan Guida far Gace ‘?"’!'."-Em—h

| Commect Rauter ia the Nerwark
Varity Chinals toota e [

Connoet factor ta the Netwack |
B connust bueddacs B

Step 4 Slide the unnseeiver oud of the sockel,
Step & Place the transceivar modile into an antistatic bag.

Connect Interface Ports

You can conmect uptical interfuce ports with uther deviees fur network connedivity.

Connect a Fiber-Optic Port to the Network

ABG, 1060, 2x LKHT, or ALOG trunsecivers ire supparted an Cisca 5200 seris Towlers. S0Me minscivers work
with fiberaptic cibles i you stmeh oo 1he transceivers and ot ranaceivers wark with pre-atischiad copper
cables You must instll o tansceiver in the part helore insmlling the fber-optic cable in the nnseiver,

B

Cautlen R 2 and installing u can shortan it weelul live, [ not remoye und insert ransceivers any
mire Hhan s ab necaisury, We that you d calles before installing or removing
Teaniaceivers to prevant damage to the cable or manseciver

Disconnect Optical Ports from the Network

When you need o remwve (beropiic transeeivers. you must firsd remove the Gber-aptic cables from the
transsever nefore you remove the waceiver from the por

Maintain Transceivers and Optical Cables

Raeler 10 [nepection and €l aning Proceduces for Fiber-Optic Connections document farinspeetion und cleaning
processes far (ber aplic connections.

Connoct flsates 1o tha hetwark |
W vority Chawebs Inwialiation

. . 2 | Command | Description
Ve "fv chassls I “sm“ atlﬂ" shww environmen Displuys valtage fof eotire router,
Adter insialling the chassis, use (e Tollovang show i verify the I und n volipe
the EXEC mede [ vou detect any issues, lake eormeetive action belore nalang further conliguralions. T ——— Displays current reading from various sensors,
[ Description | ey
| whow platfoem Dnsploys the operadonal status of the node, | show enviranment fan | Displaya status of fin trays.

show inventory Dsploys infocmation abowt the fleld replaceable unics (FRUs), including produet [Ds, serial numbers,

ond version [0,

showe enviramment | Displuys all (he lated rouder i |
shiow environimien! Dusplays teniperane rendings (e the virous sersors on the router. Esch sysiom coniroller fas
| teunp P sermirn with ewo theesholds:

+ Minor temperature theeshold — Wihen n nunos threshold is exceeded, 1 iminor aliem oecirs and the
following act ceur for ill e slvold

= clinplinys systen Mesages
« sends SNMP nenifications {11 conligwed)

+ lag envisemmientil alorm event that can be reviewed by ranning the show alarms comniand
Lisers can e e show nlnrms briel syatens wedve cominand 10 verily seuve alirms in the
systom.

+ Majar tempernture treshold — When o major (hresheld (= cxcceded, & majer alomm oecus snd the
| fodlowiny, actions sceur |

* desplays sysom mebuges
« senads SNMP potifeations (il conligued]
* log environmendal alarm event thi can be reviewed by running the show alarme commind,

Users can use the show alorms brief system setive command 10 verily active alarms in the
system.

= Critieal terperature threshold = When o eritico] threshold 15 excesded, @ entical alamm océum and
the following deuons socur

= displays system messages.

| = sends SNMEP notillcatons (i eontigured),

| = lops etwiranmenial alarm event thal ean be reviewed by munng the show alurms comanand,
Users cun use the snow slurms brief system setive command o verily wetive alanns in the
| syElem,

| = triggers & chassss shusdewn.

| shuw envirocment power | Displays power wsuge infomatien far etine rouler.

]

s pedan | Displays media inlormation of the node.

[ Hurdwrs stn detlon Gulde for Claxs B2 Sarles Roulars ) -



CHAPTER 5

Replace Chassis Components

» Replney Fan Modules for Clsen K301 Routers. an page 49
+ Replocy Fun Modules for Cisca 8202 Ronturs, on page 51
» Replace Pawer Supnly, on page 52

Replace Fan Modules for Cisco 8201 Routers

The fan manlule is desiened o be removed and repliced while the system i operating without presenting on
eleetrical huzasd or damage 10 the systerm, Pleuse keep the replecermen fan ouodules reanly prive o ARG
this tihe

Nete  The rwuers support FAN-TRU-PL Iporteside intake arflaw) and FAN-1RLLPE prort-aile exhawst airfow)

Fan mgdules,
b

Nuto  The airflow ditoction must be e same for all power spply and n modules in he chnsses

Step T remove o tan module, follow tese steps:
) Press two larches on the fan nyodule and Erasp the handle of fan module,

Hactiwasn ietalatlon Gdite . _h

| Wojinca Chassis Compansnts
Fupheee Fan Meduben for Clacn 2292 Routers [

Mute 1 the fan module does mol g al) the way indo the slot. do ot force it Remove the fan maduls wnd verity
that it a5 the correct Iype [ur vour rowter and in the eurrect arieniation, Ta veeify the statis of Gans umd the
speed. wie the show environ ment fun commangd

b 1 the chissa is powered on, listen for the sound of the fns in operation, You should wmeadintely hear them in
aperation. I€yeu do not heur them, ensure thot the fm module i inserted completely i the chassis.
Mots  Duning the fan module replacement, the eibier fure udjust their spend toillow for proper nitialunion of

the new midul, When you Msert a new fan modyle, 1w Tans may sum et loweer of bigher spocds for o fewr
minutes,

ol Wenify thot the Gy module LED is green I the LED @ non green, one or maoee fins e Tansltye TC9hin st aeeirs,
COMEICT YehiF CUSIITAT REFYiEE reprasentative for replacement pans,

Replace Fan Modules for Cisco 8202 Routers

Tihe fan module is designed 16 be removed and eplaced whiile (e systent 8 aperting withau TreHeing i
eleetrical hweurd or damage 1 the systern. Please keep the replncerient fan modules ready prioe 1 atteriptinge
this task.

S

Hets  The wirflow direction must he the sume (ar ol poveer supply and fan madules in the chossis,

Step 1 Uinserew the thumbscrew on (he (.
Flpoew 25: Remave Cineo 227 Fan Modufes

WL

Raglscn Chassia Componnnts |
B Feploce Fun Modules e Cica 2207 fouteen -

Fignte I8: Cise s L201 Reuter — Aewnve Faas

a
- Tianched Fan module —I

B As you simultancousty press the latches puil the fin modute Tully ot of the chu ssix,
Step 2 Torinsiall a fan module, follow those sieps:
) Hotd the mnmodule with the LETS u e g,

by Align the fin module 0 the open lm tray alast i e cliassis, and press the nidule a1l dhe Wiy b te slot uitil the
latt i niahie latohes click and are Incked an the elinsals,

B Herdwars Imtnkation Gatlda for Claso B0 Series Anutnrs =

feplsce Chassis Compenomis. ]
B Feptce Power Supply

1 [Fan motute 12 [Handie ]
thumbscrew |
| |
Step 2 Pull the hardle v remave the fan g be replaced, T
Step 3 Juld ehie fon mindube with the LED and PID |abel ot the top

Stepd Allen the (an module o the aper fan slot in the ehassin and press the module all the way st the slot unil the 1,1 of
the fan module 1sehes the chiesis,

Muke sure that the tumbserew an the fan medule iy ailigmed wath the screw hode in the ¢hagsi.

Step s Tigheen the thumbacrew to accure the fan modu e in the ehassis,

Step & IFthe classis s posvered an. listen (or the furs, Yo should mmedistely hear them apermting, [f you do vor s dem,
cttstiry that e s module i inserted completely in tie chassis,

Step 7 Verify that the fan med ule LED i3 preen, 17 the LED & aor Eresn. one ar tare fns are fuley 17 s situaton oceurs,
BANKAICE ¥OUF Custom i service rapresentative for replacement parts.

Replace Power Supply

Usie this provedire 1o replace e AC or DE power upply it Be sure 1o power down the feed ennfigirsion
PO (power distribution urit) hefnse semoving | from s chinsts,

Stap 1 It tthe power supply s connected in 0 AC ar DO etreuit, shus ol the cireuil 2t the ciceuil heeaker,
Step2  Disconncet the PSU enhie.
Step Prresd (e tab meward to unduich the PSU, and pull e bandle (0 remave the PsuL
Stepd [ngert the new PSUL
Nato 11 the PSL dows not go all the way imla the slat, do not faeee (1 Remove the PSLT snd werify sat 1t 4 the enrrect
Ty far ¥our router and 0 the comeet onintation
Step 5 Conneet the PSL cable,

Stop§ It the power supply is connected 1 0 AC or D3 iveunt, furm on the eireurt breaker for the AC 0t DC power soures, Afler
replucing the PSCL verify the power Liging the show cavirenment power command,

katallution Guide fer Cison 006 Sarien Heutprs
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B chosintene

Vs CHAPTER 6

LEDs

* Chisasin LEDs, on pagge 55

* Fan Tray LED, on page 57

* Power Supply LEDS, on page S
* Port Stams LET, on page 60

Chassis LEDs

Attentian, Slatus, Syncheoncziiun, and GPS LEDS are lucated buth st the far left of thi tront uf ibe chassis
arisd ilsiv on the Buck of the elass iy

Fipure 33: Chiexsis LED% - Frant View af Cisen B! Chassis

1 [Atteriuson I | GPs. _‘
|

ia | Starus | a II Synchron ition

Tabio & Chvasels LED Deagriptiess

[Le0 [ Eolor [ Statuz
| Allention ! Flashing blue | The operator has uetivited this LED 1o Identify this chassis.
A [T | This chassis is net bring wheatified.

| |




1 ubs

rae vy e [l

[Lip Color [ Status

Status | Gireen | The rrodube 15 operational and Nag no active mujor or critical slamis.

& Flashing Green |Thc s on muanual FID upgrede @ on gropress. |
Amber | The stiadule 15 10 one-ol 1he (nllowing states:

= Power cyele

| « R e releine

| * Shusdown

Flashing Amber | The mudule hus einor alom,

| Red | Pawersp fdlure which prevents the CPU (rom booting.
. Flnhimg Rud The mocule s ietive migar or eritical piams.
o | The module w powered-off
I Green Tine cuire I spnchronized b ekleral soures including [EEET 588,
Aniber Tl syste mmin g o holdever or frecorun mode and 1 i% not
= syrehronized to ap extomal miertice.
ot The Lzed froguency o time wed plase distmb 1ok enabled,

s Cireen

The GPS interfuce is provis oned awd frequeney, ime of day and phase
— Inpats are sl operating cormeetly.
N it Tl GPS interties 4 it provisiored. or the GPS iAputs ane ot waeking
W woereuely.

=

Fan Tray LED

Fan tray modubes are logated on the back of the chasais. Lach fen tuy module hos a Stazus LED,

Hardvrare Instnllab sn Gubde Vit Glack KO0 Sorfes Raters -“

Figura 30 Power Sanply LEG « 14556

anes

Prwer Supply LEDs [

it Statis LED

2 |mlemcm LED

| 1 ] Stitun LED

Hartwars I i

tens |
W Power Sipply LD =
Fign 1 Fan Trap ££0 + Cisco 10T Chassis
LED |Cnlw [M:
STATUS |Gm=n | Fun is operating noemally.
| ivmber Fam tray s toerted anad pending o come ontine.
—1
| Flashimg L hew fhisbed.
| Amber
| |
| an Fan is not reeivisie power,
Power Supply LEDs
Power mudubes are leeared un the buck side of the chassis, Rach pewer nuodule hus 4 Stics LED
| R thon Gulda Tor ! -
LEBs |

B ronswens Lics

Tl 7. Parwvwe Sagpply LED Descripfions
| LED Color Status
E’I‘A‘J‘US Cireen [ Power supply v on ood Emasmatting pawer te the rouer.

Flashing Groen

Powver supply |= connected 1o mput pewer source but nat n £
PEWLT B the romlen ~

Mmbcr

Powwer supply failure, dioe 1o one of the following conditions:
= Over valtage
= Orver gurmend
* Ovar lemperanre

= Vot abure

Flashing Amber

Power supply it operating buta worsing condition has veeurred, due
o vag ol the fllowiog cond itons:

= High tempesature

* High power
= Slow fon
ofr [awer supply URits ar'e not recelving powen
Adtenton Flasing Blue The operutor has uetivated this LED to idemtify ihis PSU,
on Thin PSL ia not being ulentificd.

Port Status LEDs

Each port has an LED, The follewing wble deserlbes pan staws LEDs,

e

Cisen 0290 Series Rovers
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i 3 Pt SLatier (£ - Cace £20) Blwmie

e o
WX 2
Flgtuea T P97 50 00 LED - Cher o S0V CARRLE
e

z + 100G Part Statua LER

g

B ForswmLEs

Tt 2 Miet 51t lwe LER Y koo prr port)

LFT Caler Oeacription

o Fan is udmindsrsgiviely shin down,

Ariber Ta i i indstrwtivaly onablod and thefink is dewn,
Grewn,

Part{s pministratively enabled ond e ink is up,







